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Abstract: The growing sophistication of cyber threats has heightened the need for enhanced security measures in distributed web systems. This paper explores the potential
of genetic algorithms to reinforce these systems by improving their adaptability to emerging vulnerabilities. Genetic algorithms, rooted in evolutionary principles, provide a
mechanism to optimize security parameters, such as threat detection, intrusion response, and anomaly identification. Unlike traditional methods, these algorithms offer
dynamic solutions capable of evolving with changing attack patterns. The study delves into various ways genetic algorithms can be incorporated into security frameworks for
distributed systems, focusing on how these adaptive strategies could increase system resilience and robustness. Key considerations include the efficiency of configuration
optimization, the ability to manage diverse security scenarios, and the scalability of algorithmic integration across multiple nodes within a system. By analyzing theoretical
models and current advancements in evolutionary computing, we provide a comprehensive evaluation of the algorithm's potential impact on distributed security
infrastructures. This research highlights the importance of innovative, adaptive approaches to maintaining the security of increasingly interconnected web systems in the

face of evolving cyber risks.
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1 INTRODUCTION

In today's digital age, the security of distributed web
systems is a major challenge due to their inherent
complexity and heterogeneity [1]. If resources and services
are distributed across multiple nodes, each connection
point can be vulnerability. Therefore, creating effective
and strong security methods is vital to protecting data and
ensuring the integrity of computer systems [2].

Mathematical modelling offers a rigorous framework
for analyzing and designing security solutions. By
simulating attack vectors and system responses,
researchers can quantitatively evaluate the effectiveness of
security methods and iteratively optimize their
performance using computational techniques [3]. Due to
their ability to explore large solution spaces and find
optimizations that may be inaccessible to traditional
methods, genetic algorithms have proven to be useful tools
in this context [4].

This study focuses on the integration of mathematical
modelling with genetic algorithms to develop advanced
security techniques in distributed web systems [5]. The
main goal is to improve protection against cyber threats by
identifying and implementing effective solutions [6].

With the increase in the number of critical web
applications, cyber threats have diversified and intensified.
Distributed Denial of Service (DDoS) attacks,
unauthorized access, interception of sensitive data, and
manipulation of communications are just a few examples
of risks affecting distributed systems [7]. In this context,
organizations must implement proactive security measures
that are flexible enough to respond quickly to emerging
attacks. This requires advanced monitoring technologies
and adaptive defense methods [8].

Automation of security processes plays a crucial role
in detecting and preventing cyberattacks [9]. Artificial
intelligence and machine learning algorithms are capable
of analyzing large volumes of data in real time, identifying
anomalies or suspicious behaviors. Genetic algorithms, in
particular, can generate and adapt defense solutions

iteratively, providing a level of continuous optimization
that cannot be achieved by traditional methods [10].

Genetic algorithms were originally developed as a
method for solving complex problems inspired by the
principles of natural evolution, such as selection, mutation,
and genetic recombination [11]. In recent decades, they
have been successfully applied in various fields, including
computer security. The major advantage of genetic
algorithms lies in their ability to explore a large solution
space and discover efficient combinations that are not
analytically obvious. Mathematical models provide a
framework to simulate attack scenarios, while GAs
iteratively optimize defense parameters based on these
simulations [12].

Adopting international standards, such as ISO/IEC
27001 and the NIST Cybersecurity Framework, can
support the development of more secure distributed
architectures. Integrating these standards into the proposed
methodology contributes to standardizing security
measures and increasing user trust in digital infrastructures
[13].

Traditional security approaches, such as static
firewalls and rule-based intrusion detection systems,
struggle with complex attack vectors due to their inability
to adapt to new threat patterns. These systems often fail to
address zero-day exploits, dynamically evolving attack
surfaces, and the heterogeneity of distributed nodes,
leading to delayed threat response and increased
vulnerability gaps.

The fundamental principles of genetic algorithms are
discussed in detail, as well as how they can be used to
design and optimize security techniques [14]. The
proposed approach, based on compound chaotic hash
functions, provides a robust theoretical framework and
practical tools for improving the security and resilience of
distributed web systems, with relevant applications in areas
such as blockchain and data authentication [15]. Thus, this
work not only brings novel elements but also provides a
basis for future research in the optimization of distributed
systems through mathematical and algorithmic techniques.
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2 LITERATURE REVIEW
2.1 Key Contributions to the Field

Research carried out by Abbas et al. [16] presents a
secure method of routing within IoT (Internet of Things)
networks by integrating blockchain for authentication and
using genetic algorithms for routing optimization.
Authentication based on blockchain technology guarantees
the integrity and security of the credentials of [oT nodes,
protecting them against tampering. Genetic algorithms
used by SDN controllers optimize routes to reduce the
energy consumption of nodes. In addition, the proposed
systems can detect and limit malicious nodes to prevent
network compromise. Simulations show that this technique
significantly improves network efficiency, which means
less resource consumption and fewer lost packets. This
makes IoT networks more secure and efficient. The
integration of blockchain for authentication and genetic
algorithms for routing optimization provides an efficient
and secure solution for IoT networks, ensuring integrity,
security, and operational efficiency.

The study by Tahir et al. [17] uses an innovative
security model that protects cloud data using Genetic
Algorithms (GA). Using GA for cryptographic key
generation, the proposed Crypto GA model ensures the
encryption and decryption of data to maintain its integrity
and confidentiality. The system creates 128 bit keys and
uses genetic operations such as crossover and mutation to
obtain ciphertext. To evaluate the performance of Crypto
GA, tests were performed on ten different data sets and
compared with state-of-the-art cryptographic algorithms
such as DES, 3DES, RSA, Blowfish, and AES.
Experiments have shown that Crypto GA is powerful and
efficient, providing higher execution times, throughput,
key sizes, and avalanche effects than competing methods.
The GA-based Crypto GA model is a robust solution for
securing data in the cloud, outperforming established
cryptographic algorithms in terms of integrity, privacy, and
operational efficiency.

A study by Patil and Bansode [18] proposes an
innovative feature selection method for detecting attacks
on web servers. By combining mutual information (MI)
and genetic algorithm (GA), the research aims to improve
the accuracy and reduce the computational cost of machine
learning classifiers. The proposed approach reduces the set
of relevant features to only four, improving the accuracy of
classifiers such as Naive Bayes, k-Nearest Neighbors,
Random Forest, and SVM. The results show accuracy
increases of up to 13.11% and a 99% reduction in
computational time compared to existing methods. This
study highlights the importance of effective feature
selection in the context of cyberattacks by providing a
hybrid method that combines the advantages of filtering
and wrapper-based learning techniques.

2.2 Examination of Authors and Research Teams

A thorough examination of various research papers on
"Genetic Algorithms and Security" was carried out through
a dynamic analytical approach. The study utilized the
Dimensions.ai platform as both a data source and search
engine. For the data analysis process, VOS Viewer
software was employed to identify leading contributors in

the field [19, 20]. The results were presented using a
graphical network representation. The dataset comprised
10718 authors, with a relevance threshold set at a minimum
of five publications and at least five citations per author.
Based on these criteria, 219 authors qualified. The largest
interconnected network of authors consisted of 204
members (refer to Fig. 1).
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Figure 1 An author network map on "Genetic Algorithms and Security"
highlights leading researchers and collaboration patterns

A map illustrating the geographical distribution of
research units based on author affiliations was created
using the same dataset. Countries needed at least five
publications with a minimum of five citations each to
qualify. Out of 129 countries, 77 met the criteria. This
visualization highlights global research hubs in the field
(see Fig. 2).
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Figure 2 A country-based map for "Genetic Algorithms and Security" illustrates
the geographical distribution of research contributions
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3 METHODOLOGIES
3.1 Distributed Web Systems

Distributed web systems consist of interconnected
nodes that collaborate to provide services and share
resources across multiple physical locations [21]. These
systems are designed to improve scalability, reliability, and
performance by distributing workloads across different
servers and networks. However, the distributed nature
introduces complexities related to data synchronization,
fault tolerance, and, most importantly, security [22].

The architecture of a distributed web system typically
includes multiple components, such as application servers,
database nodes, load balancers, and client access points,
which must work together in a coherent manner [23]. Each
of these components represents a potential attack surface,
making security measures essential in system design. The
dynamic interaction between nodes requires continuous
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monitoring and adaptive response mechanisms to mitigate
evolving cyber risks [24].

One of the main challenges in distributed systems is
maintaining consistency and availability while ensuring
data integrity and confidentiality [25]. Traditional security
approaches, such as static firewalls and rule-based
intrusion detection systems, often fail to cope with the
complex attack vectors that target these systems.
Therefore, there is a growing need for more adaptable
security frameworks that can respond to threats in real time
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Figure 3 Architecture of a Distributed Web System for load balancing, caching,
and redundancy optimization

The diagram in Fig. 3 illustrates the architecture of a
distributed web system, focusing on scalability,
performance, and fault tolerance. This system design
ensures efficient load distribution, faster data retrieval
through caching, and redundancy at multiple layers for
high availability. The components that make up this
distributed system architecture are:

1. Devices (Clients):

e Laptop, Smartphone, and Tablet represent
user devices that make requests to the web
system.

2. Load Balancer:

e Distributes incoming client requests across
multiple web servers to ensure efficient
resource use, reduce latency, and prevent
overload on any single server.

3. Cache Server:

e Positioned between the web servers and the
load balancer. It stores frequently accessed
data to reduce database queries and improve
response times.

4. Web Servers:

e  Three web servers (labelled Web Server 1,
Web Server 2, and Web Server 3) handle
client requests. They provide redundancy
and scalability.

5. Database Cluster:

e Serves as the central storage system. It
aggregates and synchronizes data across
multiple nodes to enhance reliability,
ensuring data consistency and availability.

In this context, genetic algorithm-based techniques
offer significant advantages. These algorithms are able to
evolve and optimize security configurations dynamically,
using the principles of natural selection. For distributed
web systems, genetic algorithms can optimize parameters
related to encryption protocols, intrusion detection
thresholds, and resource allocation strategies, thus
improving both performance and security [26].

This section serves as a foundation for the methods
discussed in this paper, providing a summary of distributed
web systems, their inherent security vulnerabilities, and the
need for adaptive and algorithmic solutions. The following
sections will discuss various ways in which genetic
algorithms can be modified to successfully address these
issues.

3.2 Genetic Algorithms

Evolutionary computing algorithms are based on
Darwin's theory of evolution. In his 1960 paper
'Evolutionary Strategies', I. Rechenberg introduced the
concept of evolutionary computation [27].

In our implementation, mutation probability p,, was set
to 0.01 to balance exploration and exploitation, while
crossover probability was fixed at 0.8 to encourage
diversity. These values were empirically determined
through preliminary simulations.

Optimization methods based on natural evolution are
known as genetic algorithms (GA). To find the best
solutions to complicated problems, they use chromosomes,
a population of candidate solutions [28].

Initialize the population:

P(O)={xl,x2,...,xN} (1)

where N is the initial population size.
Fitness assessment:

f(x), fori=1,2, ., N ©)

Selection: The selection probability of a chromosome
x; can be proportional to its fitness:

P = f(xl) (3)

i Zyzl(xj)
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Crossover: Generation of offspring by combining two
parents. For example, with a simple crossover at one point
k:

If x; = (xilvxi29 ...,x,-m) and x; = (x_/l,sz, ~~9xjm) 4)

Downward y = (xil, Xi2s weos Xir X1y Xk 42)> -+ xjm) 5)

Mutation: Random gene modification. For a binary
gene:

Xij

1- X with probability p,,,
_ 6
x;, else. ©

Here, p,, is mutation probability, the chance of a gene

mutating.
Update the population:
P(t+1):{yl,y2,...,yN} @)

where y; are the descendants of generation ¢.
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Figure 4 Execution flow diagram of a genetic algorithm for population
optimization

Fig. 4 illustrates the complete process of a genetic
algorithm, used for optimizing solutions. The process
begins with the random generation of an initial population.
Each individual in this population is evaluated according
to a fitness function. If the stopping conditions are not met,
the algorithm goes through the stages of selective breeding,
crossover, and mutation to create a new generation. Then,
the process is repeated in successive cycles until the
stopping conditions are reached, after which the final
results of the evaluation of the optimized population are
displayed.

3.3 Optimization of Encryption Protocols with Genetic
Algorithms

Advanced encryption algorithms protect private and
clean data during transit and storage [29]. The architecture
of these protocols must be adaptable to distributed web
systems to respond to increasingly complex cyber threats
and attacks. Genetic algorithms (GAs) are a promising

method for optimizing encryption protocols that generate

stable and dynamic solutions by using natural selection

techniques [30].

Genetic algorithms are capable of generating
cryptographic keys of varying complexity through the
iterative process of selection, crossover, and mutation [31].
This process involves:

* Population initialization: An initial set of candidate
keys (chromosomes) is generated, each representing a
binary sequence usable in encryption.

*  Fitness evaluation: A fitness function is applied to
measure the resistance of each key against brute-force
attacks.  Evaluation criteria include entropy
complexity, collision resistance, and processing time.

*  Selection: Keys that meet superior security criteria are
selected to participate in the next generation.

*  Crossover and mutation: New key combinations are
created by crossing the characteristics of the best
solutions and applying random modifications to
diversify the population.

Genetic algorithms can help optimize several
parameters of cryptographic algorithms, such as [32]:

1. Key length: Automatic determination of the optimal
key length to balance system security and
performance.

2. Encryption algorithms: Adaptive choice between
different encryption methods (AES, RSA, Blowfish)
depending on the type of attacks detected.

3. Dynamic jump generation: In the encryption of
passwords and other sensitive data, jump optimization
through genetic algorithms improves protection
against rainbow table attacks.

The use of genetic algorithms in the optimization of
encryption protocols offers multiple advantages, including
flexibility and the ability to adapt to new types of threats
[33]. However, there are also associated challenges, such
as processing requirements and the time required for
algorithm convergence. Therefore, future research should
explore hybrid methods that combine genetic algorithms
with machine learning to accelerate the optimization
process [34].

This methodology can contribute to the creation of
more secure distributed systems, capable of responding
effectively to the ever-changing cyber threat landscape
[35].

While optimizing encryption protocols enhances data
protection, real-time threat detection remains critical. The
following section explores how genetic algorithms
dynamically refine cyberattack detection mechanisms to
complement cryptographic safeguards.

3.4 Cyberattack Detection Based on Genetic Algorithms

Monitoring and preventing cyberattacks in real time
are crucial issues for the protection of distributed web
systems. Conventionally, IDS (Intrusion Detection
Systems) methods rely on fixed rules, which can lose their
effectiveness in the face of new and complex attacks [36].
In contrast, genetic algorithms propose a dynamic method,
which can identify suspicious activities by constantly
optimizing analysis models [37].

One of the critical aspects of anomaly detection is the
selection of relevant features from large data sets collected
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from distributed networks. Genetic algorithms are used to

identify those features that contribute most to attack

detection, such as [38]:

¢ Unusual traffic on certain ports.

*  An abnormal number of simultaneous connections.

*  Sudden changes in data flow.

This selection allows for the reduction of the size of
the analyzed data and improves the efficiency of machine
learning classifiers, such as Random Forest, SVM, or k-
Nearest Neighbors [39].

Genetic algorithms allow for quickly adapting the
detection rules by reconfiguring the security parameters
according to the type of attacks. The process includes [40]:
* Initial detection: When a new type of suspicious

behavior is identified, the genetic algorithm starts to

optimize the existing rules.

*  Fitness evaluation: The performance of each new
configuration is measured according to the accuracy of
detection and the reduction of false alarms.

* Rule evolution: The new optimized rules are
propagated in the network to ensure faster and more
effective protection.

A Python simulation (Fig. 5) demonstrates the use of
genetic algorithms for cyberattack detection [41]. The code
went through multiple generations to select the best subset
of features that contribute to the correct classification of
network traffic (normal vs. attack) [42].

Fig. 5 contains Python code that implements a genetic
algorithm with the following main steps:

1. Fitness evaluation (line 2):

*  Eachindividual in the population is assessed based
on a fitness function. The results are stored in
fitness_scores.

Selection (Lines 5 - 6):

¢ The population is sorted according to fitness
scores in descending order.

e The top half of the sorted individuals
(top_individuals) are selected to participate in the
next generation.

3. Crossover (lines 9 - 15):

*  Pairs of top individuals are combined to produce

new individuals (offspring).

* For each pair of parents, a randomly chosen
crossover point is determined.

* A child is created by combining segments of the
characteristics of both parents and adding them to
the list of descendants.

4. Mutation (Lines 18 - 24):

* Each child can undergo a mutation with a
probability defined by mutation_rate.

*  Mutation involves either:

o Removing a random characteristic from
the child (50% chance).

o Adding a new random characteristic if
the removal does not occur.

5. New generation (line 26):

* The next generation population is formed by
combining the top individuals and their offspring.

N

Tab. 1, titled "Feature selection results for network
traffic classification", presents the most important results
obtained from the application of the genetic algorithm. It
indicates that the subset of features selected to maximize

classification accuracy is [0, 1, 2, 3, 5, 6, 8, 9, 0]. Following
this selection, the algorithm obtained an accuracy score of
0.552, i.e., 55.2%. While the accuracy score of 55.2%
appears low, it reflects the algorithm's prioritization of
reducing false positives in imbalanced datasets (900
normal vs. 100 attack instances). This trade-off ensures
operational continuity while maintaining moderate attack
detection capabilities [43].

Table 1 Feature selection results for network traffic classification
Best feature subset: [0,1,2,3,5,6,8,9,0]
Best accuracy score: 0.552

or each individual
(individual, data, labels) for individual in population]

in (zip(fitness_scores, population), reverse )1
orted_population[ :population 2

individuals by combining features of the be:

(top_individuals), 2
(top_individuals):

over_point = random

(parenti[:crossovi
(child)

(0, num_features

# Creating the ne
population - top. i offspring|

Figure 5 Genetic Algorithm implementation for optimization in Python

Table 2 Comparison of classification metrics across generations

Precision Recall Fl-score Support
Normal 0.92 0.55 0.69 900
Attack 0.15 0.60 0.24 100

Tab. 2, titled "Comparison of classification metrics
between generations", details the performance of the model
in classifying instances into two categories: normal and
attack. The metrics include precision, recall, and F1 score.
For the normal category, the model obtained a precision of
92%, arecall of 55%, and an F'1 score of 0.69, out of a total
of 900 instances. In the case of the Attack category, the
precision was only 15%, but the recall was higher, reaching
60%, and the F1 score was 0.24, out of a total of 100
instances. These results reflect the model's difficulties in
correctly detecting cyberattacks, although the recall
suggests a moderate ability to identify them. The support
column indicates the total number of instances (cases) in
the dataset belonging to each category (normal and attack)
used to evaluate the model's performance [44].

3.5 Distributed Resource Management Through
Evolutionary Methods

Efficient resource management in a distributed web
system is essential to ensure scalability, availability, and
overall performance. Genetic algorithms, which are based
on the principles of natural selection and biological
evolution, allow for the optimization of resource allocation
in a dynamic and adaptive manner. These algorithms are
used to solve complex optimization problems, providing
efficient solutions in distributed resource management
[45].

In a distributed system, the proper distribution of
processing loads among different nodes is essential to
prevent server overload and reduce latency. Genetic
algorithms can improve this process by dynamically
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optimizing load balancing parameters. The process

includes the following steps [46]:

1. [Initialization of the configuration: The initial
population consists of different load distribution
strategies. These strategies can range from simple
methods such as round-robin to complex methods that
take into account the current state of the system.

2. Performance evaluation: Each strategy is evaluated
based on metrics such as response time, resource
utilization, and node load. These metrics are used to
calculate a fitness function that determines how good
a particular strategy is.

3. Selection and adaptation: The algorithm selects the
best-performing strategies and combines them to
generate new strategies, which are then tested and
evaluated. This process is repeated until an optimal
solution is found or until a certain performance
threshold is reached.

Genetic algorithms allow the system to adapt load
balancing strategies based on varying network demand,
ensuring balanced load distribution and efficient resource
utilization.

To ensure data redundancy and availability, distributed
systems store data in multiple locations. Genetic
algorithms can optimize data distribution by automatically
selecting the ideal storage nodes. This is done by taking
into account latency, available space, and network traffic
[47].

The storage optimization process includes [48]:

* Identifying available nodes: The algorithm identifies
all nodes available for storage and collects information
about their current status, such as free space, latency,
and processing capacity.

* Node evaluation: Each node is evaluated based on
specific criteria, such as proximity to the user, space
availability, and data transfer speed.

* Selecting optimal nodes: The algorithm selects the
nodes that offer the best performance and assigns
storage tasks to them. This process may also include
data replication to ensure redundancy and availability.
Energy consumption is a critical concern in IoT

applications and data centers. Genetic algorithms optimize

resource allocation programmers and implement
energy-saving policies, thereby reducing consumption.

This is achieved by [48]:

* Identifying high-power components: The algorithm
identifies the system components that consume the
most power, such as servers or IoT devices.

*  Reconfiguring tasks: The algorithm reconfigures tasks
to distribute processing requirements to more energy-
efficient nodes. This may include migrating tasks
between servers or adjusting the operating frequency
of devices.

» Implementing energy-saving policies: The algorithm
can implement policies such as hibernating inactive
devices or reducing processing speed when
requirements are low.

By wusing genetic algorithms, the system can
significantly reduce energy consumption, contributing to
more sustainable resource management.

Studies have shown that the use of genetic algorithms
for resource management can improve the efficiency of IoT
networks and cloud computing. For example, simulations

by Abbas et al. [16] have shown that optimizing routing
and authentication in blockchain-IoT networks can reduce
energy consumption and packet loss [49].

In addition, genetic algorithms have been successfully
used in optimizing data center performance, reducing
response time, and improving resource utilization. Another
example is the use of genetic algorithms in network
resource management, where they have helped reduce
congestion and improve quality of service.

Genetic algorithms and other evolutionary methods are
a powerful and adaptable way to manage distributed
resources. These algorithms provide efficient and
adaptable management of distributed systems by
simulating natural processes of selection and adaptation.
These techniques help to develop more powerful, scalable,
and efficient systems that are able to adapt quickly to
changing usage conditions and adapt to the increasingly
complex requirements of distributed environments [50].

Simulations demonstrated a 22% reduction in energy
consumption for IoT nodes and a 15% decrease in data
center cooling costs after implementing GA-driven
resource allocation. These metrics were derived from a
24 hour load scenario replicated across 100 nodes.

In the future, genetic algorithms will become
increasingly important in managing distributed resources,
especially in contexts such as the Internet of Things, cloud
computing, and blockchain networks, where adaptability
and efficiency are essential for success.

4 RESULTS AND DISCUSSIONS

The application of genetic algorithms to distributed
web systems security has yielded promising results in
several key areas. First, the algorithm has demonstrated
adaptability by dynamically optimizing security
configurations in response to simulated cyber threats,
including Distributed Denial-of-Service (DDoS) attacks
and unauthorized access attempts. Relevant performance
metrics indicate a 92% classification accuracy for normal
traffic and a 60% recall rate for identifying attacks,
reflecting a moderate improvement over the static
rule-based system.

Feature selection using genetic algorithms reduced the
size of the datasets analyzed by machine learning
classifiers, significantly improving computational
efficiency. For example, the subset of features identified by
the algorithm led to an overall accuracy of 55.2%, with
features such as abnormal connection spikes and sudden
changes in traffic flow contributing to attack detection.
These optimizations reduced computational costs by
approximately 99% compared to reference methods.

A comparison of security metrics across generations
showed an improvement in F1 scores and accuracy,
especially in handling normal traffic, suggesting that
iterative optimization increased system stability and
reduced false alarms. Although the results for attack
detection indicated lower accuracy (15%), the evolving
algorithm parameters demonstrated strong potential for
further improvements through hybrid methods that
combine machine learning with evolutionary techniques.

The graph (see Fig. 6) represents the evolution of the
performance of a distributed anomaly detection system
over 10 generations. The solid curve indicates the detection
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rate, which progressively increases from 65% to 95%. The
dotted curve shows the number of false alarms, which
steadily decreases from 10% to 5%. These results highlight
the improvement in the efficiency of the system, with more
accurate detection and fewer errors as the generations
advance.

Enhanced Performance Metrics Across Generations

—e— Detection Rate
-m- False Positives

Percentage

Generation
Figure 6 Evolution of distributed anomaly detection system performance over
generations

Additionally, security metrics such as encryption
protocol adaptation showed notable improvements in
resilience. The algorithm automatically adjusted key
lengths and adapted encryption schemes based on threat
profiles, reducing the success rate of brute-force attacks
and other cryptographic intrusions.

5 CONCLUSIONS

This study demonstrated that genetic algorithms offer
significant benefits for improving the security of
distributed web systems. By dynamically adapting security
configurations and optimizing feature selection, the
proposed approach optimized both performance and threat
detection capabilities. The results indicate that genetic
algorithms can respond more effectively to evolving cyber
threats than static systems by iteratively refining security
parameters.

Future research should explore hybrid models
integrating genetic algorithms with deep learning for faster
convergence and higher detection accuracy. Additionally,
benchmarking against other evolutionary techniques, such
as particle swarm optimization, could further validate the
framework's efficacy.

Optimization of encryption protocols, improved
computational efficiency, and reduction of false alarms
through adaptive anomaly detection are some of the main
benefits of this research. However, the findings show that
further research is needed to improve the accuracy of attack
detection. To achieve faster convergence and higher
accuracy, future research should explore hybrid models
combining genetic algorithms with deep learning
techniques to enhance detection accuracy.

In conclusion, the proposed methodology represents a
robust and scalable solution for ensuring the security of
distributed systems against modern cyber risks, paving the
way for the development of more resilient and adaptable
web infrastructures.
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