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Abstract—Due to increasing security threats in next generation
wireless networks and promising potential of intelligent reflecting
surface (IRS) in enhancing the wireless system’s performance,
this paper focuses on secure transmission of passive and active
IRS-assisted wireless communication system in the presence of
single and multiple eavesdroppers. We propose optimized passive
and active IRS based schemes with perfect phase estimation to
mitigate the fading effects of legitimate link over Nakagami-
m fading channel. The analytical expression for secrecy outage
probability (SOP) is derived. We present the simulation results
for secrecy capacity as well as SOP and compare them with
different benchmark schemes like (a) random passive IRS, (b)
passive IRS with phase error, and (c) without IRS. It is observed
that the proposed optimized schemes outperform the different
benchmark schemes. In addition, to get more insights, we also
demonstrate the impact of varying the number of IRS reflecting
elements, Nakagami shape parameter, and target secrecy rate on
the secrecy performance of the system. Simulation results validate
the derived analytical results.

Index Terms—Physical layer security, intelligent reflecting
surface, Nakagami-m fading, secrecy capacity, secrecy outage
probability.

I. INTRODUCTION

HE digital interconnection of numerous devices has been

possible due to wireless communication [1]. In the envi-
sioned future, there will be smart networked connection of de-
vices which will be made possible due to the sixth generation
(6G) technology that is expected to provide “service every-
where”. Here, it becomes necessary to maintain the privacy
and security of the large amount of information transmitted
between these entities [2]. Since the wireless propagation envi-
ronment is vulnerable to malicious attacks, it can be protected
by applying physical layer security (PLS) techniques which are
superior to traditional cryptographic strategies because they
do not require complicated encoding/decoding methods [3].
Also, due to the decentralized and distributed structure of fifth
generation (5G) and beyond networks, it becomes very hard to
deal with cryptographic key management and distribution. So,
by utilizing the inherent characteristics of channel propagation,
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such as fading, noise, and interference, security at physical
layer can be realized [4].

To circumvent the adverse effects of such transmission
medium and to enhance the PLS, it is required to intelligently
gain control of it which can be achieved by utilizing recon-
figurable devices referred to as intelligent reflecting surface
(IRS). It is a planar surface having large number of reflecting
elements that can intelligently control the phase, frequency, or
amplitude of an incident signal. There are two main kinds of
IRS: passive and active. It is crucial to study both types of
IRS in order to clearly understand their applicability in real-
life scenarios [5]. In passive IRS, the reflecting elements are
able to intelligently modify the phase shifts of the incident
signals without requiring any additional power supply, thus
substantially reducing the hardware cost and energy consump-
tion. The signals reflected from IRS are constructively added at
the desired receiver to enhance the signal-to-noise ratio (SNR)
and destructively combined at the eavesdropper to reduce the
interference [6]. Due to its easy deployment and ability to
smartly control the wireless propagation environment, IRS
technology can be used to improve coverage, data rates,
security, and energy efficiency of the wireless communication
systems. Passive IRS is particularly useful in rural areas to
enhance the signal coverage with limited infrastructure. Also,
it is beneficial in designing low-power applications where
energy savings are critical [7].

On the other hand, active IRS differs from passive IRS in the
sense that it is equipped with active components also, that not
only modify the phase shifts but can also change the amplitude
of the incident signal at the cost of small additional power
supply. This feature of active IRS helps in overcoming the
multiplicative fading problem of passive IRS which occurs due
to the total path loss of the base station (BS)-IRS-receiver link
that is the product of the individual path losses (BS-IRS and
IRS-receiver links), resulting in severe degradation of SNR.
Active IRS is suitable for industrial or remote environments
that require high quality signal in localized dead zones. It
is also desirable in high-traffic urban areas such as airports,
concerts, etc. to provide consistent, high-speed, and secured
connectivity to users [8]. Both passive and active IRS have the
ability to revolutionize the 6G networks by improving their
coverage, security, energy efficiency, spectral efficiency, and
adaptability [7], [9].

Due to many advantages of IRS, researchers have begun
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investigating its performance from different perspectives such
as enhancing spectral efficiency, energy efficiency, PLS, and
supporting wireless communications in simultaneous wire-
less information and power transfer (SWIPT), non-orthogonal
multiple access (NOMA), and cognitive radio (CR) networks
[10]. Owing to the passive nature of eavesdropping attack
on the legitimate communication channel, it becomes very
challenging to enhance the PLS of the system. In light of
these challenges, research is being carried out worldwide to
enhance the security of IRS-assisted wireless communication
systems.

Taking into account the favourable characteristics of IRS,
there are research works that cover the secrecy performance
of passive IRS-assisted network topologies over Rayleigh and
Rician fading channels. The authors in [11] and [12] con-
sidered a single eavesdropper wireless system where a single
antenna receiver receives communicating signals from multi-
antenna access point via IRS and maximized its secrecy rate
by assuming Rician and Rayleigh fading respectively. In [13],
considering Rician fading, the authors investigated the secrecy
performance of a downlink wireless system consisting of
multi-antenna transmitter that communicates with multiple re-
ceivers through IRS in the presence of multiple eavesdroppers.
In [14], considering Rayleigh fading, the authors maximized
the effective covert rate of an IRS-NOMA assisted covert
communication system composed of a BS, users, monitor and
an IRS that ensures low detection probability. These research
works achieved enhanced secrecy performance by focusing
more on complex optimization methods. On the other hand,
in [15], assuming Rayleigh fading, the authors investigated
the SOP of a single-antenna user system in the presence of an
eavesdropper considering optimal IRS phase shifts.

Several studies in literature have investigated the secrecy
performance of active IRS-assisted networks over Rayleigh
and Rician fading channels. In [16], the authors analyzed the
secrecy performance of a multi-antenna active IRS-assisted
system over Rayleigh fading channels. An alternating opti-
mization (AO) algorithm is developed for joint optimization
of the beamforming vector at transmitter and reflecting matrix
at IRS to enhance the secrecy rate of the proposed system. In
another research [17], the authors enhanced the secrecy rate
of an active IRS-assisted cognitive radio system by utilizing
an iterative algorithm optimization. All the IRS-assisted links
experienced Rician fading and the non-IRS links underwent
Rayleigh fading. Inspired by the advanced capabilities of both
passive and active IRS, the authors have considered hybrid
active-passive IRS architecture in [18], [19] to maximize the
secrecy rate of a millimeter wave multi-antenna system and
a sophisticated downlink multi-antenna architecture by using
joint optimization techniques.

In recent years, researchers have also analyzed the per-
formance of passive and active IRS-assisted networks over
Nakagami-m fading channels to study more realistic channel
fading conditions. This distribution is generic as it can model
signal fading conditions ranging from severe to moderate
or even no fading at all. So, Nakagami-m model can be
used to analyze the performance of communication systems
that operate in environments with varying degree of mul-
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tipath fading, including both line-of-sight (LoS) and non-
LoS (NLoS) conditions [20]. It matches the empirical fading
data more accurately as compared to Rayleigh, log-normal
or Rician fading distributions due to its ability to adjust
parameter m according to the varying fading conditions [21].
Considering passive IRS-assisted wireless networks, there are
some research works in the literature that focus on different
aspects of performance such as outage probability (OP), bit
error rate (BER), and ergodic capacity (EC) over Nakagami
fading channels [22]-[27]. Also, there are a handful of re-
search works in which passive IRS is utilized to improve the
secrecy performance, mitigate eavesdropping, and enhance the
robustness of communication systems subject to Nakagami-m
fading scenarios [1], [28]-[31]. Furthermore, in the context of
active IRS-assisted wireless networks, there are few research
studies in the literature that have focused on various aspects
such as OP, EC, and spatial throughput (SP) over Nakagami-
m fading channels [32]-[36]. But to the best of authors’
knowledge, the secrecy analysis of active IRS-assisted wireless
communication systems over Nakagami-m fading channel has
not been done before.

From the aforementioned discussion, first, we have observed
scarcity of work that performs a detailed investigation on the
secrecy performance of passive IRS-assisted wireless networks
over Nakagami-m fading channel. There is a lack of research
dealing with impact of different system parameters on secrecy
performance such as Nakagami shape parameter (m) and
target secrecy rate. Second, we have also observed that role
of active IRS in enhancing the secrecy performance of the
communication system over Nakagami-m fading channel has
not been reported before. By comprehensive secrecy analysis
of passive and active IRS-assisted networks over Nakagami-
m fading channel, we can contribute to the efficient de-
sign of next-generation secure communication systems that
can operate in a wide range of real-world environments. A
thorough secrecy analysis of both passive and active IRS-
assisted systems over Nakagami-m fading is vital to achieve
robust wireless communication in various important real world
domains such as military and defense, banking, healthcare, and
telemedicine.

Inspired by the above discussion, this work aims to fulfill the
research gaps in the literature by performing comprehensive
analysis of the secrecy performance of passive and active IRS-
assisted systems over Nakagami-m fading channel. Specifi-
cally, the main contributions of our work are as follows:

o Considering Nakagami-m fading, we propose an opti-
mized passive and active IRS-based scheme with perfect
phase estimation in the presence of an eavesdropper to
nullify the fading effects of legitimate link. This is done
to enhance the secrecy performance of the considered
system.

e We derive the analytical expression for SOP of the
considered passive and active IRS-assisted system. It is a
key performance metric that helps in assessing the level
of security achieved by a communication system.

o The simulation results are presented for the secrecy
capacity and SOP of the considered system. The accuracy
of our theoretical analysis is also confirmed.
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e Secrecy performance of the proposed optimized passive
and active IRS based schemes with perfect phase es-
timation are compared with three different benchmark
schemes, i.e., (a) random passive IRS, (a) passive IRS
with phase error, and (c) without IRS.

« Taking into account the single eavesdropper scenario, the
impact of varying the number of IRS elements and the
Nakagami shape parameter on the secrecy capacity and
SOP of the proposed schemes is analyzed.

o The secrecy capacity of the proposed schemes is further
analyzed in the presence of multiple eavesdroppers to
gain a deeper understanding of more realistic and com-
plex scenarios.

o Finally, we observe the impact of varying the target
secrecy rate parameter on the SOP performance of the
proposed schemes. This is crucial as it helps us to
understand the effectiveness of our proposed schemes in
realizing the robust and reliable communication systems.

Fig. 1 gives the structural representation of the paper. Section
II presents a review of the related works. Section III presents
the system and channel model and the proposed optimized
passive and active IRS based schemes with perfect phase
estimation. The concept of passive IRS with phase error is also
presented. In Section IV, we discuss the secrecy capacity and
derive the analytical expressions for SOP which provides the
theoretical fundamentals for analyzing our proposed schemes.
Simulation results and discussion are presented in Section V.
Finally, the concluding remarks are made in Section VI.

II. RELATED WORKS

This section discusses recent works that are focused on pas-
sive and active IRS-based communication systems operating
over Nakagami-m fading channel.

In the context of passive IRS-assisted networks over
Nakagami-m fading channels, there are a few works in lit-
erature that demonstrated improvement in terms of OP, BER,
and EC. In [22], considering two different IRS phase con-
figurations and Nakagami-m fading, the authors investigated
the performance of an IRS-assisted downlink communication
system having single-antenna transmitter and receiver in terms
of OP, BER, and EC. In [23], the authors proposed a new
analytical framework that calculates the channel capacity for
an IRS-assisted wireless network having single-antenna trans-
mitter and receiver over Nakagami-m fading channels. The
authors in [24] deduced the closed form expressions of OP and
EC for full duplex Internet of Things (IoT) networks having
a single-antenna transmitter and receiver over both realistic
Rician and Nakagami fadings.

In [25], the authors analyzed the performance of pas-
sive IRS-assisted wireless system with single transmitter and
receiver having spatially correlated Nakagami-m distributed
IRS channel coefficients. Closed form expressions of symbol
error probability (SEP), OP, and average channel capacity
are obtained. The authors in [26] proposed an IRS-assisted
bidirectional full-duplex (FD) wireless system having two
source nodes equipped with dual antennas and derived the

JOURNAL OF COMMUNICATIONS SOFTWARE AND SYSTEMS, VOL. 21, NO. 3, SEPTEMBER 2025

analytical expressions for OP and BER considering Nakagami-
m fading. In another research [27], the authors investigated the
performance of an IRS-assisted dual-hop wireless communica-
tion system having single transmitter and a receiver in terms of
OP, average BER, and average capacity. The authors proposed
a single link-switching threshold algorithm to get connectivity
between end-user terminals and considered Rayleigh fading
for LoS link and Nakagami fading for NLoS link respectively.
There are a handful of research works in which passive
IRS is utilized to enhance the secrecy performance of wireless
systems for Nakagami-m fading scenarios [1], [28]-[31].
In [1], the authors investigated the secrecy performance of
Wyner’s wiretap model where the access point is configured
with passive IRS over Nakagami-m fading channels. The
authors in [28] analyzed the SOP and bit error probability
(BEP) of passive IRS-assisted wireless system consisting of
a multi-antenna transmitter, a single antenna receiver, and an
eavesdropper under Nakagami-m fading. In [29], considering
the Nakagami-m fading, the authors investigated the PLS
performance of simultaneously transmitting and receiving-
IRS (STAR-IRS) NOMA network by deriving the analytical
expressions of SOP. The authors in [30] considered a vehicle-
to-infrastructure (V2I) communications system with IRS and
analyzed its performance in terms of average secrecy capac-
ity over Nakagami-m fading channels. In [31], considering
Nakagami-m fading, the authors studied a passive IRS-assisted
uplink NOMA communication system having a BS, multiple
users, and an eavesdropper and evaluated its secrecy rate.
Considering active IRS-assisted communication systems
over Nakagami-m fading channel, there are some notable
research works that demonstrated improvement in performance
metrics like OP, EC, and spatial throughput (SP) [32]-[36]. In
[32], the authors investigated the performance of active IRS-
assisted-NOMA with hardware impairments networks over
cascaded Nakagami-m fading channel in terms of OP and
EC. In another study [33], assuming Nakagami-m fading,
the authors analyzed the approximate ergodic achievable rate
of an active IRS-assisted communication system considering
discrete phase shifters. The authors in [34] analyzed the
performance of active IRS-assisted single-cell wireless net-
work having a single antenna BS and multiple single antenna
users over Nakagami-m fading channel in terms of spatial
throughput. In another research [35], considering Nakagami-m
fading channel, the authors analyzed the performance of active
IRS-assisted NOMA networks composed of single antenna BS
and multiple single antenna users. The impact of hardware
impairment with imperfect and perfect successive interfer-
ence cancellation is considered and the OP of the system is
obtained. The authors in [36] investigated the performance
of passive and active IRS-assisted systems having multiple
antenna BS and single antenna user over Nakagami-m fading
channel while considering discrete IRS phase shift designs.
The maximum ratio transmission (MRT) based beamforming
design is proposed to analyze the OP and EC of the system.
In view of the aforementioned research works on secrecy
analysis of Nakagami-m fading scenarios, it is observed
that passive IRS has been used in enhancing the secrecy
performance of diverse communication systems but there is
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Secrecy Performance of IRS-assisted NLoS
Wireless Systems Over Nakagami-m
Fading Channel
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Fig. 1. Structural representation of the paper

a paucity of investigations while considering the impact of
different parameters such as number of IRS elements, number

Secrecy

capacity SOF

TABLE I
LI1ST OF PARAMETERS

of eavesdroppers, Nakagami shape parameter, and target se- Symbols

Definition

crecy rate on the secrecy performance. Also, in the context N

Number of IRS reflecting elements

of active IRS, it can be inferred that active IRS has been vi

Received signal at legitimate receiver and eavesdropper in
passive/active IRS scenario where ¢ € [Rp, Ep, Ra, Fal

widely studied for general communication enhancement, but 3

Unit energy information bearing signal

its application specifically in secrecy analysis over Nakagami- Ry, g1, K

Complex Gaussian RVs with zero mean and unit variance

m fading channels has not been explored. This motivates us P

Transmit power

to perform the comprehensive analysis of secrecy performance i

Phase shift at the {7 reflecting element of IRS

Amplification factor of active IRS element
Additive white Gaussian noise (AWGN) where i € [R, E]

Variance of AWGN where i € [R, E|

Noise introduced by active IRS

Variance of active IRS noise

PDF of Nakagami-m distribution

. . . . . (03
of passive and active IRS-assisted communication systems G
considering Nakagami-m fading. o?
Table I shows the list of parameters used in the paper. C12
97
fx (@)
III. SYSTEM AND CHANNEL MODEL my

Shape parameter of Nakagami-m distribution with d €
(hes g1, K]

We consider a wireless communication system in which a Qy
single-antenna BS transmits the information signal to single-

Spread parameter of Nakagami-m distribution with d €
[hl > 91, kl}

Received SNR where ¢ € [Rp, Ep, Ra, Fa]

antenna receiver (R) via IRS which has N passive/active

Series of complex numbers

reflecting elements in the presence of multiple non-colluding T

PDF of Exponential RV

eavesdroppers E;, (i € 1,2,...,n). Due to the presence of | Ar

Distribution parameter

natural or man-made obstacles, the direct link between the

Secrecy capacity

Target secrecy rate

BS and R and the BS and E;, (i € 1,2,...,n) is completely
blocked. We assume that all links undergo Nakagami-m fading
and their channel state information (CSI) is known. The overall
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Fig. 2. Proposed passive and active IRS-based communication system model

system for passive and active IRS is depicted in Figs. 2a and
2b respectively. The corresponding received signals and the
resulting SNR obtained at the legitimate receiver by exploiting
the passive and the active IRS are detailed next.

First, considering passive IRS design, it has a phase shift
circuit that can intelligently tune the phase shifts of each
reflecting element to reflect the incident signal from the BS
to the intended receiver but without any amplification. So, the
received signals at the receiver (R) and the eavesdropper (E),
i.e., yrp and yg, can be mathematically expressed as

N

YRp = (Z hzgl€j¢l> vV Pis + (R, (D
=1
N .

Yep = (Z hzklejd’l) vV Pis + (e, 2)
=1

where P, denotes the transmit power, s is the unit energy
information bearing signal, h;, g;, and k; (I € 1,2,..., N) are
the complex fading coefficients of the BS-IRS, IRS-R and IRS-
E links respectively. These are the complex Gaussian random
variables (RVs) with zero mean and unit variance. In addition,
¢ € [0,27] is the phase shift at the I'" reflecting element of
the IRS. The variables (g ~ CN(0,0%) and (g ~ CN(0,0%,)
are the additive white Gaussian noise (AWGN) having zero
mean and variance 012% and U% respectively. In (1) and (2),
hy = |ly|e?®m, g = |gi|e?%:, and k; = |k|e’" where the
envelopes |hy|, |gi|, and |k;| follow Nakagami-m distribution
whose probability density function (PDF) is given as

2m);
['(ma)Qg

_mg .2
g teT 3)

fx(x) =
The parameters my and {24 respectively denote the shape and
spread parameters of Nakagami-m PDF with d € [hy, g;, ki
and symbol I" representing the Gamma function which is given
as T'(n) = [ 2" le *dz.
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Next, in the active IRS-assisted scenario, besides phase
shift circuit that can smartly tune the phase shifts of each
reflecting element as in passive IRS, the architecture of active
IRS consists of a power amplifier also to enhance the incident
signal strength. However, it introduces additional noise similar
to the conventional amplifiers. So, considering active IRS, the
received signals at the receiver (R) and the eavesdropper (E),
i.e., Yyre and yg, can be mathematically expressed as

N
YRa = <Z hzglazejd)L) Pis+ (8" ®)¢ +¢r, D

=1

N
YBa = (Z hlkzalejm) Ps+ (K" ®)Cr + ¢, (9)
=1

where (7 is the noise introduced by the active IRS that can be
modeled as {; ~ CN(0,0%) and oy > 1 is the amplification
factor at the [*" reflecting element of the IRS.

In the following subsections, we discuss the statistical anal-
ysis of our proposed schemes of optimized passive IRS with
perfect phase estimation, optimized active IRS with perfect
phase estimation, and the special case of passive IRS with
phase error.

A. Proposed optimized passive IRS with perfect phase estima-
tion

The received signal yg, in (1) can be written as

=1

N
vy = (Z |hz||gz|ej<9’”+ag’+¢l)> e ©

Taking into account the perfect phase estimation at passive
IRS so as to nullify the overall phase shift induced by the
fading channel and to maximize the received SNR at the
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legitimate receiver, the optimized phase shift for the I**

element can be expressed as
¢ =—0p, — by, @)

From (7), it can be observed that the optimized IRS primarily
targets constructive addition for the legitimate user, without
explicitly targeting the eavesdropper’s channel [15], [28], [37],
[38]. Therefore, the optimal received SNR at the legitimate
receiver is found as

N 2 P
Rp = <Z|hl|gl|) = ®)
=1 R

Denoting |h;||gi] = Gi, (8) can be rewritten as

VRp = <ZG1> :i;f = (YVE> : ©)

OR
where ¥ = lel G, represents the sum of N independent
and identically distributed (i.i.d.) double Nakagami-m RVs.

B. Proposed Optimized active IRS with perfect phase estima-
tion

The received signal yg, in (4) can be written as

N
YRa = (Z Ihl||glalej(9hl+991+¢'l)> Pt8+(gT¢)CI+CR-

=1 (10)
Considering perfect estimation of phase shifts induced by the
fading channel at active IRS to maximize the SNR (as given in
(7)) and assuming equal amplification factor «; for all active
IRS reflecting elements, i.e., 1 = as = ... = ay = « [39]
to facilitate practical implementation, the received SNR at the
intended receiver is expressed as

(th||gz|> W, (11)

which can be rewritten as
2
N
P
(i)
=1 2
2

where 02 = 0% + ||g” ®||?07. Representing |h||g1| = Gi,
(12) can be rewritten as

Yo \p VAN
t t
YRa = <ZG1> ‘77% = <YJ2> )
=1

which is similar to the SNR equation for passive IRS in (9).

Now, according to the central limit theorem (CLT), Y can
be approximated as a Gaussian distributed RV. Here, it should
be noted that to get the mean, (uy) and variance, (U%,) of Y,
we need to find the mean and variance of G; = |h;||g;| which
is double Nakagami-m distributed. The statistical parameters
of G, denoted by pi; and o2 can be found by using the cth
moment of G; given as [40]

v e D+ 8) (7
st = 11 = (o)

k=1

12)

13)

(14)
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For calculating the mean, we consider ¢ = 1 in (14), which
gives

F(m1 + %) Oy 1/2 F(mg + %) Qs 1/2
vo =216 =T (52) e <m2)<15>
E[G?] — E[Gy2. So

=N a?; can be found

For variance, we use the relation aé =
the parameters gy = Npug and o2
accordingly.

The results of our proposed optimized passive and active
IRS-assisted schemes are compared with different benchmark
schemes, i.e., random passive IRS, passive IRS with phase
error, and without IRS. In the case of random passive IRS,
the IRS phase shifts are randomly initialized irrespective of
the phase shifts induced by the fading channel. The scheme
of passive IRS with phase error is discussed in the following
subsection.

C. Fassive IRS with phase error

In this case, due to the complete lack of knowledge about
the phases of h; and g;, they cannot be perfectly estimated.
So, the deviation of ¢; from the ideal case can be modeled
by the phase noise ©;, which is uniformly distributed from
[—m, ). Considering passive IRS, the received signal yg, in
(1) is thus given as

N
Yrp = (Z |hl||gl|ej@l> V Pis + (g,
1=1

(16)

where ©; = 0y, + 04, + ¢; # 0 but is uniformly distributed
on [—,m). It is assumed that different ©; (I = 1,2, ..., N) are
i.i.d. with common characteristic function stated as a sequence
of complex numbers {pp}pcz [41]

pp = B[P,

E[|l|]] = E[gl], the N RVs
|hi||gi|e®t, I = 1,2,..,N are iid. with common mean
u = b?p; and variance, v = 1 — b*p? [42].

Now, for ©; as uniformly distributed, p; = 0 which
implies = 0 and v = 1. Thus, the channel coefficient
Y =Y, |lul|lg:]e?® has complex normal distribution with
py = 0 and vy = N. This consequently means that the
equivalent channel resembles the Rayleigh fading.

A7)

Here, considering b =

IV. SECRECY PERFORMANCE ANALYSIS

In this Section, we derive the secrecy capacity and SOP of
the proposed passive and active IRS based schemes.

A. Secrecy Capacity

The secrecy capacity is defined as the difference between the
channel capacity of the legitimate link and that of the eaves-
dropper link. It implies that with this capacity, the transmitter
can send messages over the legitimate channel to the intended
receiver without any interference from the eavesdroppers. For
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multiple eavesdroppers’ scenario with passive and active IRS
(as considered in Figs. 2a and 2b), it is expressed as

Cs = loga(1 +r)—

mazx (l092(1 + e, ), loga(1 + Vg, ), - loga (1 + ’YE,,,)),
(18)

where n is the number of eavesdroppers. Based on existing
literature [43]-[45] and to ensure guaranteed secure communi-
cation, we have analyzed the secrecy capacity in the worst-case
scenario where the strongest (best) eavesdropper is considered.
Here it should be noted that yr = <Ry, YE = YEp for the
passive IRS and Yr = YRra, YE = VE. for the active IRS-
assisted scenarios.

For the considered system in Fig. 2a with passive and using
(2), the received SNR at the eavesdropper is given as

N
Ep = Zhlkl€]¢l
=1

For the considered system in Fig. 2b with active IRS, using
(5) and keeping in mind equal amplification factor, i.e., oy = «
for all active IRS elements (as discussed before), the received
SNR at the eavesdropper is given as

Py
—5 -

19)

E

. P,
2 o1 t
=« e _
e o7 1 KT @207
(20)
f— &
o2’

where 02 = o, + | kT ®||%03.

Now, for our proposed optimized passive and active IRS-
assisted schemes with perfect phase estimation and following
CLT, the RV Z = S, hik;e?® in (19) and (20) can be
approximated as a complex Gaussian distributed RV. Further,
it is a well-known fact that for a complex Gaussian RV Z, its
squared magnitude |Z|? follows an exponential distribution.
Consequently, vg (’yEp for passive IRS and g, for active
IRS) becomes an exponential RV with PDF given as
e 7 /e ,

1
fny(x) = E 21

where \g is the distribution parameter. Here, for passive IRS-

assisted case, \gp = )‘Ep = IX 2t and for active IRS-assisted
E
case, A\g = A\g, = A:;*.
3

B. SOP

It quantifies the probability when a communication link fails
to achieve the target secrecy rate, i.e., Cs < Cy,. where Cy,. >
0 is the target secrecy rate. It can be expressed as [15]

SOP = P(loga(1 4+ vr) — log2(1 + vg) < Ch)

> 22
- /0 Fonlved 46— Diplre)dye,

where ¢ = 2C  Here, for passive IRS-assisted scenario, Y =
Yrp and Yg = Ygp. For active IRS-assisted scenario, ygr =

YR, and vg = VEp.
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Denoting 3 = \ﬁ for passive IRS and § = ‘/ﬁ* for active
IRS in (9) and (13) respectlvely and by knowing the fact that Y
is a Gaussian distributed RV with mean ¢ = py and variance
0?2 = 0%, the CDF of Z = Y3 can be expressed as

—<y a>2

dy. (23)

1
v 27r<72
Using the relation erf(z) = %foz e~ dw and per-
forming some straightforward manipulations, i.e., F,(z) =
Fz2(z) = Fz(1/z), the CDF of g is given as

1 % —a
F..(z)=- erf( a )—i—erf b
b 2 V202 V202
This expression can be simplified by using the approximation
[15]

(24)

erf(u)=1—erfc(u (25)

Nl_zpwe Qwu

where p,, = [1/6 1/3 1/3]and gy =[1 4 4/3].
Substituting (21) and (24) in (22), we get

sop — /We%’f
2e
Vypdto—1
erf (

B ¢ a

By assuming w = v/yg¢ + ¢ — 1, it can be rewritten as

SOP =
e 57 wdw
Lo 1 (578) ()|
6—1
e e?
= 1. (27
gl (27
Using (25), I can be simplified as
Ba _w? a
1= / e*sf (—l—i—er ( ))wdw+
o—1 ! V202
oo —“72
e e? | er + 1 ) wdw+
Lo () )
a—M 2
/ () v 28)
\/7
oo _ .2 3 —a B 2
/ e’rs? pre qd<\/272> wdw]
a »=1
=Q1+ Q2+ Q3 —Qu.
Now, further doing some simplifications, Q; , i € (1,2,3,4)
in (28) can be written as
B Al 7;9791) a 7§9761)
Q1= 3 {e % erf NoTd e e
,&gz;z) f( a ) N fzzz)] 29)
e Y erf| — e *E ,
V202
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TABLE I
COMPARISON OF PROPOSED WORK WITH EXISTING WORK IN LITERATURE

System Model Secrecy Parameters Different performance parameters
Number
of IRS Shape Target
Ref. LoS NLoS (?;;:(ezlct};/ SOP ean::(;?;r);efrs reflecting paramz:ter secrecf/ rate
elements (m) (Ctr)
&N

[11 X v’ X N X v’ v’ X
[28] v’ v~ x v~ X v’ v~ x
[29] X v~ X v~ X N v~ X
[30] X v~ v~ X % v~ X X
[31] X v’ v’ v’ x v~ X x
Froposed] v v v v v v v

/\E9 —B2a42 a —B242
ng[e AE? erf( +e *E? |,
2 V202

e Tw 6720’“ \/071€7tw (6-1)

3
T

e~ Tw 67201,)[5&6*151”62&2

2My +

>erf<ow+tw\/9j>_

2 twrw

<Ow
t,
Oow/Te v
2t/ tw
2 —twrw

owr/Te ( fw
2twVtw

1
where t,, = g0 + 2;21172, Ow =

N

) erf(o“’ #Baﬂ . 3D

—qna
2802

2
and r,, = 4%

ow “twTw

2
e~ Tw e—26aowe—tw62a2 e

3
op\/TE tw
Q4= E pw[ - +
p=1

2t 2ty Viw

erf (Ow +twﬂa) ]
Viw ’

where t,, o, and r, are same as above for (J3. In the
next section, we present the numerical results and confirm
the accuracy of the presented analytical derivation of SOP by
comparison of the simulation results with the analytical results.

2
ow —twrw

Oow\/TET Tw
2tV Tw

(32)

V. SIMULATION RESULTS AND DISCUSSION

In this Section, numerical simulation results are presented
to demonstrate the secrecy performance of the proposed op-
timized passive and active IRS-assisted schemes with perfect
phase estimation. Table II shows the comparison of proposed
work with the existing work based on the Nakagami-m fading
to demonstrate the comprehensive analysis performed in the
proposed solution. The comparison is done in terms of system
model, different secrecy parameters like secrecy capacity and
SOP, and different performance parameters like number of IRS
reflecting elements (/V), number of eavesdroppers, Nakagami
shape parameter (m), and target secrecy rate (Ct,). It can be
clearly seen from this table that the proposed work gives a

more comprehensive analysis as compared to the existing work
by considering the detailed impact of different performance
parameters on the secrecy performance. Considering active
IRS-assisted system over Nakagami-m fading channel, no
work has been reported so far in terms of its secrecy analysis.

The simulation results are presented for different secrecy
parameters like secrecy capacity and SOP. The accuracy of
the analytical expressions for SOP is confirmed by comparison
of the analytical and simulation results. The performance of
the proposed optimized passive and active IRS schemes with
perfect phase estimation are compared with three different
benchmark schemes: (a) random passive IRS, where the IRS
elements have random phases irrespective of the channel
coefficients, (b) passive IRS with phase error, where the phase
values of IRS reflecting elements are not perfectly tuned with
the phases of channel fading coefficients, and (c) no IRS,
which is the case without IRS. The simulation parameters
considered in results are shown in Table III.

TABLE III
SIMULATION PARAMETERS
Parameters Value
N 6
No. of eavesdroppers 3
Amplification factor (c) 20 dB
SNR -30 to 30 dB
mg (d € [, g1, k1))
Qq (d € [P, g1, ki]) 1
Target secrecy rate (C'tr) 0.3
Fading distribution Nakagami-m

Considering single eavesdropper scenario and the different
simulation parameters mentioned in Table III, Fig. 3 shows the
secrecy capacity versus SNR for the proposed schemes and
the results are compared with different benchmark schemes.
Secrecy capacity signifies the security rate at which the
legitimate user can transmit the data without any information
leakage to the eavesdropper. It can be observed from Fig.
3 that both proposed optimized schemes based on passive
and active IRS with perfect phase estimation outperform the
different considered benchmark schemes. This is because IRS
with perfect phase estimation combats the effects of channel
fading coefficients for the legitimate link. This results into
constructive addition at the desired receiver and destructive
addition at the eavesdropper. Further a significant difference
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can be observed in between the secrecy performance of the
proposed schemes with perfect phase estimation and that of
the IRS (passive) having uniform error in phase estimation.

Without IRS
---------- Random passive IRS
35b [ Passive IRS with phase error
——Proposed optimized passive IRS
—©—Proposed optimized active IRS

Secrecy Capacity (b/s/Hz)

SNR (dB)

Fig. 3. Secrecy capacity versus SNR for different schemes with single
eavesdropper and N = 6

On comparing proposed optimized passive and active IRS
based solutions, it is observed that the solution based on
active IRS provides better secrecy performance than that of
the passive IRS based solution. This is because active IRS not
only reflects but also amplifies the received signal from the
BS before forwarding it to the end user. Specially, active IRS
based solution is observed to provide a significant performance
improvement at low SNR values while showing saturation
effect at higher SNR. This saturation behavior at higher SNR
values can be attributed to the asymptotic behavior of secrecy
rate where secrecy capacity approaches a limit on increasing
the SNR and any further increase in SNR shows negligible
gain. This consequently leads to similar secrecy capacity for
both passive and active IRS based solutions.

Considering scenario of single eavesdropper with same
simulation parameters as used in Fig. 3, Fig. 4 shows the
effect of varying the number of IRS reflecting elements (N) on
the secrecy performance of the proposed optimized schemes.
It can be seen that for both schemes, the secrecy capacity
improves on increasing the number of reflecting elements.
This performance enhancement is attributed to the fact that
a larger N increases the received SNR at the desired receiver
and that consequently results into increased secrecy capacity.
In addition, the active IRS based solution is shown to perform
better than the passive IRS based solution because of the signal
amplification capability of active IRS. Moreover, the same
secrecy capacity at higher SNR for any value of N is again
due to the asymptotic behavior of secrecy rate.

Fig. 5 shows the dependency of secrecy capacity on the
number of eavesdroppers with other simulation parameters as
mentioned in Table III. It is observed that the secrecy capacity
for both proposed optimized passive and active IRS based
schemes reduces on increasing the number of eavesdroppers.
This is because of the larger information leakage with increase
in the number of eavesdroppers. This means that the infor-
mation intended for the legitimate user is now received by
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4t Active IRS

Secrecy Capacity (b/s/Hz)

Passive IRS

SNR (dB)

Fig. 4. Secrecy capacity versus SNR for proposed optimized passive and
active IRS for different values of N

more eavesdroppers and that results into reduction in secrecy
capacity. Here, considering the information leakage threat by
multiple eavesdroppers, it is remarkable to note the higher
performance gain achieved by active IRS because of the signal
amplification.

T
—— Number of eavesdroppers = 1
= = =Number of eavesdroppers = 2
35 e Number of eavesdroppers =3 |

Active IRS

Secrecy Capacity (b/s/Hz)

SNR (dB)

Fig. 5. Secrecy capacity versus SNR for proposed optimized passive and
active IRS for different number of eavesdroppers with N = 6

With same simulation parameters, Fig. 6 shows the effect of
varying the Nakagami shape parameter m on the secrecy ca-
pacity for single eavesdropper scenario. Furthermore, keeping
the significance of shape parameter in mind, Fig. 7 plots the
secrecy capacity versus shape parameter for a particular value
of SNR (0 dB). It can be observed from these two Figs. that
the secrecy capacity increases with the increase in value of m.
This is due to the fact that with higher values of m, the severity
of fading conditions reduces and that results into improved
signal strength at the legitimate user. It should be noted that
this shape parameter m relates the amplitudes of strong and
weak components in the wireless medium, and depending
on its value, Nakagami distribution can reduce to different
fading distributions. As a special case, for the considered
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values m = 0.5 and m = 1, Nakagami-m distribution reduces
to unilateral Gauss distribution and familiar Rayleigh fading
distribution respectively. Moreover, from both Figs., it can be
observed that the proposed active IRS based solution provides
better secrecy performance than that of using the passive IRS.
This is due to the amplification capability of active IRS.

35F m=0.5 [

Active IRS

Screcy Capacity (b/s/Hz)

0.5

-30 -20 -10 0 10 20 30
SNR (dB)

Fig. 6. Secrecy capacity versus SNR for proposed optimized passive and
active IRS for different values of Nakagami shape parameter m with N = 6

—e—Proposed optimized passive IRS
—— Proposed optimized active IRS

0.5 1 1.5 2 25 3 35 4 4.5 5
Shape Parameter (m)

Fig. 7. Secrecy capacity versus Nakagami shape parameter m for proposed
optimized passive and active IRS with NV =6

Now in the context of SOP performance, Fig. 8 shows the
SOP for the proposed schemes and compares the result with
different benchmark schemes. First, the exact match between
the simulation and analytical results confirms the accuracy of
the proposed analytical expression for SOP. Second, it can be
observed that the proposed methods outperform the different
benchmark schemes and shows the best SOP performance.
This is because both proposed optimized passive and active
IRS-assisted schemes with perfect phase estimation mitigate
the effects of channel fading coefficients and thus result into
constructive addition at the desired receiver. This increases the
received SNR at the legitimate user and consequently improves
the SOP of the system.
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Without IRS

----- Random passive IRS
—4— Passive IRS with phase error

< Simulation, Proposed optimized passive IRS

O Simulation, Proposed optimized active IRS
= = =Analytical, Proposed optimized passive IRS
— Analytical, Proposed optimized active IRS

i i i i

Secrecy Outage Probability

-2 i i I
-50 -40 -30 -20 -10 0 10 20 30
SNR (dB)

10

Fig. 8. SOP versus SNR for different schemes with single eavesdropper and

N =6
TABLE IV
PERFORMANCE COMPARISON OF PROPOSED WORK WITH BENCHMARK
SCHEMES
Passive Proposed | Proposed
Secrecy Without Rand.om IRS optl- OPtl-
Parame- IRS passive with mized mized
ters IRS phase passive active
error IRS IRS
Secrecy
capacity 0.048 0.242 0.536 1.315 2.906
(b/s/Hz)
SOP 0.987 0.704 0.488 0.071 0.053

Further, while comparing the proposed passive and active
IRS based solutions, it is observed that the solution based on
active IRS provides better SOP performance than that of the
passive IRS based solution. This is due to the same reason as
mentioned before for secrecy capacity where active IRS can
not only reflect but also amplify the received signal from the
BS before transmitting it towards the end user.

Considering secrecy performance at a particular value of
SNR (—10 dB), Table IV compares the proposed approach
with considered benchmark schemes in terms of secrecy
capacity and SOP. It can be clearly seen from this table that
the proposed schemes outperform the considered benchmark
schemes and provides the best secrecy performance.

Next, to analyze the impact of IRS reflecting elements
(N) on SOP, Figs. 9 and 10 show the dependency of SOP
on varying the value of N for both proposed passive and
active IRS based solutions. Here also, the exact match between
the analytical and simulation results confirms the accuracy
of the derived expression for SOP. Further, it is observed
that the SOP performance for both schemes improves with
increase in value of N since with higher value of N, more
transmitter information, which is blocked by obstacles, can be
efficiently reflected towards the desired receiver. This results
in an increase in the received SNR at the legitimate user, thus
improving the SOP.

Figs. 11 and 12 show the SOP variation with changing the
Nakagami shape parameter m for both proposed schemes.
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Fig. 10. SOP versus SNR for different values of NV for the proposed optimized Fig. 13. SOP versus SNR for different values of Cj,. for passive IRS based
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Fig. 11. SOP versus SNR for different values of m for the proposed optimized
passive IRS based system Fig. 14. SOP versus SNR for different values of C}, for active IRS based
system

It can be observed that the SOP performance improves on
increasing the value of this parameter. This is attributed to the fact that higher value of m reduces the fading effect
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and consequently improves the legitimate signal strength. This
further results into improved SOP performance.

Figs. 13 and 14 show the effect of changing the target
secrecy rate Cy. on the SOP performance for the proposed
solutions. It should be noted that this parameter measures
the maximum rate at which information can be transmitted
successfully over the legitimate link without any leakage
towards the eavesdropper. It can be seen from these figures that
the SOP performance of the system improves on decreasing
the target secrecy rate.

Summarizing, the proposed solution is observed to out-
perform the different benchmark schemes for analyzing the
secrecy performance of wireless communication in Nakagami
fading scenario with single and multiple eavesdroppers.

VI. CONCLUSION

In this paper, passive and active IRS-assisted novel schemes
with perfect phase estimation have been proposed for ana-
lyzing the secrecy performance of wireless communication
system in Nakagami fading scenario. The secrecy performance
of the passive and active IRS-assisted schemes is evaluated
in terms of different parameters like secrecy capacity and
SOP. The numerical results for the proposed schemes are
compared with different benchmarks schemes like random
passive IRS, passive IRS with phase error, and without IRS.
Considering single and multiple eavesdropper scenarios, it has
been observed that the proposed schemes provide the best
secrecy capacity in comparison to that provided by other
benchmark schemes. In the context of SOP performance,
analytical expression is provided for SOP and the accuracy
of that is confirmed by comparison of the analytical results
with the simulation results. Further, the SOP performance of
the proposed schemes is observed to be better than that of
the different benchmark schemes. In addition, the effect of
different performance parameters such as the number of IRS
reflecting elements, number of eavesdroppers, Nakagami shape
parameter, and target secrecy rate on secrecy performance is
analyzed in a comprehensive way.
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