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Management Systems

ChunXiao MEI*, JianXin TAN, Hao LI, JingTao CHANG, YiFan WANG, YiWei LU

Abstract: To enhance the accuracy and efficiency of gas pipeline risk assessment within intelligent management systems, this study proposes a Bayesian network-based
data modeling and risk assessment framework. Traditional risk assessment methods rely heavily on statistical analysis and expert judgment, often struggling with uncertainty
and interdependencies between risk factors. In contrast, Bayesian networks effectively model complex probabilistic relationships, providing a more dynamic and adaptive
risk evaluation approach. This study integrates a cloud-based uncertainty processing model with Bayesian inference to improve risk prediction. Experimental validation using
real-world gas pipeline monitoring data demonstrates that the proposed method achieves a 98.8% accuracy rate, significantly outperforming conventional techniques.
Additionally, the assessment period is reduced to approximately two months, enhancing real-time decision-making capabilities. These findings highlight the potential of
Bayesian networks to transform gas pipeline safety management by offering precise, efficient, and adaptive risk assessment models. Future research will explore integrating
real-time loT sensor networks and machine learning-based anomaly detection to further optimize predictive capabilities.
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1 INTRODUCTION

The intelligent management system for gas pipelines is
a system designed for the intelligent monitoring and
management of urban gas pipelines, which plays a critical
role in ensuring the safety of residents' lives and urban
operations [1, 2]. The core advantage of the smart gas
management system lies in its distributed monitoring
network, which is based on Internet technology [3, 4].
Beyond monitoring, the smart gas management system
also includes warning and emergency response
capabilities. The system can monitor real-time data such as
operation status, temperature, pressure, and other
parameters of gas pipelines. Once abnormal data is
detected, the system immediately issues a warning to notify
relevant personnel to take appropriate measures [5, 6].
Traditional risk assessment methods typically rely on
statistical and engineering experience analysis, which
makes it difficult to fully capture the potential risks of gas
pipelines in complex environments. This limitation can
affect the accuracy and reliability of risk assessments
[7, 8]. Bayesian networks offer more reliable evaluation
results through logical reasoning and probability
calculations due to their ability to handle uncertainty in
complex systems [9]. Bayesian networks have become a
powerful tool for gas pipeline risk assessment because of
their advantages in managing uncertainty and modeling
complex systems. They can integrate prior knowledge with
real-time monitoring data, dynamically updating the
system's status and quantifying uncertain factors, allowing
for more accurate risk assessments of gas pipeline failures.
In addition, Bayesian networks are capable of modeling the
complex dependencies between risk factors and can
adaptively update the assessment as new data is acquired,
further improving the accuracy of risk assessments. Based
on this, we propose a risk assessment method for gas
pipeline intelligent management systems that utilizes
Bayesian networks and incorporates a cloud model to
manage uncertainty and fuzziness within the system. The
innovation of this research lies in the combination of
Bayesian networks' ability to capture complex causal
relationships and cloud models' capacity to process data

uncertainty and ambiguity, providing a new framework for
risk assessment in intelligent gas pipeline management
systems. This approach not only enhances the accuracy and
reliability of risk identification but also offers new ideas
and technical support for intelligent gas pipeline safety
management.

The research content is primarily divided into four
parts. The first part provides an overview of the Intelligent
Management System (IMS) for gas pipelines, along with
data modeling and risk assessment based on Bayesian
networks. The second part introduces the data modeling
and risk assessment method based on cloud models and
Bayesian networks within the IMS for gas pipelines. The
third part validates the proposed model. The fourth part
discusses the research results and outlines future prospects.

2 LITERATURE REVIEW

The risk assessment of gas pipelines is crucial for
ensuring the safety of residents' lives and production.
Several assessment methods are currently available.
Regarding the question of whether natural gas pipelines
can be economically used for hydrogen transportation,
Cerniauskas et al. derived the cost function for the selected
pipeline real location method. Their results indicated that,
compared to building a new hydrogen pipeline system, the
transportation system's cost was reduced by 30% [10]. Yuji
et al. proposed a quantitative risk assessment method for
natural gas pipeline network safety management based on
the fuzzy analytic hierarchy process (AHP) and an
improved coefficient of variation. Their findings showed
that this method could effectively assess the risks of natural
gas pipeline networks [11]. Wickramasinghe et al.
explored the applicability of the Naive Bayes algorithm in
different environments and discussed the advantages,
disadvantages, and vulnerabilities of the algorithm. The
experimental results demonstrated the effectiveness of
their proposals [12]. Compared to the proposed method, the
fuzzy AHP used by Yuji et al. still relies on expert
evaluations when determining weights. The subjectivity in
this process may affect the consistency of the final
evaluation results. Additionally, insufficient consideration
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of the interrelationships between risks may not fully reflect
the risk characteristics of complex systems. The Naive
Bayes algorithm used by Wickramasinghe et al., on the
other hand, may be limited by its assumption of
independence when dealing with complex and
multidimensional risk data, potentially affecting accuracy.
Furthermore, this method lacks a dynamic response
mechanism to changes in data, which means it may not
adapt quickly to environmental changes. In contrast, the
proposed method effectively captures and processes
uncertainty and complexity in risk assessment using
Bayesian networks. This approach more accurately reflects
pipeline status and potential risks. Compared to traditional
methods, the research provides a more comprehensive
understanding of the mutual influences between different
risk factors, offering decision-makers a broader
perspective on risk assessment.

In summary, both domestic and foreign researchers
have proposed various methods for pipeline risk
assessment, achieving certain results. However, few
scholars have utilized Bayesian networks to address these
challenges. Therefore, Bayesian networks are introduced
for the quantitative evaluation of risk assessment. This
approach is expected to provide valuable insights and
application benefits for hazard prevention in gas pipelines.

3 RESEARCH METHODOLOGY

Traditional risk assessment methods often rely on
historical data and statistical models. Although they can
provide useful analytical references, they frequently
exhibit limitations when addressing complex accidents and
changing environmental factors [13-15]. Cloud modeling
is an emerging theory and technology that can effectively
manage uncertainty and ambiguity. Its core idea
overcomes many challenges faced by traditional methods
in dealing with complex systems by converting qualitative
expert evaluations into quantitative data. To address the
gas safety issues caused by the expansion of urban gas
pipeline networks, a semi-quantitative evaluation method
is proposed. This method uses the cloud model to derive
the weight matrix of gas evaluation indicators, and then
iterates the expert comment matrix using the Delphi
method. Finally, the method is presented in the form of a
cloud map.

3.1 Gas Pipeline Risk Assessment Index System and
Assessment Process

Before assessing gas pipelines in the IMS, an
evaluation index system is established, focusing on the
characteristics of gas pipelines. To better analyze these
characteristics, a comparison is made between gas
pipelines and urban long-distance pipelines, as shown in
Fig. 1. In Fig. 1, there are significant differences between
gas pipelines and urban long-distance pipelines in terms of
detection methods, laying methods, pipeline connection
lines, and ground subsidence phenomena [16-18]. Based
on these differences, and considering the evaluation
methods for urban long-distance pipelines, along with an
analysis of previous gas pipeline safety accidents, a gas
pipeline evaluation index system is established.
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Figure 1 Comparison of characteristics between gas pipelines and urban long-
distance pipelines
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Building on this risk assessment index system, a gas
pipeline risk assessment method based on the Delphi
method is proposed. The Delphi method systematically
collects and integrates expert opinions through anonymous
questionnaires and multiple rounds of feedback, reducing
the inconsistency of results caused by the subjective biases
of individual experts. This method leverages the rich
experience of experts to provide reliable risk assessment
data in the presence of sufficient historical data, thereby
enhancing the scientific rigor of the assessment.
Additionally, cloud models are used to convert fuzzy
expert judgments into quantitative data. Cloud models are
particularly suited for handling uncertainty and ambiguity,
as risk assessments often involve fuzzy expert judgments.
These models effectively quantify such fuzzy information
[19-21]. The technical roadmap for this method is shown
in Fig. 2.

In Fig. 2, the cloud model process begins with
clarifying the evaluation objectives and indicators. Expert
opinions on the evaluation indicators are collected through
questionnaire surveys, and expert feedback is integrated
using the Delphi method to obtain consistent evaluation
data. Next, the qualitative assessments are converted into
quantitative data, and key parameters of the cloud model
are calculated. The weights of the evaluation index system
are determined using cloud models and the Analytic
Hierarchy Process (AHP). Following this, the Delphi
method is applied to iterate the expert comment matrix, and
the two matrices are combined to compute the final
evaluation results. Based on statistical mathematics and
fuzzy mathematics, the randomness and fuzziness between
uncertain linguistic values and exact numerical values are
consistently  characterized, facilitating a natural
transformation between qualitative linguistic values and
quantitative numerical values. In the cloud model, the
certainty of qualitative concepts is represented by Eq. (1).

uc(x): U —[0,1], VxeU, x — uc(x) (1)

In Eq. (1), U represents a quantitative set composed of
deterministic numbers. ¢ represents the qualitative concept
of quantitative sets. 4 represents a certain implementation
of the qualitative concept in quantitative concentration. x
represents the quantitative value in the quantitative set. The
expression form in the cloud model is shown in Eq. (2).

a(Em ) ()
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Figure 2 Technical roadmap for semi-quantitative evaluation results of gas
pipelines

In Eq. (2), wpc(x) signifies the model membership
degree. Ex represents the expected distribution of cloud
droplets in the domain, which can represent qualitative
concepts and define the position of the cloud in the domain,
i.e., the center position of the cloud. En represents the
entropy, corresponding to the variance in the likelihood
distribution based on statistical theory. According to
statistical knowledge, the range of Ex to 3En should cover
99% of conceptually acceptable elements. The first step in
using the cloud model for weight calculation is to
determine the model scale. The scale can be obtained using

Eq. (3).

1 . 1 Eny He; 3)
En.tiey) | By (g5, ) (Bx, )

C(Exl-j,

In Eq. (3), He represents the hyperentropic, which
corresponds to the hyperparameter of statistical theory,
specifically the uncertainty measure of entropy. It
indirectly reflects the thickness of the cloud. The larger the
hyperentropic, the greater the dispersion of cloud droplets.
ij represents the importance of safety condition influencing
factor i to safety condition influencing factor j. By
combining the cloud model with AHP, the judgment matrix
of expert comments is calculated. The distribution
expectation calculation is shown in Eq. (4).

Ex; = 1_[1 Ex;, 4)
=

In Eq. (4), n signifies the order of the matrix. The
entropy is shown in Eq. (5).

)

(6)

to the weight matrix, the risk assessment results of gas
pipelines also require an expert evaluation matrix. The
study first establishes a cloud model of the risk comment
set and iterates the given risk comments through the Delphi
method. The Delphi method is a systematic programming
approach. In this study, 10 experts from diverse
backgrounds, including researchers from research
institutions, technical experts in the industry, and
management personnel, are selected to ensure the diversity
and comprehensiveness of opinions. Expert opinions are
collected using the Delphi method. In the initial stage, a
detailed questionnaire covering various aspects related to
gas pipeline risk assessment is developed. The
questionnaire includes different risk factors and the
determination of language variables, and experts fill out the
questionnaire  anonymously. The research team
summarizes and analyzes expert feedback through multiple
rounds of feedback. Each round of the questionnaire
focuses on areas closely related to the feedback from the
previous round, gradually reducing uncertainty. In the final
round of feedback, the final evaluation results are
presented to all participating experts, and their opinions are
solicited. After repeated consultation, induction, and
modification, the results are finally summarized into a
consensus among experts as the prediction result [22-24].
The specific flowchart of Delphi method is shown in Fig.
3.

In Fig. 3, the first step is to identify the problem to be
solved. The investigator drafts a survey form and consults
experts through letters following established procedures.
Experts then submit their opinions anonymously. After
several rounds of consultation and feedback, the opinions
gradually become more centralized.

Select Expert Group

Analyze the collected
questionnaire

Have we reached a consensus

Figure 3 Delphi process flowchart

Finally, a highly accurate collective judgment result is
obtained. The expert decision results are integrated, as
shown in Eq. (7).

(Ex; )1 +(Exl-)2 +...+( Ex; )N

Ex: =

7
i N ™

In Eq. (7), N signifies the expert involved in the
decision-making process. The entropy calculation is shown
in Eq. (8).

1

= mpe{(55), #3060 |-

It is normalized to obtain weights, and the weight . ®)
matrix is then checked and judged as qualified. In addition —mn {(Ex,- )J —-3(En, )J }}
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The super entropy is shown in Eq. (9).

Hei _ (Hei)l +(Hei3\2]+...+(Hel_)N o

The final comment set matrix is divided into 5 levels,
with levels 1-5, where lower levels indicate higher risks.
Finally, the weight matrix and comment matrix obtained in
the previous steps are comprehensively calculated to yield
the evaluation result for the gas pipeline.

3.2 Pipeline Risk Assessment and Incident Rating
Evaluation Based on Bayesian Networks

The risk assessment method for gas pipelines based on
cloud models has certain advantages in dealing with
uncertain factors, but its implementation is relatively
complex. Additionally, for developers, the understanding
and application cycle can be quite long [25-27]. To make
the evaluation system more convenient for use in the IMS
of gas pipelines, a quantitative risk assessment method
based on Bayesian networks has been developed. The
implementation steps for this method are displayed in Fig.
4.

Obtain monitoring data
Calculate the frequency of
abnormal data occurrence

———
- o Substitute Bayesian network
Optain priorprofub iy 4’
Collect basic information of
pipelines
Establish Bayesian network
structure

Figure 4 Implementation steps of a quantitative risk assessment method for gas
pipelines based on Bayesian networks

Form Bayesian network

In Fig. 4, the monitoring data is first collected from the
monitoring system. Then, the Cumulative Sum (CUSUM)
algorithm is used to calculate the frequency of change
points and obtain the prior probability. Prior probability
refers to the belief or estimation of the value of an event or
variable before any data is observed. In Bayesian networks,
prior probabilities are used to update these beliefs. When
new data or evidence appears, the prior probability can be
adjusted using the posterior probability formula to provide
more accurate estimates. In Bayesian networks, the
derivation of conditional probabilities is achieved by
establishing dependency relationships between variables.
For each node, its conditional probability table (CPT) is
clearly defined. The CPT contains the probability
distribution of each node given the state of its parent node.
If node 4 is the parent node of node B, the value of P(B |
A) can be set through historical data analysis or expert
judgment to calculate the probability of accidents
occurring. The CUSUM algorithm detects change points in
data sequences. However, it may increase the
computational burden when processing large datasets or
high-frequency monitoring data in real-time, especially
when performing multiple recalculations. The CUSUM
method is used to calculate the frequency of changes in
various monitoring data to update the prior probabilities in
the Bayesian network. The workflow of the CUSUM
method involves collecting historical data on pressure,

flow rate, and temperature from the pipeline monitoring
system, followed by data preprocessing to fill in missing
values and handle outliers. The mutation parameters are
then determined, and the cumulative sum is calculated to
construct a control chart, with upper and lower control
limits set. When these control limits are exceeded, they are
marked as mutation signals to detect abnormal conditions
during pipeline operation. The time series X satisfies Eq.

(10).

X={Xx(k)} k=1,2,3,...n (10)
In Eq. (10), X(k) satisfies Eq. (11).

X (k)= p+ Mk (k <7)+ N (k=7) an

In Eq. (11), u represents the mean of X. M, and Ny
respectively represent different indicator functions. 7
represents the time of mutation occurrence. For the
unilateral CUSUM control chart, the relationship is given
by Eq. (12).

X, =0
’ (12)
Xk :maX{O,Xk_l +Sk}

In Eq. (12), S satisfies the relationship, as shown in
Eq. (13).

Sk =Xy —u,— P (13)

In Eq. (13), wo represents the mean value when no
mutation occurs, and S represents the standard deviation. A
Bayesian network model is constructed based on the
characteristics of the target to be evaluated while obtaining
prior probabilities. A Bayesian network is a probabilistic
graphical model used to express variables and their
conditional dependencies. In gas pipeline risk assessment,
nodes represent various risk factors or events, such as
pipeline damage, external interference, equipment aging,
accidents, etc. The edges represent the conditional
dependency relationships between nodes. The Bayesian
calculation is displayed in Eq. (14).

P(x]y)P(»)

P(x)

In Eq. (14), P(y | x) signifies the posterior probability.
P(x | y) signifies conditional probability. P(y) signifies the
prior probability of event y. P(x) represents the prior
probability of event x. A Bayesian network is a
probabilistic graphical model that removes conditional
probability independence. One property of a Bayesian
network is the local Markov property. Given the parent
node of a node in a directed acyclic graph, the node is
independent of all its non-successor nodes [28-30]. For a
Bayesian network B, there is a relationship shown in Eq.

(15).

P(ylx)= (14)

B=<B;,Bp > (15)
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In Eq. (15), Bc represents its network structure. Bp is
the conditional probability distribution in Bayesian
networks. According to the different levels of accidents
that occur, judgments can be made based on the principle
of the highest level of accident severity [31, 32]. The level
assessment of the accident occurrence is shown in Fig. 5.

Less than 3 deaths
and less than 10

11-20 deaths and
51-80 serious
injuries

3-10 deaths and 10-
50 serious injuries

serious injuries

Level 1
accident

Level 2
accident

Level 1
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Economic loss of 5-
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i
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—_—  ——— ———
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Level 1
accident
Economic losses
exceeding 100 million

21-30 deaths and
81-100 serious
injuries

accident
Economic loss of
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Figure 5 Accident level assessment

In Fig. 5, accidents with fewer than 3 casualties, fewer
than 10 serious injuries, and economic losses below 5
million yuan are classified as level 5 accidents. The level 1
accident classification standard is that the number of
fatalities exceeds 30, the number of seriously injured
exceeds 100, or the economic losses exceed 100 million
yuan. The risk assessment adopts the risk matrix method,
which performs a comprehensive judgment based on the
probability level and accident loss level, as shown in Fig.
6.

Risk level |
Negligible

Frequent

Possible

Likelihood
level

Impossible

Figure 6 Risk matrix table

In Fig. 6, the red area signifies level 1, the yellow area
stands for level 2, the blue area signifies level 3, the purple
area signifies level 4, and the green area signifies level 5.
Under conditions of impossible probabilities and
negligible loss levels, the accident level is higher,
representing a lower accident intensity. Conversely, at
levels of catastrophic loss and frequent likelihood, lower
accident levels correspond to higher severity of accidents.

@ Pipeline damage situation

© Risk emergency response

©  Accident severity

Membership degree

Membership degree

4 RESULTS AND DISCUSSION

To demonstrate the effectiveness of the data modeling
and risk assessment method based on Bayesian networks,
monitoring data from a gas company in a specific city for
a certain section of a gas pipeline is selected. First, the risk
assessment method based on cloud models is evaluated.
Then, the quantitative risk assessment method for gas
pipelines using Bayesian networks is applied to evaluate
the unified pipeline section. Finally, a commonly used
scenario model evaluation method is chosen as the
comparison method to compare with the two proposed
methods. The experimental implementation includes an
Intel i5 processor, 6 GB RAM, 500 GB SSD, Windows 10
operating system, Python 3.7 programming environment,
Matplotlib visualization library, and scikit-learn machine
learning library. Real-world monitoring data is collected,
which includes historical pressure, flow rate, and
temperature data of gas pipelines. This data can come from
sensors, control systems, or maintenance records. Missing
values are handled using interpolation and median filling
methods to ensure data continuity. Outliers are identified
and handled using the Z-score statistical method to ensure
data validity. Numerical features are standardized or
normalized to ensure all features are on the same scale. The
data is divided into a training set (70%) and a testing set
(30%) to evaluate model performance. The research
involves real-world monitoring data and adheres to the
following ethical and data privacy principles: all data
collection and use comply with relevant laws, regulations,
and industry standards, and necessary licenses and
approvals are obtained. All participants have been notified
prior to using the data to ensure they understand the
purpose of the data collection and its potential impact.

4.1 Risk Assessment and Analysis of Gas Pipelines Based
on Cloud Models

To demonstrate the effectiveness of the cloud-based
gas pipeline risk assessment method proposed in the
research, the weight matrix and expert comment matrix are
calculated separately based on the established evaluation
index system. The comprehensive evaluation is then
obtained. The experiment focuses on a section of gas
pipeline located in the city center, which is 1037.55 meters
long and surrounded by commercial and office areas.
According to the risk indicator evaluation system, the
weight cloud map for pipeline damage, risk emergency
response, and accident severity, as well as the
comprehensive evaluation cloud map of the three
indicators, are shown in Fig. 7.

@ Pipeline damage situation
© Risk emergency response

©  Accident severity

) 0.2 0.4 0.6 0.8
Weight
(a) Weight cloud map of different indicators
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(b) Comprehensive evaluation
cloud map of different indicators

Figure 7 Cloud map of three indicator weights and comprehensive comments

Tehnicki viesnik 33, 1(2026), 343-352

347



ChunXiao MEI et al.: A Bayesian Network-Based Risk Assessment Model for Gas Pipeline Intelligent Management Systems

In Fig. 7a, the weight distribution of each indicator in
the evaluation system is relatively scattered. The
overlapping area of pipeline damage at weight 0.6 is
relatively large, and the distribution range of cloud droplets
is moderate, with moderate cloud thickness. From the
comparison of cloud maps, the overlapping area of risk
emergency response at weight 0.1 is relatively large, and
the distribution range of cloud droplets is small, with thick
cloud layers. The overlapping area of green cloud droplets
at weight 0.3 is relatively large, and the distribution range
of cloud droplets is moderate, with moderate cloud
thickness. In Fig. 7b, regarding the comprehensive
comments of experts, the distribution of pipeline damage
falls between 2-5, with the densest distribution around 3.6.
The distribution of risk emergency response varies
between 0.7-1.8, with the densest distribution around 1.2.
The accident severity index has a distribution between
3.8-5.5, with the densest distribution around 4.5.
Experimental data show that in the semi-quantitative gas
pipeline risk assessment index system, the weight
proportion of the accident severity index is the highest,
while the weight proportion of pipeline damage is the
lowest. The expert comments are (3.715, 0.406, 0.136),
(1.348, 0.143, 0.073), and (4.535, 0.168, 0.067),
respectively. The weight distribution of pipeline damage
risk is around 0.6, indicating that this indicator occupies an
extremely important position in the entire risk assessment.
Pipeline damage is the main cause of gas leakage and other
accidents. Therefore, when evaluating the safety of gas
pipelines, the physical state and integrity of the pipeline
should be given special attention. The low weight of risk
emergency response capability suggests that, although its
importance in improving safety and reducing accident
losses cannot be ignored, its direct impact on the risk
assessment is relatively limited in the current situation. The
weight of accident severity is around 0.3, reflecting the
importance of the potential consequences once an accident
occurs. The evaluation results show good certainty and
general acceptance. Based on the weights and
comprehensive evaluation levels of the above indicators,
the risk level evaluation of this section of the pipeline is
shown in Fig. 8.

Level 1 @ Level4
Level2 @ LevelS5
Level3 O Target

0@

0.8~

0.6

04—

Membership degree

02

Comment
Figure 8 Cloud map of final evaluation level of pipeline

According to Fig. 8, the final gas pipeline risk
assessment results yielded an evaluation level of (3.622,
0.415, 0.138). Cloud droplets representing red level 1 risk
were distributed between 0.5 and 1.8. In the comparison of
cloud maps, the distribution range of level 1 risk cloud
droplets was moderate, with moderate cloud thickness.

Level 2 risk yellow cloud droplets were distributed
between 0.8 and 3.2, and the distribution range of level 2
risk cloud droplets was also moderate, with moderate cloud
thickness. Level 3 risk was distributed between 2.8 and 3.5,
with a smaller range of cloud droplets and thinner cloud
thickness. The evaluation objects had a distribution
between 1.9 and 5.2, with the densest distribution around
3.5. Level 4 was distributed between 2.8 and 5.2, and the
distribution range of level 4 risk cloud droplets was
relatively large, with moderate cloud thickness. Level 5
risk was distributed between 4.8 and 5.7, with a relatively
small range of cloud droplets and thin cloud thickness. The
experimental data showed that the final evaluation level,
combined with the principle that the distribution
expectation of the cloud model should cover 99% of
conceptually acceptable elements within a range of three
times entropy, indicates that this pipeline falls into level 4.
The evaluation results show that the pipeline has been
assessed as high-risk, suggesting that current operational
and management measures have not effectively mitigated
existing risks. This result has prompted management to
immediately increase vigilance and focus on the safety
monitoring and maintenance of the pipeline. Based on
these evaluation results, it is necessary to implement
stricter monitoring mechanisms in the daily management
of pipelines, strengthen regular pipeline inspections, and
introduce real-time monitoring technology to promptly
identify and address potential problems.

4.2 Quantitative Risk Assessment Analysis of Gas
Pipelines Ground on Bayesian Networks

To demonstrate the effectiveness of the quantitative
risk assessment method based on Bayesian networks, the
study first analyzes pressure and flow data anomalies that
have occurred in the pipeline section over recent years, and
calculates the risk probability. Subsequently, the risk
probability is combined with the Bayesian network to
obtain the risk level, and the evolution of the risk over time
is analyzed. Finally, to evaluate the efficiency of risk
assessment with a large volume of data, the commonly
used scenario model evaluation method is selected to
conduct comparative experiments on the three methods.
The AHP diagram of flow data for pipelines at different
time periods is shown in Fig. 9.

200 r
160 F - s\ s
= A ,b\\ N ,y/‘\\[)( “,,-.‘.", '\/
2 VA 7 AT
2120 F 1V VY ( :/&N \
2 / I ~ \ / N\ \ I | \
:2 / / / RV .\_/ \
Z 80/,
j==) /','/
© —— Alarm value 2022
A0F— - 2020 — = 2023
——- 2021
0 , . , .
Quarter

Figure 9 AHP diagram of pipeline flow data at different time periods

According to Fig. 9, in 2020, the traffic data exceeded
the alarm value five times, indicating five abnormal
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situations in the traffic data. In 2021, there was one
abnormal situation in the traffic data during the first to third
month, no abnormal situations in the next three months,
two abnormal situations in the third quarter, and one
abnormal situation in the fourth quarter. The abnormal data
in 2022 were concentrated in the second half of the year,
with one occurrence in the first half and three in the second
half. In 2023, there were six instances of abnormal traffic

data, with one in the first and third quarters, and two in the
second and fourth quarters. From the monitoring data, the
pipeline monitoring system can easily and quickly gather
data for each time period. Combined with AHP, the flow
data for different time periods can be accurately monitored.
The risk probability can be determined by the number of
risk occurrences in the pipeline, as shown in Tab. 1.

Table1 Probability of pipeline risk occurrence at different time periods

2020 2021 2022 2023
Number of abnormal pressure data occurrences 6 3 5 4
Probability of abnormal pressure data / % 0.6 0.25 0.49 0.37
Number of abnormal traffic data occurrences 5 4 4 6
Probability of abnormal traffic data / % 0.49 0.37 0.37 0.6

According to Tab. 1, in 2020, there were six instances
of abnormal pressure data, with a probability of 0.6%. The
frequency of abnormal traffic data occurrences was five
times, and the probability of abnormal traffic data
occurrence was 0.49%. In 2021, there were three instances
of abnormal pressure data, with a probability of 0.25%. The
frequency of abnormal traffic data occurrences was four
times, with a probability of 0.37%. In 2022, there were five
instances of abnormal pressure data, with a probability of
0.49%. The frequency of abnormal traffic data occurrences
was four times, with a probability of 0.37%. In 2023, there
were four instances of abnormal pressure data, with a
probability of 0.37%. The frequency of abnormal traffic
data occurrences was six, with a probability of 0.6%.
According to monitoring data and prior probabilities from
Bayes' theorem, the probability of pipeline pressure and
flow risk can be accurately determined, demonstrating the

048 1
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3 036 -

03T @~ Jetfire
0.24 1 A~ Vapor cloud explosion
0.18 - —@ Toxic gas leakage
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0.06

Probability (%
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Time
(a) Probability of accident occurrence

accuracy of the Bayesian network quantitative evaluation
method in risk probability prediction. Frequent abnormal
events prompt decision-makers to pay timely attention to
the operational status of pipelines and take necessary
monitoring and maintenance measures. From the annual
data changes, it is evident that the effectiveness of
management strategies can directly influence the
frequency of abnormal events. The significant decrease in
the number of occurrences in 2021 may be attributed to
strengthened maintenance and management measures for
pipelines. Based on the abnormal increase in traffic in
2023, it is recommended to prepare emergency plans for
potential risks in advance. To determine the pattern of risk
occurrence and implement preventive measures, a
statistical analysis is conducted on the numerical evolution
from 2020 to 2024, as shown in Fig. 10.

@)

Probability (%)

Accident level
(b) Final evaluation result

Figure 10 AHP diagram of pipeline flow data at different times

According to Fig. 10a, the probability of a jet fire
accident occurring in 2020 was 0.06%. In 2021, it
decreased to 0.03%, then slightly increased to 0.04% in
2022, and surged to 0.45% in 2023. The probability curve
of jet fire accidents shows an initial decline followed by a
rapid increase in recent years. The probability of a vapor
cloud explosion accident occurring was 0.02% in 2020,
0.15% in 2021, 0.17% in 2022, and decreased again to
0.02% in 2023. The probability curve for vapor cloud
explosion accidents initially decreased, then gradually
increased. The probability of a toxic gas leakage accident
occurring was 0.02% in 2020, 0.025% in 2021, 0.04% in
2022, and surged to 0.45% in 2023. The probability curve
for toxic gas leakage shows a steady upward trend in recent
years. According to Fig. 10b, the data is input into the
Bayesian network for calculation. The probability of an

accident risk level 3 was 8.1%, while the probability of
level 4 was 11.4%. Based on the maximization principle,
the accident level was determined to be 4, which aligned
with the semi-quantitative evaluation method of the cloud
model. The experimental data shows that the proposed
method can express the risk evolution over different time
periods, having a significant impact on preventing
accidents and reducing the consequences based on accurate
accident levels. To assess the effectiveness in large-scale
data evaluation, comparative experiments were conducted
using three evaluation methods: the scenario model
evaluation method, the cloud-based accident evaluation
method, and the Bayesian-based accident evaluation
method, represented as F1, F2, and F3. The results of these
experiments are shown in Fig. 11.
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Figure 11 Pipeline evaluation of different models

According to Fig. 11a, the average evaluation accuracy
for accident occurrence was 91.4% for F1, 98.2% for F2,
and 98.8% for F3. The average assessment accuracy for F4
was 96.4%. In Fig. 11b, for the same pipeline, F1 took
about 4 months to complete the evaluation, F2 took about
3 months, and F3 took about 2 months. F4 took about 2.5
months. The experimental data shows that the risk
assessment method provides relatively accurate evaluation
results. It is not only accurate for pipeline risk assessment
but also demonstrates higher evaluation efficiency. The F3
method achieved the highest accuracy, showcasing its
advantages in handling complex systems. The F4 machine
learning algorithm showed higher accuracy compared to
F1 and F2, but lower accuracy compared to F3. The F3
method also required the shortest time, reflecting its
efficiency in information integration and processing. The
F4 method utilized machine learning algorithms to capture
complex risk patterns and potential abnormal behaviors
through training on a large volume of historical data,
thereby improving the accuracy of the risk assessment.
However, the performance of machine learning models is
highly dependent on the quality of the input data. Noise,
missing, or mismatched historical data may lead to a
decrease in the accuracy of the evaluation results.

A risk assessment method based on the cloud model
and Bayesian network is proposed for safety management
in an intelligent gas pipeline management system.
According to consumer behavior theory, trust and
transparency are crucial factors in evaluating corporate
behavior. The research results demonstrated that the risk
assessment method based on the Bayesian network and
cloud model improved accuracy, reaching 98.8% and
98.2%, respectively, aligning with market expectations for
efficient and transparent pipeline management. The results
indicate that the Bayesian network-based method excels in
both accuracy and efficiency. The average evaluation time
for F3 was approximately 2 months. This enables
enterprises to take appropriate preventive measures when
potential risks arise, thus reducing the likelihood of
accidents. However, the deviation from expectations was
that, although the accuracy of the cloud model method
reached 98.2%, its evaluation cycle remained relatively
long, about 3 months. In some instances, this delay in
decision-making could pose challenges. Adopting an
efficient and reliable risk assessment model can
significantly enhance the priority of pipeline management
and maintenance. Based on the experimental data, the F3
Bayesian network model can effectively reduce the
incidence of accidents, thereby decreasing threats to public
safety. For stakeholders, encouraging pipeline operators to

Time (month)

O "’.
0 100

200 300 400 500
Pipe length (km)

(b) Four algorithms for evaluating the

time consumption of pipelines

invest in advanced technologies such as Bayesian networks
and cloud models is a practical measure to improve risk
management capabilities, enhance response speed, and
optimize accident prevention strategies.

5 CONCLUSION

This study introduces a Bayesian network-based risk
assessment framework for intelligent gas pipeline
management, addressing the limitations of traditional
statistical and expert-driven evaluation methods. By
integrating cloud-based uncertainty modeling and
probabilistic reasoning, the proposed approach enhances
the accuracy, efficiency, and adaptability of risk
assessment. Experimental results confirm an accuracy rate
of 98.8% and a two-month assessment period,
demonstrating its superiority over conventional models.

Beyond its technical advantages, this method offers a
scalable, data-driven approach for managing urban gas
infrastructure, reducing risks associated with pipeline
failures and enhancing proactive maintenance strategies.
The findings highlight the significance of dynamic risk
modeling, where Bayesian networks continuously update
risk assessments by incorporating real-time data and
historical trends.

However, some limitations remain. The approach
relies on the availability and accuracy of historical data,
and its computational demands may present challenges for
real-time deployment on large-scale pipeline networks.
Future research will focus on integrating IoT-enabled
real-time monitoring and machine learning-based anomaly
detection to enhance predictive capabilities. Additionally,
hybrid Al-driven risk models combining deep learning
with Bayesian inference could further optimize
decision-making in intelligent infrastructure management.

By advancing predictive risk analytics, this research
contributes to the development of safer and more resilient
gas distribution networks, enhancing urban safety and
operational efficiency in smart cities.
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