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Abstract: The Social Internet of Things (SloT) integrates loT with social networks, enabling autonomous device interactions and seamless data sharing. A key challenge in
SloT is ensuring secure and reliable interactions through an effective Trust Management System (TMS). This paper proposes the Integration of Improved Whale Optimization
Algorithm and Deep Learning for Trust Management System (IIWOADL-TMS) to enhance trust evaluation and authentication in SloT environments. The model computes
direct and indirect trust values to assess device credibility, restricting access to untrusted nodes. It employs Long Short-Term Memory (LSTM) networks for traffic classification
and dynamically determines the Threshold Trust Value (THVL) to enhance security. The Improved Whale Optimization Algorithm (IWOA) optimizes LSTM's hyperparameters,
improving classification accuracy and trust assessment efficiency. Experimental evaluations demonstrate that IWOADL-TMS outperforms existing models in trust evaluation,
authentication, and secure data communication. The proposed system enhances reliability, scalability, and resilience in SloT networks by mitigating security risks and
improving trust computation mechanisms. These results highlight IWOADL-TMS as a robust solution for secure and efficient interactions in SloT.
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1 INTRODUCTION

IoT, or "Internet of Things", denotes a network of
interconnected physical entities utilising software, sensors,
and various technical innovations. This network enabled
devices to collect and share data, facilitating uninterrupted
communication and coordination among them [1].
Consequently, physical objects become significantly more
dynamic and data-oriented. Conversely, the IoT
streamlines the development of platforms that interconnect
diverse electronic gadgets. The SIoT enhances connection
by fortifying social relationships and interactions among
objects. These interactions resemble those that transpire
among individuals inside social networks [2]. Devices
inside this system have the capability to form social
relationships, facilitating the [oT to transmit data according
to established standards. This facilitates the interchange of
data, trust, and scalability.

The identification of the IoT enables alterations in
various facets of life, including proximity-based
interactions, connections among social items, and
collective ownership. As stated in [4], this leads to the
creation of a dynamic environment in which devices
interact and collaborate. The concept of the IoT offers a
dependable approach for addressing the current challenges.
The SloT, which integrates social networks with intelligent
devices, has facilitated the expansion of the IoT as a
technological innovation. Thus, each entity can
autonomously delineate its social connections with another
entity, in accordance with the regulations set forth by the
proprietors of the respective objects [5]. Items classified
within this category may encompass social objects,
ownership objects, co-working items, parenting objects,
and co-location-related products [6]. This category may
also encompass co-location items, which represent
alternative sorts of relationships that can be classified
collectively.

Trust is essential for the development and maintenance
of social interactions. This arises from the notion that social
entities can solely engage in relationships, and the
participants in the connection are seen sufficiently
trustworthy to mitigate the inherent risks associated with

decision-making [7]. Establishing dependable connections
among objects facilitates their prompt response to service
demands from acknowledged entities within the system,
hence diminishing the probability of malevolent objects
exploiting the system [8]. Numerous academic disciplines,
including sociology, psychology, and computer science,
have investigated the topic of trust. The concept of trust
varies across different disciplines, resulting in the absence
of a globally agreed definition of trust [9]. Therefore, it is
imperative to evaluate trust from the standpoint of the
Internet of Things. ten Trust in the context of the IoT is
defined as the assurance of achieving one's objectives
within a specific environment and timeframe.

2 RELATED WORKS

Abdelghani et al. [11] present a DSL-STM solution,
which is an innovative multi-level trust methodology that
is both scalable and dynamic. This methodology was
specifically devised for SIoT environments. Subsequently,
multidimensional measures were proposed to delineate the
behaviours of SIoT systems. The second method was
utilised alongside a machine learning-based strategy,
enabling the classification of individuals, recognition of
various attack kinds, and appropriate responses. In the
future, it may be feasible to propose a hybrid propagation
strategy to disseminate trust values inside the system.
Magdich et al. [12] give a comprehensive research study
on the efficacy of trust attacks. This study aims to precisely
detect node behaviours to ensure network connections are
secure. Consequently, our trust evaluation technique
incorporates a node behaviour analysis grounded in
machine learning methodologies. Bangui et al. [13]
illuminated the social dimensions of trust management
within the Internet of Things, hence advancing its
development. The author examines recent research
encompassing various applications of the IoT across
diverse environments to achieve this objective. The aim of
this research is to explore how trust management might
facilitate the communalisation of smart technologies across
many domains. A distinct subset of the IoT is the Internet
of Medical Things (IoMT), which is garnering increasing

Tehnicki viesnik 33, 1(2026), 405-411

405



Kavitha RAVICHANDRAN et al.: Integration of Improved Whale Optimization Algorithm and Deep Learning for Trust Management in Social loT Environment

attention from researchers and necessitates reliable
connectivity among all devices.

Magdich et al. [14] provide an extensive investigation
of context trust insights utilising the established TM
approach referred to as "CTM-SIoT". This research aims
to accurately detect hostile nodes within the SIoT to ensure
secure connections across the network. During the trust
assessment procedure, methodologies from machine
learning were employed to evaluate the node's behaviour.
The author aims to minimise interactions with service
providers who exhibit aggression and insufficient abilities.
Latif [15] introduces a context-sensitive trust management
system known as ConTrust. This methodology is employed
in the domain of the [oT. This process is employed for the
selection and assignment of jobs. The application of the
feature-property matching method, along with the
integration of ability, satisfaction, and commitment, has
enhanced the efficiency of trust evaluation and sustained
context-dependent concerns. Roy et al. [16] introduced
autonomous decentralised trust management systems
aimed at selecting a reliable device for transactions
requiring specific services. A system that employs SIoT is
presented below. The developed approach utilises social
interactions to assess the trust levels between connected
devices, calculate the trustworthiness of unidentified
devices, continuously update perceived trust values, and
isolate malicious nodes within the system. Ongoing
enhancements have been implemented to the trust values
assessed inside the network to facilitate the utilisation of
information by another device in the future. Zhang et al.
[17] propose an inherent social relationship-based trust
management (IRTM) technique to guarantee reliable
service delivery in the IoT.

Existing studies lack an integrated framework
combining deep learning-based behavioral analysis,
dynamic threshold determination, and optimization
techniques for trust computation. Addressing these gaps,
our proposed IWOADL-TMS enhances trust assessment
accuracy and security in SIoT by leveraging LSTM for
classification and IWOA for hyperparameter optimization,
ensuring robust, adaptive trust management.

3 PROPOSED WORK

This research introduces a technology called
IIWOADL-TMS within the SIoT Network. The
IIWOADL-TMS system aims to enhance application
performance and implement a secure data transmission
technique, calculating both indirect and direct trust levels
based on several assessment characteristics. Fig. 1 presents
an illustration of the IWOADL-TMS method workflow.

3.1 Trust Evaluation Model

A trust evaluation model was conceptualised through
the application of the IWOADL-TMS technique. Let G (7,
E) be the communication inside the graph, where N
signifies the number of devices represented as a set of
devices = {vi, v, ..., v,}. Capillary communications,
encompassing Bluetooth, Wi-Fi, ZigBee, and 5G, have
been facilitated by all devices [18].
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B 4K x

Gateway % 4% LT
] ll
——— :

Wireless Sensor Network

Computer Mobile

Long Short Term memory Model (LSTM Model) _]
L’E Hyperparameter Tuning Process
f Improved Whale Optimization Algorithm (IWOA) Technique ‘]

Figure 1 Proposed flow diagram

The communication channels within the devices were
denoted by a set of edges represented as E = {ey, e, ...,
en}. The reliability of the item not associated with
trustworthy SIoT has been assessed using one of three
methodologies: 1) indirect trust, 2) recommended trust, or
3) direct trust. A thorough trust assessment consists of three
separate components: the intrinsic trust value of the item
(@), the trust value directly provided by another entity (),
and the trust value obtained through recommendations (y).

Overall_Trust (OT) = wa +w, S+ wyr )

The IWOADL-TMS technique facilitated the design
of a trust evaluation model. The communication in the
graph is represented by the symbol G (V, E), where N
signifies the number of devices depicted as a set of devices.
The collection of devices corresponds to the values vy, v,,
..., v, from the set of devices. All devices have been
authorised for capillary communications, including
Bluetooth, Wi-Fi, ZigBee, and 5G communications [18].
Capillary communications encompass 5G communications
as well. A set of edges, represented as
E = {e, e, ..., ew}, was utilised to depict the
communication routes existing within the devices. Indirect
trust, suggested trust, and direct trust are the three
approaches employed to evaluate the reliability of the
non-trustworthy communication portion of the IoT. The
comprehensive trust evaluation consists of three primary
elements. The modules encompass the intrinsic trust value
of the item (a), the trust value directly provided by another
entity (f), and the trust value obtained through suggestion

-

w+w, +wy =1 2

The trust value weight of the connected device is
represented by w; and is contingent upon the preceding
transaction (+*, »7). Conversely, " and » denote

affirmative and negative responses, respectively. These
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assertions denote the aggregate quantity of services
(Tservices) that engaged in the delivered effective services.
The weight w; can be expressed in Eq. (3).

wm= 7/+/ Tservices (3)

While w, denotes the weight of direct trust, ws is
equivalent to @', where i signifies the izh trust guarantee
for device recommendation. It is crucial to note that 0 is
less than or equal to 1. As the quantity of services [/
appreciate expands, so too does the proliferation of those
services. To establish a connection with other devices, a
node v must first attain a designated threshold trust level,
represented by the symbol 7. A connection will be
acknowledged if the computed trust value exceeds T.
Diverse applications can utilise various values of T.
Conversely, in this specific experiment, we have utilised
solely dual values.

The IWOADL-TMS model enhances trust evaluation
accuracy by incorporating a hybrid trust assessment
framework that combines direct and indirect trust factors.
By integrating historical behavior, service quality, peer
recommendations, and reputation analysis, the model
ensures a robust and dynamic trust computation
mechanism for secure SIoT environments.

Trust Computation Formula in IWOADL-TMS.

The Total Trust Value (TTVL) of a device is computed
as:

TTVL = aTdirect + ﬁTindirect + VTrecommendation

where: Tireet — Trust score from direct interactions; Tindirect
— Trust score from aggregated reputation and network
observations; Trecommendation — Lrust score from peer
recommendations; a, f, y — Weight factors assigned to
each trust component.

If TTVL < Threshold Value (THVL), the device is
considered untrustworthy, and access is denied.

3.2 LSTM-Based Threshold Value Selection

The IWOADL-TMS method employs LSTM to
dynamically verify the THVL for site visitors facts
collection. Output, enter, and neglect gates are the 3 gates
commonly incorporated in an LSTM. The enter gate is the
major determinant of ways memory cells are regulated,
with the modern-day input.

The estimation is finished using the following
formulation:

The input gate feature is expressed as: The input
activation is decided via making use of the sigmoid feature
to the weighted sum of the previous hidden state and the
current input, at the side of a bias term. The cellular state
update is given with the aid of: A candidate cell state is
generated by applying the hyperbolic tangent feature to the
weighted aggregate of the previous hidden country and
current enter, plus a bias. The forgot gate basically
determines which facts within the preceding reminiscence
cellular must be forgotten. In most instances, the activation
feature of the sigmoid feature is essentially motivated by
using the previous cellular state.

The method describing the overlook gate's operation is
supplied below:

The forget gate function, makes a decision on how an
awful lot of records from the preceding state have to be
retained or forgotten through making use of the sigmoid
characteristic to the weighted mixture of the preceding
hidden state and the modern input, alongside a bias term.
The output gate is the key element governing the go with
the flow of statistics from the present reminiscence cell to
the hidden layer.

The output gate function: This determines the output
activation with making use of the sigmoid characteristic to
the weighted sum of the previous hidden state and the
modern-day input, plus a bias.

The hidden state update: The updated hidden country
is acquired through multiplying the output gate activation
with the hyperbolic tangent of the cutting-edge cell nation.
This design ensures that the system maintains consistency
irrespective of the quantity of input information, whether
or not huge or small. Additionally, it enables the device to
adaptively modify its activation nation based totally on
varying input situations. The LSTM version is illustrated
in Fig. 2.
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Figure 2 Structure of LSTM model
3.3 IWOA-Based Hyperparameter Tuning Method

To attain optimal hyperparameter tuning of the LSTM
system, the IITWOADL-TMS model outperforms the
IWOA method. A unique optimisation method called
WOA [20] was created, inspired by the searching
behaviour of humpback whales. Whales employ the
bubble-net hunting technique to ensnare and encircle
progressively larger groups of fish. The ideal hunting
position for whales is at prey site X, but the capacity of
other whales to enhance their location is contingent upon
X. Whales exhibit three behaviours: encircling their prey,
exploiting it, and examining it.

3.4 Encircling Prey

During foraging, whales may also detect their prey and
surround them. This enhances their chance of fulfillment.
Currently, the most advantageous whale, denoted as X, is
seemed as prey or is nearer to being prey. X updates the
places of all different whales primarily based on the
following steps:

1. Calculate the distance D among the whale and the
prey - D is determined with the aid of taking absolutely the
distinction among the fabricated from coefficient C and the
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prey's function X at time ¢, and the whale's function X at
time .

2. Update the whale's role - the brand new role of the
whale at 7 + 1 is received by means of subtracting the
fabricated from coefficient 4 and distance D from the
prey's function X at time ¢.

In this computation: ¢ represents the iteration counter.
X(t) denotes the location of a whale at iteration . X(¢)
represents the placement of the prey. 4 and C are
coefficient vectors. The coefficients 4 and C are computed
as follows: A is calculated using the components:
2 x a x r— a(f)* times a instances r — a(f), where a decreases
linearly from 2 to 0 and 7 is a random wide variety among
0 and 1. C is given by: 2 x r? instances r, where r is
randomly decided on within the variety [0, 1].

3.5 Bubble-Net Attacking

To facilitate the motion of whales round their prey, a
spiral update method is hired. The behaviors of the whales
are adjusted primarily based on the following situations: If
the probability p is less than 0.5, the diminishing encircling
mechanism is used, where the whale updates its position by
the use of the approach described inside the encircling prey
phase. If p is more than or equal to 0.5, the spiral updating
approach is implemented, wherein the whale's function is
changed by the use of a spiral equation that includes the
exponential feature, cosine function, and a distance
element. In this context, p is a randomly generated quantity
in the variety [0, 1]. A random ¢ language is generated in
the variety [—a, a], even as a regularly decreases from 2 to
0. D' represents the space among the prey X and the whale
X at the place of the spiral update. B is a regular that defines
the shape of the spiral motion. L is randomly selected in the
variety [—1, 1]. This method permits whales to both circle
inwards toward the prey or use spiral actions to achieve
their goal, thereby improving their ability to seize prey
efficaciously.

4 RESULTS AND DISCUSSION

This section offers a definitive validation of the
simulation study performed on the IITWOADL-TMS
methodology. The comparative analysis of the
ITWOADL-TMS algorithm can be assessed under diverse
parameters regarding delay (DEL) and packet delivery
ratio (PDR) relative to the monitoring interval (MI) [22].
The findings of this investigation are illustrated in Tab. 1.

Table 1 Comparative outcomes of IWOADL-TMS technique with other models

MI/s | IWOADL-TMS [ TAAPML [ TMM
DEL / ms
10 45.72 50.00 53.00
20 47.03 50.66 53.87
30 4725 51.33 54.25
40 47.83 51.61 54.78
50 48.00 52.26 5527
PDR
10 98.30 98.12 98.31
20 98.55 98.40 98.69
30 98.69 98.57 99.12
40 98.73 98.60 99.34
50 98.79 98.68 99.97

Fig. 3 signifies a comparison DEL outcome of the
IIWOADL-TMS method under several MIs. The figure
specify that the TMM technique has exhibited worse
results compared to methods. Likewise, the TAAPML
approach has outperformed that somewhat lower value of
DEL. Nevertheless, the IWOADL-TMS methodology has
demonstrates better performances with least DEL values of
35.72 ms, 37.03 ms, 37.25 ms, 38.83 ms, and 38 ms under
MIs of 20 s - 100 s, respectively.
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Figure 3 DEL outcome of IWOADL-TMS technique under distinct Mis

A brief PDR study of the IWOADL-TMS algorithm
with current methods under distinctive MlIs is specified in
Fig. 4. The figure exhibits that the ITWOADL-TMS
methodology has got higher result with higher values of
PDR. With MI of 20 s, the IWOADL-TMS model
provides better PDR value of 99.30 whereas the TAAPML
model and TMM technique reach lower PDR values of
99.12 and 97.31 respectively. Moreover, with MI of 80 s,
the IWOADL-TMS system provides greater PDR 0f99.73
whereas the TAAPML approach and TMM methodology
achieve the least PDR of 99.60 and 98.34 respectively.
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Figure 4 PDR outcome of [IWOADL-TMS technique under various Mis

The comparative study of the IITWOADL-TMS
technique is examined based on residual energy (RSE) and
overhead (OHD) with respect to MI. Fig. 5 offers a
complete RSE analysis of the IWOADL-TMS model with
current approaches under various MIs. The results show
that the IWOADL-TMS approach has displayed improved
fallouts with superior values of RSE. For example, with MI
of 20 s, the IWOADL-TMS system has accomplished
higher RSE of 11.79 J whereas the TAAPML system and
TMM method have got reduced RSE of 11.66 J and 11.41
Jrespectively. Also, with MI of 100 s, the TWOADL-TMS
methodology has attained improved RSE of 10.68 J but the
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TAAPML algorithm and TMM approach have stated lower
RSE of 10.44 J and 10.28 J respectively.
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Figure 5 RSE outcome of IWOADL-TMS system under various Mis

0

Fig. 6 denotes a comparable OHD outcome of the
IIWOADL-TMS method under different MIs. The
outcome specifies that the TMM technique has exhibited
worse outcomes compared to methods. Likewise, the
TAAPML approach has outperformed the somewhat
decreased value of DEL. However, the IWOADL-TMS
methodology has demonstrated better performances with
the least OHD values of 110 Kb, 229 Kb, 291 Kb, 401 Kb,
and 121 Kb under MIs of 20 s - 100 s, respectively.

Fig. 7 denotes a comparative DEL outcome of the
IIWOADL-TMS methodology under several attack
frequencies (AFs). The outcome specifies that the TMM
technique has exhibited worse results compared to the
methods. Likewise, the TAAPML approach has
outperformed the slightly lower value of DEL.
Nevertheless, the ITWOADL-TMS methodology has
demonstrated better performances with the least DEL
values of 38.09 ms, 37.81 ms, 37.12 ms, 37.05 ms, and 38
ms under AF of 50 Kb - 150 Kb, respectively.

A brief PDR study of the IWOADL-TMS method
with current techniques under diverse AFs is provided in
Fig. 8. The results exhibit that the IWOADL-TMS system
has attained enhanced performance with superior values of
PDR. With AF of 50, the IWOADL-TMS methodology
obtains better PDR value of 99.95 whereas the TAAPML
system and TMM approach gained lower PDR values of
99.91 and 99.09 respectively. Also, with AF of 150 Kb, the
IITWOADL-TMS method provides improved PDR of 98.35
whereas the TAAPML approach and TMM system attain
reduced PDR values of 98.15 and 96.96 respectively.
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Figure 6 IIWOADL-TMS method results at different Mls
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Figure 8 PDR results using the IWOADL-TMS algorithm at different AFs

Table 2 Outcomes of IIWOADL-TMS technigue with other models

AF /Kb | IWOADL-TMS [ TAAPML | TMM
RES/J
10 12.12 11.08 11.76
25 12.29 1221 11.97
50 12.31 12.27 11.87
100 12.39 12.27 12.17
125 12.40 12.30 12.20
OHD / Kb

10 62 88 146
25 108 138 246
50 143 180 334
100 191 234 378
125 203 280 454

Tab. 2 gives the comparison examination of the
IIWOADL-TMS system based on RES and OHD in terms
of AF.

Fig. 9 offers a comprehensive RSE examination of the
IIWOADL-TMS system with present methods under
various AFs. The results show that the IWOADL-TMS
system has displayed improved results with greater values
of RSE. For example, with AF of 50 Kb, the
IIWOADL-TMS model has accomplished the greatest
RSE of 11.02 J whereas the TAAPML and TMM methods
have got reduced RSE of 10.98 J and 10.66 J respectively.
Also, with AF of 150 Kb, the IWOADL-TMS algorithm
has attained better RSE of 11.30 J but the TAAPML
approach and TMM system have reported minimal RSE of
11.20 J and 11.10 J respectively.

Fig. 10 signifies a comparison OHD outcome of the
IIWOADL-TMS model at distinct AFs. The outcome
specifies that the TMM technique has exhibited worse
outcome compared to methods. Likewise, the TAAPML
approach has outperformed that slightly lower value of
DEL. However, the IWOADL-TMS methodology has
demonstrated better performances with least OHD values
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of 61 Kb, 106 Kb, 141 Kb, 189 Kb, and 201 Kb under AF
of 50 Kb - 150 Kb, respectively.
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Figure 9 Examination of the IWOADL-TMS methodology at different AFs
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Figure 10 Examination of the IWOADL-TMS method under different AFs
5 CONCLUSION

We have built an IIWOADL-TMS model for
application in the SIoT Network, which is described in this
paper. The IIWOADL-TMS system calculates both
indirect and direct trust levels, with its performance
assessed through various evaluation criteria. This is
executed to enhance the application's overall performance
and to establish a secure data transmission protocol. During
authentication, the gateway will exclude the node if the
TTVL of the SIoT device is below the THVL. The LSTM
method can be employed to develop a THVL based on the
compiled traffic data during the classification process. The
IWOA method is employed by the IITWOADL-TMS
technique to ascertain the appropriate hyperparameter
range for the LSTM system. The experimental validation
of the IIWOADL-TMS approach and the simulation
analysis indicate that the IITWOADL-TMS strategy
outperforms other models. The experimental validation
was conducted under various conditions.
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