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This paper reviews cybersecurity standards, regulations, and audit procedures relevant to EU
Onshore Power Supply systems. These systems link maritime and energy infrastructures via high-
capacity ship-to-shore connections. Such hybrid operational technology environments introduce

vulnerabilities that neither maritime nor energy sector standards fully address. Using a qualitative,
comparative review, the authors evaluate key frameworks. Analysis reveals gaps in authentication,
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mutual assurance, runtime monitoring, incident response, and management of legacy operational
technology. The findings provide a foundation for risk-informed, cross-sector cybersecurity audits
and highlight the need for harmonized yet adaptable security requirements to safeguard Onshore
Power Supply-enabled ports against evolving cyber threats.

1 Introduction

The maritime and energy sectors are on the brink of
an unprecedented technological convergence that fun-
damentally reshapes the cybersecurity landscape of
both industries. The European Union’s FuelEU Maritime
regulation, which entered into force on January 1, 2025,
mandates that container ships and passenger vessels
above 5,000 GT connect to onshore power supply (OPS)
systems when calling at EU ports from 2030 onwards
[1]. New regulatory requirement, coupled with the Al-
ternative Fuels Infrastructure Regulation (AFIR), creat-
ed a critical cybersecurity challenge: the direct
integration of mobile maritime operational technology
(OT) systems with stationary energy infrastructure net-
works [2]. This convergence represents more than a
simple electrical connection; it establishes a direct cy-
ber pathway between two previously isolated critical

infrastructure domains. When ships connect to shore
power systems, they create temporary but high-capaci-
ty data and control channels that bridge maritime ves-
sel networks with terrestrial electrical grids, port
management systems, and broader energy infrastruc-
ture networks. This integration introduces novel attack
vectors that neither sector’s existing cybersecurity
frameworks adequately address, creating a significant
security gap in critical infrastructure protection.

The cybersecurity implications of this convergence
are profound. Maritime OT systems, traditionally de-
signed with air-gapped architectures that assumed
physical isolation from external networks, suddenly in-
terface directly with energy sector infrastructure that
operates under fundamentally different security para-
digms. Shore power connections create bidirectional
pathways for cyber threats, where malware could po-
tentially propagate from compromised ship systems to
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port electrical infrastructure, or conversely, from com-
promised energy systems to vessel control systems [3].
This creates scenarios where a cyberattack targeting a
single vessel could cascade through shore power infra-
structure to affect multiple ships, port operations, or
even regional electrical grids.

The convergence of maritime and energy systems
through shore power connections presents cybersecurity
challenges that are qualitatively different from those
faced by either sector independently. Traditional mari-
time cybersecurity frameworks, such as the International
Maritime Organization’s Resolution MSC.428(98) and the
International Association of Classification Societies’ Uni-
fied Requirements E26 and E27, were developed prima-
rily to address threats to isolated ship systems or
ship-to-shore communications via satellite links [4].
These frameworks assume that ship systems can main-
tain operational security through network segmentation
and controlled access points.

Similarly, energy sector cybersecurity standards, in-
cluding the IEC 62443 series and European implemen-
tations of the NIS2 Directive, were designed to protect
stationary infrastructure with predictable connection
patterns and controlled access environments [5]. These
standards assume that all connected devices can be cat-
alogued, monitored, and maintained according to con-
sistent security policies over extended periods.

Shore power operations fundamentally challenge
both sets of assumptions. Ships arrive at ports with un-
known cybersecurity postures, potentially carrying mal-
ware or system vulnerabilities acquired during their
voyages [6]. The temporary nature of shore power con-
nections means that energy infrastructure must accom-
modate frequent connections and disconnections of
systems that cannot be continuously monitored or main-
tained to consistent security standards. This creates what
cybersecurity experts describe as a “trust boundary
problem” - the need to establish secure communications
between systems that operate under different security
policies and threat models [6].

The scale and complexity of this challenge are ampli-
fied by the mandatory nature of shore power connec-
tions under EU regulations. Unlike voluntary technology
adoptions that can be implemented gradually with ex-
tensive security testing, the FuelEU Maritime require-
ments create compliance deadlines that may pressure
rapid deployment of shore power infrastructure with-
out adequate cybersecurity consideration [1]. The regu-
lation’s requirement for container and passenger ships
to connect to shore power at major EU ports by 2030,
and all EU ports with available shore power by 2035,
means that thousands of vessels and hundreds of ports
must implement these connections within a com-
pressed timeframe.

The cybersecurity risks associated with shore power
connections extend far beyond individual vessels or ports

to encompass broader critical infrastructure vulnerabili-
ties. Modern electrical grids operate as interconnected
systems where localized disruptions can cascade to cre-
ate regional or national impacts [3]. The integration of
multiple ships with shore power systems creates new
pathways for such cascading effects, particularly given
the high-power demands of large commercial vessels.

Container ships and passenger vessels requiring
shore power connections typically demand several mega-
watts of electrical power, comparable to small industrial
facilities [3]. This high-power consumption means that
shore power systems often connect directly to medium-
voltage distribution networks rather than low-voltage
consumer circuits. Consequently, cybersecurity vulnera-
bilities in shore power operations could potentially affect
electrical distribution systems serving broader port are-
as or even regional grids.

The critical infrastructure implications are further
amplified by the concentration of shore power opera-
tions at major European ports. Ports such as Rotterdam,
Hamburg, Antwerp, and others manage significant per-
centages of European maritime trade. A coordinated cy-
berattack targeting shore power systems at multiple
major ports could simultaneously disrupt maritime lo-
gistics and electrical infrastructure across multiple EU
member states, creating cascading economic and secu-
rity impacts [7].

Geopolitical tensions during 2020s have heightened
concerns about state-sponsored cyberattacks targeting
critical infrastructure. NATO’s Cooperative Cyber De-
fence Centre of Excellence has specifically identified
maritime ports as targets for state-linked cyber opera-
tions, noting that Russia, Iran, and China have launched
sophisticated attacks against port infrastructure [8].
The integration of shore power systems creates addi-
tional attack surfaces that could be exploited by nation-
state actors seeking to disrupt European energy and
transportation infrastructure.

Despite the mandatory nature of shore power con-
nections under EU regulations, neither the FuelEU
Maritime regulation nor the AFIR explicitly addresses
cybersecurity requirements for these systems. This
regulatory gap creates uncertainty for both maritime
operators and port authorities regarding their cyber-
security obligations when implementing shore power
infrastructure. While the NIS2 Directive establishes
broad cybersecurity requirements for maritime trans-
port operators and port facilities, it does not provide
specific guidance for managing the cybersecurity risks
created by shore power operations [9].

Existing maritime cybersecurity standards, includ-
ing the IACS Unified Requirements and IMO guidelines,
focus primarily on shipboard systems and ship-to-shore
communications via traditional channels such as satel-
lite communications [10]. These standards do not ade-
quately address the cybersecurity requirements for
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direct electrical and data connections between ships
and shore infrastructure. Similarly, energy sector cyber-
security standards were developed for stationary infra-
structure and do not account for the unique challenges
of temporary connections with mobile systems that
cannot be continuously monitored or controlled. This
standards gap is particularly concerning given the com-
plexity of shore power operations. Modern shore power
systems incorporate sophisticated control and monitor-
ing technologies, including smart meters, automated
connection systems, load management capabilities, and
integration with port management systems [11].

This paper addresses the emerging cybersecurity
challenges of mandatory shore power integration by
systematically examining the adequacy of existing
standards and regulations at the maritime energy inter-
face. The central hypothesis is that the novel integration
of energy systems into maritime operations requires
systematic analysis and the application of harmonized
cross-sector frameworks in information systems audit-
ing, to ensure resilient, secure, and compliant shore
power operations.

The research examines the applicability of the NIS2
Directive to maritime energy convergence, reviews IMO
and IACS requirements for shore power operations,
evaluates IEC 62443 standards for hybrid systems, and
identifies regulatory and technical gaps [9]. It also con-
siders emerging cybersecurity technologies and risk
management approaches, focusing on European frame-
works but including international standards to reflect
the global nature of shipping.

The first chapter introduces the regulatory and tech-
nological context of maritime - energy convergence and
formulates the research hypothesis. The second chapter
details the qualitative, comparative research methodol-
ogy based on a systematic review and standards analy-
sis conducted under the PRISMA framework. The third
chapter presents the analytical results, focusing on the
cyber-physical integration of maritime and energy in-
frastructures, identifying shared vulnerabilities, and
evaluating the relevance of sector-specific cybersecurity
frameworks. The fourth chapter discusses the overlap-
ping and fragmented nature of current regulations,
emphasizing interoperability challenges, standard re-
dundancies, and the necessity of continuous auditing
and adaptive governance mechanisms. The final chapter
concludes with recommendations for harmonized
cross-sector standards, coordinated incident manage-
ment, and the development of dynamic cybersecurity
strategies to ensure resilient and secure OPS-enabled
port operations.

2 Materials and methods

This review article employs a qualitative, comparative
methodology to analyse and synthesize existing cyberse-

curity standards relevant to the maritime and energy sec-
tors, with a particular focus on the emerging intersection
created by mandatory shore power connectivity under
EU regulation. The methodology integrates three princi-
pal dimensions: regulatory review, standards analysis,
and risk-focused contextual interpretation.

The selection of documents and frameworks for
analysis was guided by three primary criteria: (1) for-
mal recognition by international or European regulato-
ry bodies; (2) sectoral relevance to operational
technology (OT) or industrial control systems (ICS); and
(3) practical applicability to integrated port and ship
environments [7]. Key standards include the [EC 62443
series, the ISO/IEC 27000 family, IMO guidelines, IACS
unified requirements, and the EU NIS2 Directive. Al-
though U.S.-based frameworks such as the NIST Cyber-
security Framework and NERC CIP are not legally
binding in the European context, they were included for
their methodological depth and established industry
relevance.

A systematic literature review was conducted using
primary sources such as international standards, regu-
latory directives, and sector-specific technical guide-
lines. Supplementary analysis was derived from
academic publications, technical reports, and audit doc-
umentation provided through professional engagement.
The article also incorporates findings from previously
conducted audits and national-level case studies, in-
cluding audit reporting standards from other industries,
to ground theoretical frameworks in practical audit
outcomes.

This multi-source, multi-framework comparison en-
ables the identification of regulatory overlaps, gaps, and
areas of misalignment. The goal is to assess the suffi-
ciency of current cybersecurity frameworks in address-
ing the cyber-physical convergence that characterizes
shore power infrastructure. The outcome of this meth-
odological approach is not only a descriptive account of
existing standards but also a normative evaluation of
their ability to safeguard critical maritime-energy
interfaces.

To deepen the understanding of cybersecurity chal-
lenges emerging from the convergence of maritime and
energy infrastructures, a comprehensive literature re-
view was conducted, following the simplified PRISMA
(Preferred Reporting Items for Systematic Reviews and
Meta-Analyses) guidelines to ensure methodological
rigor and transparency in the literature review process
[12]. The objective of this systematic review was to
identify, evaluate, and synthesize existing research ad-
dressing cybersecurity in Onshore Power Supply (OPS)
systems, the integration of maritime operational tech-
nology (OT) with energy infrastructure, and relevant
regulatory and technical frameworks.

The search strategy combined the keywords “mari-

”u

time cybersecurity,” “onshore power supply,” “critical infra-
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structure protection,” “energy systems,” and “operational
technology” using Boolean operators (AND/OR). Search-
es were performed in major academic databases includ-
ing Web of Science, Scopus, and ScienceDirect, covering
journal articles, book chapters, and conference papers
published in English language between 2021. and 2025.

A total of 47 papers were initially identified through
targeted database searches. Additional 11 publications
were obtained from secondary sources, including refer-
ence list cross-checking, citation tracing, and author
recommendations. After removing duplicates, 52 pa-
pers remained for detailed review.

Following the title and abstract screening, 31 papers
were excluded due to limited relevance to the cyberse-
curity aspects of Onshore Power Supply (OPS) systems,
lack of technical depth regarding industrial control sys-
tems (ICS) or operational technology (OT), or insuffi-
cient methodological quality. Consequently, 29 studies

were included in the final qualitative synthesis, provid-
ing a solid foundation for identifying patterns, regulato-
rygaps,andfutureresearchdirectionsinmaritime-energy
cybersecurity integration.

This systematic process ensured that the literature
review captured the most relevant and recent academic
and technical contributions addressing the cybersecuri-
ty implications of OPS implementation. The complete
selection procedure is summarized in Figure 1, which
presents the PRISMA flow diagram outlining the stages
of identification, screening, eligibility assessment, and
inclusion.

The systematic approach illustrated in Figure 1 es-
tablishes the methodological foundation for the subse-
quent analysis, thereby ensuring that the examination
of existing standards and frameworks in the following
sections is grounded in a comprehensive, coherent, and
rigorously validated body of research. This structured

database searching
[n=47)

Records identified through

Additional records identified
through other sources

(n=11)

4

Records after duplicates removed

(n=52) f
L 4
Records screened ¥  Records excluded
(n=52) (n=21)

h i

Full-text articles asses-
ssed for eligibility
(n=21)

r

Studies included in
qualitative synthesis

{n=29)

[ Included ][ Eligibility }{ Screening }[Identification ]

Figure 1 PRISMA Flow Diagram of the Systematic Literature Review Process

Source: Created by the Authors
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foundation enables a consistent analytical perspective,
facilitating the integration of diverse regulatory, techni-
cal, and operational dimensions of OPS cybersecurity
into a unified and evidence-based evaluative frame-
work.

3 Results

This chapter provides results of the structured anal-
ysis of the cyber-physical integration between maritime
operational technologies and energy systems, focusing
on the conceptual mechanisms and security architec-
tures that underpin Onshore Power Supply (OPS)
operations.

Several studies have analyzed maritime cybersecuri-
ty from a strategic and regulatory perspective. Kavalli-
eratos and Katsikas [6] explored cyber risk management
for cyber-enabled ships, emphasizing the need for lay-
ered defences and procedural risk assessment. Their
study introduced a structured approach to ship-level cy-
bersecurity management, aligning with the IMO’s Safety
Management System requirements. However, as their
research focused primarily on shipboard OT, it did not
address the challenges of direct connectivity between
ships and onshore infrastructure, which is the central
issue of OPS integration. Similarly, Tombak et al. [3]
identified cybersecurity risks at ports, highlighting the
vulnerabilities of port information systems and control
networks. Their work underscored the systemic nature
of maritime cyber threats but stopped short of analyz-
ing how these risks extend through energy distribution
systems, a gap directly addressed in this paper.

From the energy sector perspective, Alomari et al.
[7] and Ige et al. [14] examined cybersecurity in smart
grids and renewable energy systems, identifying mal-
ware, unauthorized access, and cascading failures as
key vulnerabilities. Both studies employed a technical
and conceptual approach, proposing a layered defence
strategy that resonates strongly with the risks in OPS
environments. Their findings support the argument that
energy sector frameworks such as [EC 62443 can pro-
vide a foundation for securing hybrid maritime-energy
infrastructures.

At the regulatory level, Melnyk et al. [18] offered an
international overview of cybersecurity governance in
maritime transport, emphasizing discrepancies be-
tween IMO guidelines, EU directives, and national regu-
lations. Their analysis pointed out that while global
conventions establish general obligations, sector-specif-
ic adaptation is essential for operational environments
like ports and OPS systems. This view is supported by
the European Parliament’s NIS2 Directive [9], which
mandates minimum cybersecurity measures across
critical sectors, including energy and maritime trans-
port, but leaves the technical implementation open to
sectoral interpretation.

The International Maritime Organization’s Resolu-
tion MSC.428(98) and the IACS Unified Requirements
UR E26 and UR E27 are pivotal maritime standards dis-
cussed in several identified sources [4,16]. Potamos et
al. [16] focused on integrating operational technology
sensor data for improved situational awareness in ship
cybersecurity, illustrating the growing importance of OT
monitoring in preventing cyber incidents. However,
these standards and studies remain ship-centric and do
not explicitly address shore-based system interopera-
bility, underscoring the need for cross-sector alignment.

On the industrial control side, Cindri¢ et al. [12]
mapped Industrial Internet of Things (IIoT) applica-
tions to IEC 62443 standards, demonstrating their
relevance for system design and secure network archi-
tecture. Their approach reinforces the adaptability of
[EC 62443 to hybrid maritime-energy environments.
Similarly, Ryu et al. [15] proposed a layered defence
model for energy IT infrastructure, highlighting mal-
ware resilience and proactive monitoring, both critical
for OPS security.

The academic debate also includes analyses of tech-
nological convergence in smart port environments. Aky-
ildiz [11] conceptualized port cybersecurity and threat
domains, stressing the importance of organizational
awareness and proactive defence. De Peralta et al. [17]
examined the legal and operational challenges of mari-
time cyber protection, identifying gaps in compliance
and inter-organizational coordination. Both studies re-
inforce the premise that cybersecurity in ports must be
managed holistically, accounting for both IT and OT sys-
tems connected through shore power operations.

In addition to academic literature, several technical
and regulatory documents provide essential context.
The European Commission’s Directorate-General for
Mobility and Transport [4] outlines the policy frame-
work underpinning the FuelEU Maritime and AFIR
regulations, which form the legal foundation for OPS de-
ployment. Likewise, Sulzer [8] and Zgaljic et al. [19] ad-
dressed the broader implications of port security,
resilience, and performance, particularly in the context
of hybrid threats and modal shifts in transport systems.

The reviewed literature consistently highlights the
fragmented nature of current cybersecurity frameworks
when applied to the hybrid maritime-energy domain.
While maritime research largely concentrates on vessel-
level risks and operational continuity, and energy re-
search focuses on grid security and automation, few
studies integrate both perspectives. This paper therefore
builds on the identified gaps by synthesizing existing
standards - including NIS2, IEC 62443, IMO MSC.428(98),
and IACS UR E26/E27 - and proposing an analytical
framework for harmonized, cross-sector cybersecurity
governance in Onshore Power Supply systems.

This limited number of relevant sources indicates
that the topic is still insufficiently researched and that
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there is a notable gap in the academic literature con-
cerning the cybersecurity aspects of Onshore Power
Supply (OPS) systems and their intersection with mari-
time and energy infrastructures.

Figure 2 illustrates the bidirectional flow of data and
control between shipboard operational technology (OT)
and onshore industrial control systems (ICS), highlight-
ing the shared cybersecurity vulnerabilities, regulatory
overlap (IMO, IACS, IEC, NIS2), and the potential attack
vectors created by temporary high-capacity connec-
tions. The model emphasizes the need for harmonized
cross-sector frameworks to manage the evolving threat
surface.

Historically, maritime vessels and energy networks
operated as discrete critical infrastructures. Ships relied
on air-gapped OT systems for propulsion, navigation,
and safety, while energy facilities developed their own
control environments to ensure grid stability [4]. With
the push towards decarbonization and smarter port op-
erations, these once-isolated systems now intersect via
sophisticated shore power connections and automated
port management platforms [7]. The rapid advance of
digitalization within critical infrastructure has dissolved
traditional sectoral boundaries, giving rise to highly in-

Shipboard OT Systems
(IACS, IMO /SC.428)

High-capacity data/control link

l

Port ICS + Energy Grid
(IEC 62443, NIS2, AFIR)

Shared Risk Surface

i

National Grid /
Energy Infrastructure
(NERC CIP, NIST CSF)

——>» Shared Risk Surface —>»

Figure 2 Conceptual Model of Cybersecurity Convergence at
the Maritime - Energy Interface

Source: Created by the Authors

terconnected cyber-physical systems. In the maritime
and energy sectors, the introduction of shore power re-
quirements, mandating direct connection between
ships and port electrical infrastructure, exemplifies this
integration [13]. While the environmental and opera-
tional benefits of such systems are evident, the conver-
gence of maritime and energy operational technologies
(OT) with information technology (IT) presents unprec-
edented security challenges that transcend the scope of
legacy approaches [14]. This chapter presents research
of the emerging cyber-physical reality at the maritime-
energy interface and reviews the standards landscape
shaping its security paradigm.

The main security dilemma introduced by cyber-
physical integration is the erosion of traditional security
perimeters. Ships interface with shore-based OT, often
via transient but high-capacity links, exposing other-
wise isolated OT environments to risks, such as mal-
ware transmission, unauthorized access, or disruption
by malicious actors [15]. The risk profile evolves dy-
namically based on connections established, protocols
used, and the underlying trust models.

In the new paradigm, threat actors may exploit
weaknesses in either the vessel’s onboard systems or
the port’s energy management systems to compromise
the other [16]. The spectrum of attack scenarios now in-
cludes manipulation of propulsion or steering via the
shore link, infection of port control platforms by com-
promised vessels, and even grid disturbances originat-
ing from vessel-side cyber faults.

Existing cybersecurity standards approach the prob-
lem from sector-specific perspectives. The International
Maritime Organization’s MSC.428(98) and IACS Unified
Requirements E26 and E27 provide the backbone for
maritime cyber management, focusing on the ship as
the primary asset [14]. In parallel, the energy sector
employs IEC 62443 for industrial control system securi-
ty and, in the EU, falls under the cross-sectoral NIS2 Di-
rective [9].

IEC 62443 stands out as the most technically com-
prehensive, offering frameworks for secure design, im-
plementation, and operation of interconnected ICS/OT.
It is increasingly viewed as a bridge standard capable of
informing both ship- and shore-based cybersecurity
practices, particularly at the electric interface [9]. How-
ever, neither maritime nor energy sector standards
alone provide a holistic solution for cyber-physical inte-
gration. Gaps persist in the areas of authentication dur-
ing connection, mutual security assurance, runtime
monitoring, incident response coordination, and the
management of legacy OT that was never intended to
interface directly with external systems [17].

The NIS2 Directive, while regulatory rather than
technical, creates a cross-sector governance structure. It
mandates incident reporting, supply chain security, and
minimum risk management, applicable to both ports
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FuelEU Maritime)

IMO & IACS Standards
(MSC:428(98),
UR E26/E27)
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(IEC 62443, ISO/IEC 27000 )

Other / US Standards
(NIST CSF, NERC CIP)

Figure 3 Hierarchical Structure of Cybersecurity Standards Relevant to OPS Systems

Source: Created by the Authors

and energy operators [5]. However, its implementation
depends on sector-specific harmonization, making col-
laboration and joint interpretation essential for secur-
ing cyber-physical processes such as shore power.

Despite their strengths, all existing frameworks re-
quire adaptation to fully address cyber-physical integra-
tion when used at the intersection of the maritime and
energy sectors. Effective security must account for both
the IT-centric threats and OT-centric operational haz-
ards, prioritizing resilience, safety, and business conti-
nuity across the interconnected system [18].

Industrial cybersecurity standards serve as founda-
tional frameworks to secure operational technology and
industrial control systems (ICS) that underpin critical
infrastructures such as energy grids and maritime oper-
ations. The following overview groups key standards
and frameworks, highlighting their scope, applicability,
and relevance to the maritime-energy convergence, es-
pecially in the context of shore power connections. [10]

As it is evident in Figure 3, the hierarchical structure
situates European regulatory instruments (e.g., NIS2,
AFIR, FuelEU Maritime) as overarching frameworks,
succeeded by international maritime regulations (IMO
MSC.428(98), IACS UR E26/E27), professional and in-
dustrial standards (IEC 62443, ISO/IEC 27000), and
globally influential U.S. frameworks (NIST CSF, NERC
CIP). This stratified configuration underscores that en-

suring OPS cybersecurity effectiveness necessitates
comprehensive alignment and coordination across reg-
ulatory, organizational, and technical domains.

Although not legally binding in Europe, the NIST
CSF’s comprehensive risk management approach is val-
uable in the energy sector and offers transferable con-
cepts for managing the cyber risks presented by the
integration of shipboard OT with shore-based energy
infrastructure [19]. Its adaptability makes it a useful
benchmark when addressing the growing complexity of
connected maritime and energy systems.

3.1 European Union NIS2 Directive

The Network and Information Security Directive 2
(NIS2) represents a harmonized European regulatory
framework that mandates risk management, incident
reporting, and supply chain security across eighteen
critical sectors, including maritime transport and ener-
gy providers. NIS2 introduces binding obligations for
port authorities, shipping companies, and energy oper-
ators, aiming to enhance the cyber resilience of critical
infrastructure throughout the European Union.

NIS2’s cross-sector scope and unified governance
model provide an essential regulatory foundation to ad-
dress the cybersecurity challenges arising from mari-
time-energy integration via shore power systems.
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However, the directive intentionally remains high-level,
requiring sector-specific guidelines and standards to fill
in detailed operational cybersecurity requirements for
shore power setups [9].

3.2 IEC 62443 Series

Developed by the International Electrotechnical
Commission (IEC), the IEC 62443 series targets security
for Industrial Automation and Control Systems (IACS)
across diverse sectors, including both maritime and en-
ergy industries. This standard framework addresses cy-
bersecurity across the full lifecycle of systems, from
initial design to operation and maintenance, emphasiz-
ing a “security-by-design” philosophy [20].

IEC 62443 is widely adopted internationally as the
principal industrial cybersecurity standard. Its applica-
bility to shore power integration is critical because it of-
fers detailed guidance on network segmentation,
system hardening, identity management, and risk as-
sessment tailored to OT environments. The standard di-
rectly supports securing the interaction between ship
control systems and shore-side energy infrastructures
where ICS and OT converge.

3.3 IMO Resolution MSC.428(98)

The International Maritime Organization’s Resolu-
tion MSC.428(98) marks a pivotal advancement in mari-
time cybersecurity by mandating the incorporation of
cyber risk management within the International Safety
Management (ISM) Code. This resolution requires ship-
owners to consider cybersecurity as part of their safety
management systems, ensuring that risks are identified
and mitigated during compliance audits and operation-
al procedures.

While foundational for maritime cybersecurity, this
standard’s primary focus remains on shipboard systems
and communications channels traditionally used on-
board. Consequently, the resolution does not explicitly
address the novel cybersecurity risks introduced by
shore power connections and the consequent OT/ICS
integration challenges at ports.

3.4 IACS Unified Requirements UR E26 and UR E27

The International Association of Classification Socie-
ties (IACS) introduced Unified Requirements UR E26
and UR E27 as mandatory frameworks for newbuild
vessels from July 2024. These requirements seek to es-
tablish a robust baseline for cyber resilience of ship-
board systems and specific onboard equipment,
respectively. They focus on protecting critical operation-
al systems such as propulsion, steering, power genera-
tion, and navigation from cyber threats.

Although these unified requirements improve ship
cyber resilience, their direct applicability to shore pow-
er infrastructures remains limited. The standards pri-
marily address ship internal cybersecurity and provide
an opportunity for extension to formally encompass the
interface and interaction with shore-side energy net-
works.

3.5 NIST Cybersecurity Framework (CSF)

The National Institute of Standards and Technology
(NIST) Cybersecurity Framework is a voluntary guid-
ance tool designed to help organizations manage and
reduce their cybersecurity risks. Initially developed in
the United States, the framework is universally recog-
nized internationally as a reference point for establishing
cybersecurity programs. It organizes security activities
into five core functions: Identify, Protect, Detect, Re-
spond, and Recover, providing a flexible structure to
shape an organization’s cybersecurity maturity [5].

3.6 NERC Critical Infrastructure Protection (CIP)
Standards

The North American Electric Reliability Corporation
(NERC) CIP standards enforce mandatory cybersecurity
requirements aimed at protecting the Bulk Electric Sys-
tem within North America [8]. These standards address
a broad spectrum of controls including asset identifica-
tion, incident reporting, access control, and supply
chain risk management.

These standards are not legally enforceable in Eu-
rope, but they are widely respected as robust best prac-
tices in energy cybersecurity. For stakeholders working
on shore power interoperability, NERC CIP provides a
useful benchmark to understand advanced levels of reg-
ulatory rigor and technical controls typical in mature
energy sectors, helping to inform improved cybersecu-
rity postures in European maritime-energy interfaces.

Together, these standards and regulations create a
multifaceted cybersecurity environment where sector-
specific requirements meet cross-sector regulatory
mandates. [EC 62443 stands out as the most compre-
hensive technical standard for industrial control sys-
tems and provides a shared language to manage OT
cybersecurity risks both afloat and ashore. IMO and
IACS standards establish maritime cybersecurity base-
lines focused on shipboard systems, while NIS2 directs
overarching governance and risk management across
sectors.

NIST CSF and NERC CIP, although primarily Ameri-
can in origin, offer valuable perspectives and technical
benchmarks for European operators seeking to enhance
energy and maritime cybersecurity, particularly in the
evolving shore power domain.
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Table 1 Comparative Overview of Key Cybersecurity Standards for OPS Integration

Standard /
Framework

Issuing Body

Scope & Focus

Relevance to OPS
Integration

Key Limitations

NIS2 Directive

European Union

Cross-sector
cybersecurity
governance; mandatory

High - establishes
governance for both
maritime and energy

Lacks OPS-specific
technical guidance

Reliability Corporation

protection in energy
sector

security

reporting and risk operators
management
IEC 62443 Series International Industrial control Very high - provides Not sector-specific;
Electrotechnical system and OT technical measures for requires contextual
Commission cybersecurity network segmentation, adaptation
authentication, and
lifecycle security
IMO MSC.428(98) International Maritime | Cyber risk management | Moderate - applicable to | No guidance on shore-
Organization in ship safety systems | vessel-side operations based interfaces
IACS URE26/E27 International Shipboard OT and High for onboard No coverage of port -
Association of system-level cyber systems ship data integration
Classification Societies resilience
NIST Cybersecurity National Institute Risk-based Useful benchmarking | Voluntary, non-binding
Framework (CSF) of Standards and cybersecurity tool in EU context
Technology (US) management
NERC CIP Standards | North American Electric | Critical infrastructure Relevant for grid-side | Region-specific; limited

direct applicability in
EU

Source: Created by the Authors

Table 1 presents a structured comparison of the
scope, primary focus, applicability to OPS operations,
and identified limitations of each standard. This com-
parative overview highlights the fragmented yet inter-
related and complementary nature of the existing
regulatory and technical frameworks, underscoring the
necessity for their harmonized integration within the
OPS cybersecurity domain.

Yet, none of these standards singularly address the
full complexity of securing the maritime-energy inter-
face where ships connect temporarily but critically to
shore electrical grids. This gap underscores the urgent
need for integrative cybersecurity frameworks that har-
monize maritime and energy sector standards, ensuring
secure shore power implementation aligned with evolv-
ing European regulations.

4 Discussion

As it has already been established, the integration of
maritime and energy sectors, especially through shore
power, poses unique and multidimensional cybersecu-
rity challenges. At the heart of these challenges is the
patchwork of standards and regulations governing both
domains[21]. Each standard reflects the legacy priori-
ties, risk tolerance, and operational realities of its sector
of origin; yet no single framework alone can effectively
encompass the new cyber-physical risk landscape
formed at the maritime energy interface.

At the European level, the NIS2 Directive is the bind-
ing legal instrument that sets minimum cybersecurity
risk management, governance, and reporting obliga-
tions on critical sectors, including both maritime trans-
port and energy infrastructure. NIS2 compels ports,
shipping companies, and relevant energy actors to im-
plement robust, regularly reviewed policies and techni-
cal controls, and to report incidents in a timely manner
[8]. While it drives harmonization and cross-sector col-
laboration, NIS2 delegates detailed implementation to
sector-specific standards and national regulatory au-
thorities, creating both opportunity and complexity.

Internationally, the IMO Resolution MSC.428(98) re-
mains the primary regulatory anchor for maritime cy-
bersecurity, requiring cyber risk to be managed within
the Safety Management Systems (ISM Code) of all ships.
This broad mandate is strengthened at the system level
by the IACS Unified Requirements UR E26 and E27, ef-
fective for newbuild vessels since July 2024, which in-
troduce prescriptive requirements for cyber resilience
of critical shipboard OT and embedded control systems
[22]. Despite their scope, these instruments focus main-
ly on internal vessel operations rather than on the spe-
cifics of the interface with shore-based infrastructure.

Within the professional standards domain, the IEC
62443 series stands as the global benchmark for cyber-
security within ICS and OT environments. Its layered, li-
fecycle-centric approach is highly relevant for both
stationary (port, grid) and mobile (shipboard) ICS, and
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it has been increasingly referenced in port moderniza-
tion initiatives [23].

Other internationally influential standards include
the NIST Cybersecurity Framework (CSF) which pro-
vides a risk-based, iterative framework valued for its
adaptability. Although not binding in Europe, it is com-
monly invoked by operators seeking to benchmark
against North American best practices, and its structure
resonates with process-driven European standards
[22]. The NERC Critical Infrastructure Protection
(CIP) standards, while mandatory only in North Ameri-
ca, are frequently cited in scientific literature as the gold
standard for auditability and continuous compliance in
the energy sector. NERC CIP’s emphasis on asset identi-
fication, logical network segmentation, incident report-
ing, and documented audits offers substantial guidance
for European energy operators tasked with securing
new shore power interfaces.

Overlaying all of these is the EU’s NIS2 Directive, a
binding legal instrument imposing minimum cyberse-
curity risk management, governance, and reporting ob-
ligations on critical sectors, including both maritime
transport and energy infrastructure. NIS2 compels
ports, shipping companies, and relevant energy actors
to implement robust, regularly reviewed policies and
technical controls, and to report incidents in a timely
manner [5]. Importantly, while NIS2 drives harmoniza-
tion and cross-sector collaboration, it delegates imple-
mentation detail to sector-specific standards and to
national regulatory authorities, thereby creating both
opportunity and complexity.

The simultaneous operation of multiple cybersecuri-
ty frameworks at the ship - shore electrical interface
gives rise to several complex challenges. One significant
concern is the issue of interoperability. As vessels from
various flag states, each subject to cybersecurity proto-
cols audited under IMO and IACS regimes, arrive at Eu-
ropean ports, they must interact with port and grid
systems governed by EU, national, and IEC-derived
standards [20]. Achieving effective interoperability in
this context requires not only mutual recognition of cer-
tificates and procedural checklists but also an alignment
in the real-time assessment of cyber risk postures, an
area that remains insufficiently addressed by any single
standard [24].

Another challenge involves the considerable overlap
and redundancy found across cybersecurity regimes.
Critical functions such as risk assessment, incident re-
porting, and access control are subject to parallel regula-
tory requirements for ports, ships, and energy
infrastructure operators [20]. While this redundancy can
enhance system resilience and offer layered defences, it
also introduces inefficiencies and leads to audit fatigue.
In some cases, this results in “compliance theatre,” where
formal adherence to requirements takes precedence over
meaningful improvements to cybersecurity posture.

A further issue lies in the persistent gaps between
policy and practice. Maritime cybersecurity standards
have yet to fully account for the physical-cyber charac-
teristics of shore power systems, including dynamic au-
thentication mechanisms, collaborative ship-shore
monitoring of cyber threats, and coordinated emergen-
cy responses across sectors [22]. On the energy side,
legacy industrial control systems and grid security ar-
chitectures are still undergoing necessary updates to
mitigate the risks associated with routine, high-power
connections to external shipboard operational technol-
ogy. Existing standards seldom provide prescriptive,
real-time guidance for these complex hybrid environ-
ments and often lack clear demarcations of responsibil-
ity in the event of cyber incidents [21].

Together, these challenges underscore the pressing
need for continued research, enhanced cross-sector pol-
icy coordination, and the development of practical tools
aimed at harmonizing audit and compliance activities
across the maritime and energy domains. This need for
alignment and coordination is further amplified by the
growing requirement for continuous audit and monitor-
ing across all relevant frameworks [25].

A defining feature of the whole regulatory landscape
is the ever-increasing requirement for continuous audit
and monitoring. Unlike older, periodic approaches,
where annual or biennial reviews sufficed modern cy-
ber - physical environments, demand near real time as-
surance [26]. Vessel operators must demonstrate the
ongoing effectiveness of their ISM cybersecurity proce-
dures (via the IMO and IACS frameworks), while ports
and energy distributors must document their risk as-
sessments, mitigate findings, and report incidents con-
tinuously to authorities under NIS2 and, where adopted,
[EC 62443 and NERC CIP regimes [9].

Audit, and the technical infrastructure supporting it,
is no longer a periodic administrative burden but a live
operational function. This includes automated logging,
vulnerability scanning, penetration testing, supply chain
risk assessments, and human-factor training, all of which
must be evidenced and retrievable for regulatory re-
view. As a result, compliance is no longer a static state
but a dynamic process requiring coordination across
sectoral and even international boundaries [6].

For multi-national operators and port authorities,
this creates a fragile equilibrium: they must align dispa-
rate standards, ensure mutual recognition of compli-
ance processes, and maintain the capability to scale
audits as connections and operations multiply, often
with limited cyber expertise and in the face of rapid
technological change [27]. This operational balancing
act is compounded by the complexity of legislation and
overlapping regulatory frameworks that govern the
maritime - energy interface.

While legislation such as NIS2 marks a historic ad-
vance in harmonizing cybersecurity governance, its im-
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plementation in hybrid sectors is inherently complex
and will remain so for the near future. The layering of
international conventions (IMO), technical standards
(IEC/IACS/NIST), and supranational regulation (EU)
creates a framework that is broad in ambition but frag-
mented at the operational level [26].

The central issue lies in the need for both standardi-
zation and adaptability [26]. Standardized minimum re-
quirements are essential to protect the weakest node in
transnational maritime-energy chains. At the same
time, the rapid evolution of attack vectors, digital trans-
formation (including artificial intelligence and smart
port automation), and the unique characteristics of each
location require a flexible, risk-informed, and evolution-
ready approach to both compliance and practice [11].

Securing the cyber - physical integration of maritime
and energy systems demands a change in basic assump-
tions, from compartmentalized defence strategies to
holistic, cooperative methods. Port authorities, ship op-
erators, and energy suppliers must agree upon shared
protocols for identity, authentication, access control,
and anomaly detection at the ship-shore interface[28].
This includes joint exercises, information sharing, and
coordinated incident response plans that acknowledge
the unique challenges of temporally and geographically
distributed assets[10].

Research increasingly points to the necessity of de-
fence - in - depth, zero-trust architectures, and cyberse-
curity risk assessments that transcend organizational
and sectoral boundaries. Technical measures such as ro-
bust segmentation, encryption at the interface, OTA
patches, and real-time security monitoring, backed by
clear legal and procedural frameworks, are presented as
priorities in both academic and regulatory guidance [26].

There is also a critical need for ongoing training and
awareness programs that reach vessel crews, port tech-
nicians, and energy IT/OT operators alike. Misalign-
ments in skills, policies, or priorities across these
sectors can themselves become security liabilities [29].
Therefore, a unified approach to training, risk evalua-
tion, and continuous improvement underpinned by har-
monized standards is essential for the resilience of the
integrated whole.

5 Conclusion

The onset of mandatory shore power connections
under European Union regulations marks a pivotal mo-
ment in the evolution of critical infrastructure cyberse-
curity. This paper has explored the increasingly complex
landscape where maritime and energy sectors converge,
creating a novel cyber-physical interface that exposes
hitherto isolated systems to shared digital risk.

Throughout the research, it has become evident that
while robust cybersecurity standards and regulatory

frameworks exist within the maritime and energy do-
mains individually, their direct applicability to the shore
power interface is partial and fragmented. International
maritime standards, such as IMO Resolution
MSC.428(98) and IACS Unified Requirements UR E26
and UR E27, establish important baselines for ship-
board cyber resilience. Meanwhile, energy sector frame-
works, including IEC 62443, the NIS2 Directive, and, in
North America, NERC CIP, address secure operation of
stationary industrial control systems with detailed tech-
nical prescriptions and mandatory governance.

However, the unique challenges posed by shore
power requirements, characterized by transient but
high-capacity connections between mobile vessels and
terrestrial electrical grids, demand a more integrated
and adaptive approach. The existing regulatory patch-
work requires harmonization to address cyber-physical
integration risks effectively. This includes clarifying re-
sponsibility boundaries, establishing mutual trust veri-
fication protocols at connection points, and integrating
incident response procedures that span both maritime
and energy stakeholders.

Moreover, the necessity for continuous, real-time au-
dit and monitoring underscored in this research empha-
sizes that cybersecurity compliance in these sectors is
no longer a static checkpoint but an ongoing operation-
al imperative. The evolving threat landscape, fuelled by
increasing digitization, automation, and emerging tech-
nologies such as artificial intelligence, further compli-
cates this environment and underscores the importance
of dynamic governance.

In conclusion, addressing the cybersecurity chal-
lenges of maritime-energy convergence demands:

e Harmonized cross-sector standards that reflect the
realities of cyber-physical integration;

e Regulatory frameworks that enforce continuous au-
dit, transparent reporting, and joint incident
management;

e Industry collaboration focusing on unified risk as-
sessment methodologies and shared best practices;

e Investment in cybersecurity technologies and work-
force competencies tailored to hybrid OT/ICS
environments.

The main limitations of this research lie in its reli-
ance on existing literature, standards, and regulatory
texts without direct empirical testing of cybersecurity
measures in operational shore power environments.
Additionally, the scope is geographically weighted to-
ward the European Union, which may limit the applica-
bility of certain conclusions in non-EU contexts.
Simulation-based risk modelling would provide further
validation of the identified gaps.

This research thus provides a foundational synthesis
of applicable standards, legislative requirements, and
operational imperatives, serving as a basis for policy-
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makers, port authorities, maritime operators, energy
providers, and researchers to develop resilient, future-
ready security architectures. Future research could ex-
pand by conducting empirical field studies and real-time
cyber risk assessments in active port-vessel shore pow-
er connections. Comparative analyses between EU and
non-EU regulatory environments could offer insights
into global harmonization potential. It could also extend
towards exploring the integration of artificial intelli-
gence, blockchain-based verification systems, and ad-
vanced intrusion detection mechanisms to strengthen
the security of maritime-energy cyber-physical sys-
tems. As the EU’s shore power mandates approach full
implementation, initiative-taking, coordinated action
will be essential to safeguard the integrity, reliability,
and sustainability of European and global critical infra-
structures in an increasingly connected world.
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