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Abstract: With the acceleration of enterprise digital transformation, the risk of sensitive data leakage has significantly increased. Traditional Digital Information Embedding 
(DIE) techniques suffer from critical limitations: limited embedding capacity, insufficient concealment (prone to visual distortion), weak robustness against attacks (e.g., noise 
and compression), and high computational complexity, failing to meet enterprises' demands for secure and large-scale sensitive data hiding. To address these issues, this 
study proposes a novel hybrid algorithm that integrates the Modulus Calculations on Prime Number Algorithm (MOPNA) and Single Pixel Modification (SPM) algorithm, 
which is an innovative combination that leverages MOPNA's pixel grouping strategy (dividing carriers into dual-pixel groups) and modular operation optimization based on 
prime weight, along with SPM's "high capacity-low distortion" single-pixel adjustment advantage. Based on this hybrid algorithm, a DIE model integrated with a Security and 
Authentication Module (SAM) is constructed to enhance data security during transmission and storage. The core contribution of this research lies in developing a DIE model 
with higher embedding capacity and stronger robustness than traditional methods. The practical application in an architectural design enterprise shows that the model 
achieves an embedding capacity of 3.51 bpp (36.58% higher than the SPM and 100.57% higher than the INFO algorithm), a Peak Signal-to-Noise Ratio (PSNR) of 48.25 
dB, and a Structural Similarity (SSIM) of 0.98, ensuring near-lossless visual concealment. In terms of security, its anti-noise recovery rate reaches 95.50%, the anti-
compression attack recovery rate is 90.25%, and the average information extraction time is only 0.45 s per image (62.50% faster than the SPM). This model provides a new 
technical solution for secure transmission and storage of enterprise sensitive information, with important reference value for data protection in other fields. 
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1 INTRODUCTION 
 

In the context of global digitization, financial 
statements and customer information in daily operations, 
as well as enterprise data related to core competitiveness 
such as research and development data and strategic 
planning, have become key assets that drive enterprise 
development and maintain competitive advantages [1-3]. 
However, the explosive growth in the storage and 
transmission of sensitive data has led to an increased risk 
of leakage, such as frequent financial fraud caused by 
customer account information breaches, and long-term 
collapse of enterprise innovation results caused by research 
and development data breaches [4-5]. This makes 
enterprise data protection a strategic priority related to 
survival [6]. Traditional data protection technologies such 
as encryption and access control can only secure static data 
but fail to meet the covert requirements of data 
transmission. Digital Information Embedding (DIE) 
technology, which hides sensitive data in carrier files 
without altering file appearance, has emerged as a key 
means for enterprise data protection [7, 8]. Among DIE 
techniques, the Single Pixel Modification (SPM) algorithm 
has gained attention for its "high capacity-low distortion" 
feature, while traditional algorithms such as Least 
Significant Bit (LSB), Discrete Cosine Transform (DCT), 
Singular Value Decomposition (SVD) and even some deep 
learning-based methods still have critical limitations      
[9-10]. 

Existing methods (LSB, DCT, SVD, and deep 
learning) fail for the following reasons. Although the LSB 
algorithm is simple, it concentrates the embedded 
information in the high-frequency region of the image, 
resulting in low embedding efficiency, significant visual 
distortion, and difficulty in balancing capacity and 
concealment. The DCT algorithm has improved the 
capacity, but it damages the visual quality of the image and 

lacks robustness. The SVD algorithm requires complete 
image decomposition and reconstruction, resulting in high 
computational complexity, low embedding efficiency, and 
insufficient robustness. Deep learning methods typically 
require excessive computing resources, are difficult to 
scale, and often sacrifice robustness or efficiency when 
optimizing individual performance metrics. Most 
traditional technologies overlook security risks in data 
transmission and storage, and cannot meet high-intensity 
protection requirements. Therefore, this study proposes a 
hybrid MOPNA-SPM algorithm, which combines the 
Modulus Calculations on Prime Number Algorithm 
(MOPNA) and SPM algorithm. It optimizes modular 
operation parameters through MOPNA's pixel grouping 
strategy to ensure image quality, cleans redundant data to 
reduce computational consumption, and introduces 
encryption algorithms to enhance data security, thereby 
addressing the aforementioned issues. 

This study makes three key contributions: 1) An 
improved hybrid embedding algorithm (MOPNA-SPM): 
MOPNA and SPM are fused. The MOPNA expands the 
embedding space through modular operations based on 
prime weight, and the SPM's single pixel fine-tuning is 
utilized to ensure concealment, breaking the bottleneck of 
traditional algorithms in balancing capacity, distortion, and 
efficiency, and improving the embedding effect. 2) A DIE 
model with security and authentication: Based on the 
MOPNA-SPM algorithm, the model integrates the Security 
and Authentication Module (SAM), including            
SM4-Galois/Counter Mode (SM4-GCM) encryption and 
Galois Message Authentication Code (GMAC) 
authentication, effectively addressing security 
vulnerabilities of traditional embedding technologies in 
data transmission and storage. 3) Extensive evaluation on 
enterprise data: The model is validated using the Public 
Enterprise Document Image Dataset (PEDID) covering 
multiple document types and applied in an architectural 



Qiu RAN, Hongyan ZHU: A Hybrid MOPNA-SPM Algorithm for Secure Digital Information Embedding in Enterprise Data Protection 

Tehnički vjesnik 33, 3(2026), 1010-1020                          1011 

design enterprise, comprehensively verifying its 
performance in embedding capacity, concealment, anti-
attack capability, and practical applicability. 
 

2 LITERATURE REVIEW 
 

The development of DIE technology is a process of 
constantly seeking breakthroughs in key performance 
dimensions such as embedding capacity, concealment, and 
anti-attack. Wang et al. proposed an image watermark 
encryption method based on an improved Fisher shuffling 
algorithm to protect information security. The results 
indicated that this method performed well in time cost and 
encryption effectiveness [11]. To solve the image art 
copyright protection, Wang et al. proposed a data 
embedding scheme called "SDCP-IE". Experiments 
showed that the Peak Signal-to-Noise Ratio (PSNR) of the 
image after data embedding exceeded 57 dB, and the 
performance was excellent under the adversary detection 
model [12]. Yu et al. proposed a new image Steganography 
framework called Controllabel, Robust, and Secure Image 
Steganography (CRoSS) to improve the security and 
natural robustness of image Steganography tasks. The 
results indicated that compared with the coverage-based 
image steganography method, CRoSS had significant 
advantages in controllability, robustness, and security [13]. 
In terms of data security protection, Cao et al. proposed an 
algorithm based on improved decision tree classification to 
solve the low precision and high noise of data mining 
methods for blockchain privacy protection. Experiments 
showed that the mining accuracy was more than 90%, and 
the data noise was stable [14]. Jiang proposed a new 
Reversible Data Hiding Algorithm for Encrypted Images 

(RDHEI) based on adaptive total variation and cross-cyclic 
shift to reduce prediction error and improve the embedding 
rate of secret messages. Experimental results indicated that 
the proposed RDHEI scheme was privacy secure and had 
high embedding capacity and image fidelity [15]. Singla et 
al. proposed a secret data detection method based on 
minimum redundancy and maximum correlation for data 
transmission leakage in the Internet of things environment. 
Experiments showed that this method could accurately 
identify sensitive data and prevent continuous data leakage 
[16]. 

However, the above methods have obvious limitations 
in enterprise-level data protection. Traditional         
non-Artificial Intelligence (AI) methods (e.g., SDCP-IE, 
RDHEI) only optimize single indicators, failing to balance 
capacity, concealment, and efficiency. AI-based methods 
(e.g., CRoSS) rely on massive labeled data (hard to obtain 
for sensitive enterprise data), have complex structures 
(high resource consumption, CPU usage > 40%), and 
perform poorly on enterprise-specific data (anti-attack 
ability drops by 15-20%). In addition, all lack systematic 
security designs (no encryption/authentication) and 
support only single-type carriers, unable to adapt to diverse 
enterprise data. Therefore, the MOPNA-SPM algorithm 
with an integrated encryption module is proposed. It differs 
from recent methods mainly in three aspects: 1) Balancing 
capacity, concealment, and efficiency through         
MOPNA-SPM fusion without relying on large-scale 
training data; 2) Building an integrated security system 
with "embedding encryption authentication" to address 
security vulnerabilities in existing methods; 3) Supporting 
multi-type enterprise carriers with low computational 
complexity, suitable for enterprise deployment. The 
comparison of related work methods is shown in Tab. 1. 

 
Table 1 Comparison table of related work methods 

Research Method Research Content Performance Limitations 

Improved Fisher 
Shuffling [11] 

Image watermark encryption 
through improved Fisher shuffling 

Good time cost & encryption effect 
No embedding function; lacks 
transmission concealment & 

authentication 

SDCP-IE [12] 
Data embedding for image art 

copyright protection 
PSNR > 57 dB; good anti-detection 

performance 

Low embedding capacity; only supports 
images; incompatible with enterprise 

docs 

CRoSS [13] 
Image steganography framework 

for security/robustness 
improvement 

Superior controllability/robustness vs 
coverage-based methods 

Needs massive labeled data; high CPU 
usage; poor adaptability to enterprise data 

Decision Tree-Based 
[14] 

Improved decision tree for 
blockchain privacy protection data 

mining 
Mining accuracy > 90%; stable noise 

No embedding function; only for 
blockchain; unable to meet covert 

transmission 

RDHEI [15] 
Reversible data hiding for 

encrypted images (adaptive total 
variation) 

High privacy/embedding capacity/fidelity 
High complexity; only supports 
encrypted images; unbalanced 

efficiency/concealment 

mRMR-Based [16] 
mRMR-based sensitive data 

leakage detection for IoT 
Accurate leakage prevention 

No embedding/protection; only for IoT; 
incompatible with enterprise scenarios 

This study (MOPNA-
SPM & DIE) 

MOPNA-SPM fusion + SAM 
(SM4-GCM encryption + GMAC 

authentication) 

3.51 bpp (↑ 36.58% vs SPM); PSNR 48.25 
dB; anti-noise 95.50%; extraction 0.45 

s/image 

Poor adaptability to high-dynamic 
images/videos; limited in ultra-large data 

 
3 RESEARCH METHODOLOGY 
3.1 Improved SPM Algorithm Based on MOPNA 
 

In the context of digitalization, the confidentiality and 
transmission security of enterprise data is crucial. 
Traditional DIE techniques are prone to the dilemma of 
limited capacity and easy detection, making it difficult to 

meet the security needs of enterprises for hiding large 
amounts of sensitive data [17]. As an advanced information 
hiding technology, SPM algorithm realizes information 
embedding through SPM, which can effectively improve 
the imperceptibility of encrypted image in the high 
embedding capacity. The structure of SPM algorithm is 
shown in Fig. 1. 
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Figure 1 Structure of SPM Algorithm 

 
From Fig. 1, SPM algorithm is an information hiding 

algorithm based on SPM. Its structure is mainly composed 
of information embedding and extraction. In the 
information embedding stage, the secret information is first 
converted to 2r. Then, the initial value of the carrier pixel 
is calculated by the extraction function. Meanwhile, the 
pixel value offset that meets the conditions is determined, 
so that the secret information can be successfully 
embedded into a single pixel. The extraction function is 
shown in Eq. (1) [18]. 
 

 mod2rd a x                               (1) 

 
In Eq. (1), d represents the value of the extraction 

function. a represents the grayscale value of the carrier 
pixel. x represents the pixel value offset. r represents the 
number of bits of the embedded secret information. 
Specifically, based on the number of bits r of the secret 
information, the cardinality of the modulo operation is 
determined as 2r. By calculating the sum of the carrier pixel 
value and offset, the modulo of 2r is taken to obtain the 
pixel value embedded with the secret information. The 
extracted values of pixels after embedding secret 
information have been determined, which can provide a 
calculation basis for subsequent embedding operations. 
The pixel value adjustment during the embedding process 
is shown in Eq. (2) [19]. 
 

a a x                                       (2) 

 
In Eq. (2), a' represents the value of secret carrying 

pixels after embedding secret information. After specifying 
the update method for the grayscale values of the carrier 
pixels after embedding secret information, pixel value 
adjustment can be directly achieved through offset to carry 
secret data. To ensure that the embedded pixel value is still 
within the effective range (0-255), the boundary of the 
result is checked and adjusted. The adjustment calculation 
is shown in Eq. (3) [20]. 
 

2 if  255

2 if  0

r

r

a a
a

a a

 


 

   
 

                      (3) 

 
This ensures that the adjusted pixel grayscale values 

remain within the effective range of 0-255, avoiding severe 
image distortion caused by numerical overflow. In the 
information extraction stage, the receiver performs 
modular operation on the encrypted pixels through the 
same extraction function to recover the embedded secret 

information [21, 22]. SPM algorithm realizes information 
hiding through SPM and modular operation, which has 
high embedding capacity and good imperceptibility. To 
further improve the embedding efficiency and 
comprehensive performance, MOPNA algorithm is 
adopted. The structure of MOPNA algorithm is shown in 
Fig. 2. 
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Figure 2 Structure of MOPNA algorithm 

 
From Fig. 2, MOPNA is a high comprehensive 

performance information hiding method for digital image 
carriers. The algorithm uses the pixel grouping strategy, 
divides the carrier image into two pixel groups, and 
improves the embedding efficiency by optimizing the 
modular operation parameters. The eigenvalue calculation 
of pixel group is shown in Eq. (4) [23]. 
 

1

mod
m

i i
i

v u Q


 
  
 
                           (4) 

 
In Eq. (4), Γ represents the eigenvalue of the current 

pixel group, which is used to map secret data. m represents 
the number of pixels in the pixel group (default m = 2). vi 
represents the gray value (vi  [0,255]) of the i-th pixel in 
the carrier pixel group. ui stands for the i-th prime weight 
coefficient (e.g. u1 = 3 and u2 = 5). Q stands for the modulus 
base, which is determined by the prime weight and 
parameters, and Q = 2k + 1. Combining prime weight with 
pixel grayscale value to calculate pixel group feature 
values can provide a quantization standard for mapping 
secret data to pixel groups. First, the binary secret 
information is segmented into decimal, and the prime 
weight matrix is used to calculate the embedding position 
of each group of pixels. The secret data encoding rule is 
shown in Eq. (5) [24]. 
 

 target binDe ode ,c  S B Q                        (5) 

 
In Eq. (5), Starget represents the encoded decimal secret 

value. Bbin represents a binary secret information fragment 
of length 2k + 1. Decode represents converting binary to 
Q-based numerical values. Binary secret information 
fragments are transformed to adapt to the feature value 
range of pixel groups for embedding. Then, by adjusting 
the pixel values to match the modular operation results 
with the secret information, data embedding is achieved. 
The pixel adjustment function is shown in Eq. (6) [25]. 
 

 modS Q Q                             (6) 
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In Eq. (6), Δ represents the pixel index offset that needs 
to be adjusted. By calculating the deviation between the 
secret value and the feature value, the pixel adjustment 
amount is determined to ensure that small adjustments can 
complete data embedding and reduce visual artifacts in the 
image. If Δ ≤ k, the adjustment strategy is shown in Eq. (7) 
[26]. 
 

1v v 
                                      (7) 

 

In Eq. (7), 1Q Qv v 

    represents the gray value 

of the 1Q Qv v 

    -th pixel after adjustment. 

1Q Qv v 

     represents the gray value of the 

1Q Qv v 

    -th pixel before adjustment. When the 

adjustment amount is small, fine tuning is achieved by 
adding 1 to the specified pixel grayscale value to maintain 
the original visual effect of the image to the maximum 

extent. If 1Q Qv v 

    , the adjustment strategy is 

shown in Eq. (8) [27]. 
 

1Q Qv v 

                                  (8) 

 
In Eq. (8), 'v  represents the gray value of the Q − Δ-

th pixel after adjustment. vΔ represents the gray value of the 
Q − Δ-th pixel before adjustment. When the adjustment 
amount is large, the corresponding pixel grayscale value is 
subtracted by 1 for adjustment, and the pixel change 
amplitude is controlled while completing data embedding. 
In the specific implementation, the algorithm selects the 
coprime as the weight parameter to construct the modular 
operation system, ensuring that each pixel group can 
embed 2k + 1-bit information. For example, when k = 3, 
each group can embed 7 bits of data, significantly 
improving the embedding capacity per pixel. In the 
extraction phase, the secret information is restored by 
inverse modular operation with the same prime weight. 
Compared with the traditional method, MOPNA expands 
the embeddable value range through the special number 
theory characteristics of prime weight, and controls the 
pixel modification range within ±1. To further improve the 
efficiency and security of enterprise data protection, 
MOPNA and SPM are combined to form MOPNA-SPM 
algorithm. The data protection process of the              
MOPNA-SPM algorithm is shown in Fig. 3. 

From Fig. 3, the data protection process of                     
MOPNA-SPM algorithm includes dual-mode cooperation 
mechanism and dynamic adjustment strategy to achieve 
safe and efficient information embedding and extraction. 
The whole process starts from the preprocessing stage of 
secret data. The original sensitive information is converted 
into binary streams and coded according to the multi-prime 
weight matrix. Each group can carry 7 bit of data. 
Subsequently, the carrier image is divided into two pixel 
groups, and the eigenvalues of the pixel groups are 
calculated based on the coprime prime weights. A nested 
modular operation system (prime weight module and 
single pixel module) is constructed to expand the 
embedding space. The core of the embedding phase is the 

dynamic adjustment strategy. Firstly, the adjustment mode 
is determined by the modulus deviation (the difference 
between the prime weight module and the target secret 
value). The modulus deviation calculation is shown in Eq. 
(9). 
 

 target 1 1 2 2 modP S p x p x N                    (9) 

 
In Eq. (9), PΔ represents the modulus deviation. p1 and 

p2 represent a weight matrix composed of two coprime 
prime numbers. x1 and x2 represent the original dual-pixel 
grayscale values (range 0-255) in the carrier image. N 
represents the modulus determined by the weights and 
parameters of prime numbers. The deviation between the 
secret target value and the weighted calculation result of 
the dual pixel group is quantified, providing a basis for 
selecting single pixel fine-tuning or prime compensation 
mechanisms. When PΔ ≤ 1, the single pixel ±1 correction 
strategy of SPM is adopted to ensure visual concealment. 
If PΔ > 1, the prime compensation mechanism of MOPNA 
is activated to achieve large-scale numerical adaptation by 
adjusting the weight combination of pixel pairs. Each pixel 
embedded in this process needs to undergo boundary 
constraint verification, and the overflow value is forcibly 
corrected using a grayscale truncation function to ensure 
the legitimacy of the encrypted image. The extraction stage 
separates information through reverse dual-mode 
operation. The receiving end performs prime weight 
modular inverse operation on the encrypted pixel group to 
obtain the original binary stream. 
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Figure 3 The data protection process of MOPNA-SPM algorithm 

 
3.2 Construction of Digital Information Embedding Model 

Based on MOPNA-SPM Algorithm 
 

MOPNA-SPM algorithm can realize efficient, secure 
and imperceptible information hiding through pixel 
grouping and SPM strategy to optimize modular operation 
parameters. This helps to improve the efficiency and 
security of enterprise data protection. To better apply 
MOPNA-SPM algorithm to the actual protection scenario, 
and build a flexible and scalable framework to meet the 
diversified needs of different enterprises, the DIE model is 
established based on MOPNA-SPM algorithm. To enhance 
the security of embedded information, the DIE model adds 
the SAM. SAM includes encryption sub-module and 
authentication sub-module. The encryption sub-module 
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uses SM4-GCM algorithm to encrypt the secret 
information, ensuring that even when the embedded 
encrypted image is intercepted. It is difficult for 
unauthorized users to obtain the original information. 
SM4-GCM combines the high security of the SM4 
algorithm that complies with national security standards 
and has strong anti-attack capabilities with the "encryption 
authentication integration" feature of the GCM mode. It 
can synchronously achieve data confidentiality, integrity 
verification, and identity authentication, greatly improving 
the efficiency and security of enterprise data protection. In 
the integration process of SM4-GCM and SAM, a 128 bit 
SM4 symmetric key is first generated using 
cryptoFrame.creatSymKeyGenerator and 
SymKeyGenerator.generateSymKey. Then, a Cipher 
instance is created for encryption through 
cryptoFrame.createCipher and passed in 'SM4_128 | GCM 
| PKCS7' to initialize the encryption process. The structure 
of SM4-GCM is shown in Fig. 4. 
 

Group preprocessing Chain encryption Reverse order output

Ciphertext

Reverse-reverse orderChain decryptionRemove the fillingRaw data

Raw data
Encryption process

Decryption process

 

Figure 4 Structure of SM4-GCM 

 
From Fig. 4, SM4-GCM uses the Cipher-Block 

Chaining (CBC) mode to divide the plaintext into 128 bit 
packets, and each packet is associated with the previous 
ciphertext block through XOR operation. The chain 
encryption is shown in Eq. (10). 
 

 enc 1SM4i i iC P C                          (10) 

 
In Eq. (10), Ci represents the i-th ciphertext group. Pi 

stands for the i-th plaintext packet.    stands for 
exclusive or operation. SM4enc stands for the grouping 
operation. The first block is XOR with the initialization 
vector, and the subsequent blocks are XOR with the 
previous ciphertext block in turn to form a chain encryption 
sequence. The current plaintext group is XORed with the 
previous ciphertext group and encrypted, constructing a 
chain encryption structure to improve data encryption 
security. After 32 rounds of SM4 encryption, reverse order 
transformation (R transformation) is performed to arrange 
the bytes of the output ciphertext block in reverse order. 
The reverse order arrangement is shown in Eq. (11). 
 

 32 33 34 35ReverseBytesNY X X X X            (11) 

 
In Eq. (11), YN represents the bytes arranged in reverse 

order. X32-X35 represent the 32-bit word state variable after 
encryption iteration. || stands for byte connection operation. 
ReverseBytes represents the reverse order transformation 
function (for example, input 0x12345678 and output 
0x78563412). This design makes the encryption and 
decryption process only need to adjust the round key 

sequence, without the need to develop a separate reverse 
algorithm, so as to improve the implementation efficiency. 
The round key generation is shown in Eq. (12). 
 

   
4

1 2 3

j j

j j j j j j

rk K

K FK L K K K CK




  

 

   
     (12) 

 
In Eq. (12), rkj represents the round key. Kj stands for 

intermediate key word, which is the intermediate state 
value generated iteratively after the XOR between the 
encryption key and the system parameters. FKj stands for 
system parameters. CKj stands for fixed parameter.   
stands for composite permutation operation. L' represents 
the linear transformation of key expansion. j stands for 
natural number. Based on the initial key and system 
parameters, round keys are iteratively generated to provide 
secure and efficient key support for 32 rounds of SM4 
encryption. After the initial key and system parameters are 
XOR, the round key is generated through 32 rounds of 
iteration combined with fixed parameters. Each round of 
key expansion adopts a simplified linear transformation 
(shifting 13/23 bits to the left), which can ensure the 
security and reduce the computational complexity. The 
authentication sub-module is based on GMAC in            
SM4-GCM mode, which mainly realizes data integrity 
verification, identity authentication, and tamper resistance 
protection. The structure of the authentication sub-module 
is shown in Fig. 5. 
 

Initialization

Ciphertext

AAD

Initial vector Protect metadata

Group filling

Hash calculation

Binding

Hardware Security 
Module

Master key

Session key

Parameter 
management

Identity 
authentication

 

Figure 5 Structure of authentication sub-module 

 
From Fig. 5, the authentication sub-module binds the 

ciphertext and Additional Authentication Data (AAD) with 
the initial vector to ensure that the data is not tampered 
with. For example, in financial transactions, AAD can 
include transaction serial number and time stamp to 
prevent replay attacks. AAD is used to protect metadata 
without encryption (such as protocol header and device 
ID). The authentication sub-module fills the AAD in 128 
bit groups and participates in GMAC hash calculation with 
the ciphertext synchronously to ensure the strong 
correlation between metadata and encrypted content. The 
key is a hierarchical key. The master key is stored in the 
Hardware Security Module (HSM). The session key is 
dynamically derived and bound to the initial vector. It is 
destroyed after a single session. Parameter management 
adopts anti-side channel protection, introduces random 
mask in key expansion and label generation, and resists 
timing attack through constant time algorithm. SAM 
supports parallel processing of encryption and 
authentication, and can effectively improve throughput 
through multi-core CPU hardware acceleration. SAM 
effectively improves data security through encryption, 
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decryption, and authentication. To reduce data redundancy 
and ensure the availability of decrypted data, a data 
cleaning module and a data post-processing module are 
also added to SAM. The process of SAM protecting 
enterprise data is shown in Fig. 6. 
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Figure 6 Process of SAM for protecting enterprise data 

 
From Fig. 6, SAM first receives the original data to be 

protected by the enterprise, which may be various sensitive 
information, such as financial data, customer information, 
etc. Then, the data is sent to the data cleaning module. The 
data cleaning module processes the original data to remove 
redundancy, errors, or invalid parts. The missing values are 
filled with mean and median values. MOPNA-SPM 
algorithm is used for information embedding and data 
protection. The information embedding is shown in Eq. 
(13). 
 

steg origI I S                                (13) 

 
In Eq. (13), Isteg represents the carrier data after 

embedding the secret information. Iorig stands for the 
original carrier data. S represents the secret information to 
be embedded, usually in the form of binary stream. The 
original carrier data and binary secret information are 
XORed to achieve hidden embedding of secret information 
in the carrier. The cleaned document data is encrypted with 
SM4-GCM. The encrypted data enters the authentication 
module for authentication and decryption to ensure data 
security. The encrypted and authenticated data enters the 
data post-processing module for format conversion, data 
verification, and other operations to ensure data integrity 
and availability. Finally, SAM sends the processed data to 
the receiver, so as to protect the data security of the 
enterprise and avoid data leakage. In practice, the SAM 
module first encrypts the secret information to be 
embedded using the SM4-GCM encryption algorithm to 
ensure the confidentiality of the information. Subsequently, 
the encrypted ciphertext is embedded into the carrier data 
through specific rules. In the identity verification stage, 
after obtaining the carrier with embedded information, the 
receiver first extracts encrypted information according to 
preset rules, decrypts and restores the original information 
using SM4-GCM, and verifies the source and integrity of 
the information using GMAC authentication mechanism. 
If the verification is successful, the sender's identity is 
confirmed to be legitimate. 
 
 
 

4 RESULTS AND DISCUSSION 
4.1 Performance Analysis of MOPNA-SPM Algorithm 
 

To comprehensively analyze the performance of 
MOPNA-SPM algorithm, a high-performance 
experimental platform is built. The CPU is Intel Core         
i5-12400. The memory is 16 GB DDR4 3200 MHz. The 
GPU is NVIDIA GeForce RTX 3060 12 GB GDDR6. 
H610 chipset is selected as the main board. The hard disk 
is 1TB NVMe. The operating system is Windows 10 and 
the development environment is Visual Studio 2019. The 
parameter configuration of MOPNA-SPM algorithm is 
shown in Tab. 2. 
 

Table 2 Parameter configuration of MOPNA-SPM algorithm 

Parameter Name Parameter Value 

Prime Weight Matrix p1 = 2, p2 = 3 

Modulus Base 7 

Embedded Bits 3 

Pixel Group Size 2 

Dynamic Adjustment Threshold 3 

Boundary Constraint Check Grayscale Truncation Function 

Prime Compensation Mechanism Activation Condition: d > 3 

Preprocessing Group Length 7 bits/group 

Grayscale Adjustment Range ±1 

Dual-Module Nesting Level 2-level modulus operations 

 
The experimental data set uses the PEDID, which 

contains about 1000 different types of enterprise document 
images. The resolution of each image covers the common 
600 × 800 pixels to 2400 × 3000 pixels, to cover document 
types with different resolution requirements, from ordinary 
office documents to high-resolution design drawings. The 
storage size of the whole dataset is about 1 GB, and the 
capacity is moderate, which is convenient for loading, 
storage and processing in the general experimental 
environment, and meets the needs of algorithm 
performance evaluation. The comparison algorithm uses 
the traditional SPM algorithm and the Weighted Mean of 
Vectors (INFO) algorithm [28]. The calculation resource 
consumption and embedding time of each algorithm are 
shown in Fig. 7. 

From Fig. 7a, the CPU usage of MOPNA-SPM 
algorithm was significantly lower than that of INFO and 
SPM algorithms, and its fluctuation range was stable at 
around 28.21%, while the CPU usage of INFO and SPM 
was around 33.87% and 47.91%, respectively. This shows 
that MOPNA-SPM algorithm optimizes the allocation of 
computing resources through the dual-mode cooperative 
mechanism, thus reducing redundant operations. From Fig. 
7b, MOPNA-SPM algorithm had the shortest embedding 
time, and the average time of embedding information into 
each image was 0.86s, which was significantly lower than 
that of INFO (1.94 s) and SPM (2.63 s). This is because 
MOPNA-SPM algorithm reduces the number of pixel 
adjustments by segmenting the binary stream into a prime 
weighted modular space. Meanwhile, the boundary 
truncation function avoids the iteration time of overflow 
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check. To more intuitively show the effect of secret 
information embedding, the secret information is 

embedded in different types of images. The gray image 
after embedding the secret information is shown in Fig. 8. 
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Figure 7 The calculation resource consumption and embedding time of each algorithm 
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Figure 8 Gray scale image after embedding secret information 

 
From Fig. 8, SPM algorithm and INFO algorithm had 

stains on the plane layout and product effect drawing, and 
it was obvious that the image was processed. Since the 
construction drawing has a black background, the stain is 
not obvious. The image embedded with secret information 
through MOPNA-SPM algorithm is basically the same as 
the original image, and the obvious difference cannot be 
seen with the naked eye. This is because MOPNA-SPM 
algorithm uses the pixel grouping strategy to divide the 
carrier image into two pixel groups. MOPNA-SPM 
algorithm can make full use of the correlation between 
pixels, disperse the secret information and reduce the 
embedding intensity of a single pixel. MOPNA-SPM 

algorithm can avoid image distortion and stains caused by 
a large change of a single pixel. 
 
4.2 Analysis of the Practical Application Effect of DIE 

Model 
 

To verify the practical application effect, the DIE 
model is applied in an architectural design enterprise. 
Compared with other methods, the information embedding 
accuracy and file size growth rate of the DIE model are 
shown in Fig. 9. 
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Figure 9 Information embedding accuracy and file size growth rate 
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According to Fig. 9a, the information embedding 
accuracy of DIE model was 96.47% on average, which was 
significantly higher than that of INFO (85.01%) and SPM 
(74.87%). This shows that DIE model can accurately 
embed secret information and ensure the integrity of 
information. The DIE model has no significant 
performance fluctuation due to the increase in the number 
of files. From Fig. 9b, the size of different files is different, 
and the change of file size before and after information 
embedding is also different. Taking the information 
embedding of file No. 250 as an example, the file size 
growth rate of DIE model was the lowest, only at 11.73%, 
while that of INFO was 23.28%, and that of SPM was 

32.42%. This is mainly due to the efficient compression 
and coding technology of DIE model, which can reduce 
redundant data while embedding information, thus 
reducing the file size growth rate. The DIE model performs 
well in terms of information embedding accuracy and file 
size growth rate. The DIE model can meet the needs of 
information hiding and file management in practical 
applications. To reflect the information security, the DIE 
model also adds the encryption module. The encryption 
speed, decryption speed, verification false positive rate, 
and CPU usage of the DIE model for different types of data 
are shown in Fig. 10. 
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Figure 10 The performance of DIE model on different types of data 

 
From Fig. 10a, the DIE model performed differently in 

the encryption and decryption speed of different types of 
data. The encryption speed of text data was 28.85 MB/s, 
and the decryption speed was 35.78 MB/s, which was the 
best performance. This is because the text data structure is 
simple and regular, and the DIE model can process it 
efficiently. The encryption speed of image data was 3.33 
MB/s, and the decryption speed was 3.97 MB/s, which was 
relatively low. The encryption speed of video stream data 
was 2.05 MB/s, and the decryption speed was 2.81 MB/s. 
Due to its continuity and real-time requirements, it is 
difficult to process. The encryption speed of data packet 
was 8.47 MB/s, and the decryption speed was 9.71 MB/s. 
From Fig. 10b, the verification false positive rate and CPU 

usage of the DIE model differed significantly on different 
types of data. The verification false positive rate of text 
data validation was 0.01%, and the CPU usage was 5.83%. 
The verification false positive rate of image data was 
0.03%, and the CPU usage was 22.14%. The false positive 
rate of video stream data was 0.05%, and the CPU usage 
rate was 28.57%. The verification false positive rate of data 
packet was 0.02%, and the CPU usage was 15.33%. The 
overall performance of DIE model is excellent, thanks to 
its efficient verification mechanism and resource 
management strategy. The other performances (mean ± 
error) of the DIE model in the actual application of the 
architectural design enterprise are shown in Tab. 3. 

 
Table 3 Performance (mean ± error) of DIE model in architectural design enterprise applications 

Metric DIE (MOPNA-SPM) SPM INFO 
GAN-based 

Steganography 
Transformer-based 

Embedding 
Embedding Capacity / bpp 3.51 ± 0.12 2.57 ± 0.15 1.75 ± 0.11 2.89 ± 0.18 3.12 ± 0.14 

PSNR / dB 48.25 ± 0.85 42.30 ± 1.12 39.80 ± 1.05 45.12 ± 0.98 46.33 ± 0.92 
SSIM 0.98 ± 0.01 0.92 ± 0.02 0.89 ± 0.02 0.95 ± 0.01 0.96 ± 0.01 

Noise Resistance / % 95.50 ± 1.20 80.20 ± 1.50 75.30 ± 1.35 88.65 ± 1.42 90.18 ± 1.30 
Compression Resistance / % 90.25 ± 1.15 70.45 ± 1.60 65.60 ± 1.48 82.33 ± 1.55 84.75 ± 1.40 
Extraction Time / s/image 0.45 ± 0.05 1.20 ± 0.10 0.98 ± 0.08 1.55 ± 0.12 1.10 ± 0.09 

 
According to Tab. 3, embedding capacity, PSNR, 

Structural Similarity (SSIM), anti-interference ability, and 
extraction time indicators are selected based on the DIE 
technology, which needs to meet the core requirements of 
enterprises for "carrying sensitive data with large capacity, 
avoiding detection with high concealment, ensuring 
transmission security with strong resistance to attacks, and 
adapting to business scenarios with high efficiency". Each 

indicator corresponds to the technical core performance 
dimension, providing a comprehensive and suitable 
evaluation basis for the practical value of the model in 
enterprise scenarios. In terms of embedding capacity, the 
DIE model reached 3.51 bpp, significantly higher than that 
of SPM (2.00 bpp) and INFO (1.75 bpp). Its advantage lies 
in the dual-pixel group design combined with prime weight 
matrix, which expands the secret information mapping 
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range of each pixel group through modular operation. The 
single pixel ±1 adjustment strategy avoids embedding 
conflicts, thereby improving the carrying capacity of the 
unit pixel. In terms of concealment, the PSNR of the DIE 
model was 48.25 dB, and the SSIM was 0.98, which was 
close to the lossless level. In terms of anti-attack 
performance, the DIE model had a higher recovery rate in 
noise (95.50%) and compression (90.25%) scenarios. The 
extraction time of the DIE model was only 0.45 s/image, 
which had a fast information extraction speed. The DIE 
fusion based on MOPNA pixel grouping and prime weight 
modular operation expands the embedding space, and SPM 
single pixel ±1 fine-tuning ensures concealment. The 
integration of SM4-GCM encryption and GMAC 
authentication optimizes anti-attack capability, and reduces 
computational consumption by removing redundant data, 
achieving collaborative improvement in multiple 
performance dimensions. The DIE model is superior to 
traditional methods in embedding capacity, concealment, 
resistance to attacks, and information extraction speed 
through number theory optimization and structural 
innovation. The DIE model can meet the needs of 
enterprise level data protection for efficiency, security, and 
low perception. 
 
4 DISCUSSION 
 

The practical application results of the DIE model in 
architectural design enterprises reveal its unique 
advantages in enterprise data protection. Its embedding 
capacity of 3.51bpp (±0.12) far exceeds that of traditional 
SPM (2.57 ± 0.15 bpp) and INFO (1.75 ± 0.11 bpp) 
algorithms, and even outperforms AI-based methods such 
as GAN-based steganography (2.89 ± 0.18 bpp) and 
transformer-based embedding (3.12 ± 0.14 bpp). This is 
attributed to the dual-pixel grouping design of the 
MOPNA-SPM algorithm and the prime weight matrix. By 
optimizing the modular operation parameters, the mapping 
range of secret information in each pixel group has been 
expanded. The single pixel ±1 adjustment strategy avoids 
embedding conflicts and breaks the bottleneck of limited 
capacity in traditional algorithms. 

Compared with existing research, this study has two 
core breakthroughs. Firstly, it abandons the "single-index 
optimization" of traditional methods (such as SDCP-IE 
focusing only on concealment) and the "data-dependent" 
defect of AI-based methods (such as CRoSS requiring 
massive labeled data). By integrating MOPNA and SPM 
algorithms, a balanced improvement in multiple 
performance indicators has been achieved without relying 
on large-scale training data, which is more in line with the 
actual needs of enterprises for "efficient and secure" data 
protection. Secondly, most existing studies (such as the 
RDHEI algorithm) only focus on information embedding 
technology and ignore the security design for enterprise 
scenarios. This study integrates the SM4-GCM national 
encryption algorithm and the GMAC authentication 
mechanism to form a systematic security protection system, 
making up for the shortcomings of existing methods such 
as lack of identity authentication and weak anti-attack 
capabilities. For example, in the financial data transmission 
scenario of architectural design enterprises, the DIE model 
can not only hide sensitive data such as project budgets in 

design drawings, but also verify the identity of the data 
sender through GMAC to prevent data tampering and 
leakage. 

However, this study still has certain limitations. The 
used experimental dataset is relatively small in scale, and 
transmission testing for large-scale real-time data streams 
has not been conducted. In addition, there are few baseline 
coverage methods, and more emerging DIE technologies 
have not been included, which may affect the universality 
and comprehensiveness of the conclusions. Future research 
will focus on three aspects. 1) Developing lightweight 
algorithm versions suitable for mobile devices, and 
reducing resource consumption by optimizing modular 
operation parameters and streamlining module structures. 
2) Exploring deep integration with blockchain audit logs, 
and utilizing the immutable nature of blockchain to 
strengthen the traceability and supervision of data 
embedding throughout the entire process. 3) Conducting 
specialized testing on high-resolution video streams to 
enhance the real-time embedding and anti-interference 
performance of the model in dynamic data scenarios. 
 
5 CONCLUSION 
 

This study proposed a DIE model based on   
MOPNA-SPM algorithm to address the covert 
transmission needs of enterprise data. By constructing a 
dual-mode collaborative mechanism and dynamically 
adjusting strategies, the DIE model achieved secure and 
efficient information embedding and extraction. The 
experimental results showed that the DIE model 
outperformed traditional methods in key indicators such as 
embedding capacity, concealment, resistance to attacks, 
and information extraction speed. Its embedding capacity 
reached 3.51 bpp, which was significantly improved 
compared with SPM algorithm (2.57 bpp) and INFO 
algorithm (1.75 bpp). The PSNR of the DIE model was 
48.25 dB, and the SSIM was 0.98, demonstrating excellent 
information concealment. In the actual measurement of 
architectural design enterprises, the file size growth rate of 
DIE model after information embedding was controlled at 
about 11.73%, and the document encryption speed was 
28.85 MB/s. To sum up, the DIE model can embed a large 
amount of secret information in different files, and it is not 
easy to see the embedding trace, which can meet the needs 
of most enterprises. The research provides efficient and 
feasible technical solutions for the secure and covert 
transmission and storage of sensitive data in enterprises, 
such as design drawings and financial information. It also 
provides important practical references for the application 
of DIE technology in other fields that require high-intensity 
data protection, such as finance and technology. 
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APPENDIX 
 

The mean filling calculation is shown in Eq. (14). 
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In Eq. (14), μ represents the mean value of the dataset. 

A stands for the total amount of data. Da stands for the a-th 
data record. The mean filling calculation is shown in Eq. 
(15). 
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In Eq. (15), med(U) represents the median of the 

dataset. U stands for the dataset. This step aims to improve 
the quality of data, ensure that only accurate and effective 
data enter the subsequent encryption link, and reduce 
unnecessary encryption and transmission burden. 
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