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Consensus-Free Atomic Broadcast Protocol for
Mobile Distributed Systems

Nadjette Rebouh, and Louiza Bouallouche - Medjkoune

Abstract—The atomic broadcast problem, which consists in
delivering messages atomically to multiple processes, is critical for
maintaining consistency in distributed systems. This paper intro-
duces a new atomic broadcast protocol for mobile distributed sys-
tems. Existing consensus-based protocols have drawbacks such as
performance dependencies and specific consensus requirements.
The proposed protocol addresses these limitations by allowing
processes to cooperate through consecutive rounds to agree
on the message delivery sequence without additional building
blocks. It tolerates crash failures and uses an unreliable failure
detector for fault-tolerance. The protocol simplicity is enhanced
by the use of the {S failure detector to select a decentralized
round leader. Performance evaluation carried out by simulation
considers message overhead, latency, energy consumption, and
additionally examines the impact of the consensus block on the
atomic broadcast protocol.

Index Terms—Mobile Distributed Systems, Unreliable Failure
Detectors, Atomic Broadcast, Consensus, Rotating Coordinator,
Blockchain.

I. INTRODUCTION

HE atomic broadcast problem is a critical challenge in

mobile distributed systems, as it requires all messages
to be delivered atomically to multiple processes. Therefore,
atomic broadcast provides a powerful mechanism for the
implementation of fault-tolerant applications, especially when
it is necessary to ensure that all processes have the same
view of the system state. Overall, the atomic broadcast is
an important concept in the design and implementation of
distributed systems and is essential for achieving reliable,
consistent behavior in complex, multi-processes environments.
Achieving atomic delivery of messages is complicated by
various factors, such as failures, message loss, and delays,
which can cause inconsistencies and incorrect behaviors in
the system.

A. Mobile Distributed Systems

A mobile distributed system is a complex networked frame-
work where multiple wireless processes (or nodes) collabora-
tively operate to achieve tasks, share resources, and provide
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services [1]. These systems exhibit the fundamental char-
acteristic of decentralization, allowing processes to commu-
nicate and coordinate without reliance on a central entity.
The wireless nature introduces challenges stemming from
varying signal strengths, potential interference, and mobility
of processes, all of which need to be addressed for effective
communication, seamless data sharing, and coherent execution
of operations across the system.

Mobile distributed systems showcase distinctive character-
istics. Processes mobility allows processes to shift within the
system, posing connectivity and communication challenges.
Limited resources, comprising processing power and energy,
drive the need for resource-efficient strategies. These systems
adopt decentralized approaches, fostering autonomous process
collaborations while necessitating synchronization solutions.
The dynamic system topology, influenced by mobility and
wireless conditions, demands adaptive mechanisms for rout-
ing, data dissemination, and fault-tolerance [2]. In conclusion,
these characteristics shape mobile distributed systems into
complex entities, necessitating innovative solutions for effec-
tive communication, prudent resource utilization, and cohesive
coordination in a dynamic system environment.

Mobile distributed systems encounter multifaceted chal-
lenges. Energy optimization and load balancing are pivotal,
while system fluctuations and mobility demand steady connec-
tivity. Data synchronization poses complexities in maintaining
consistency, while security concerns amplify in open settings.
Scalability and fault-tolerance are vital for growing systems,
and interoperability issues arise from processes diversity [3].
Overcoming these challenges necessitates innovative solutions
that harmonize energy efficiency, reliable communication,
secure data handling, and system scalability within mobile
distributed systems.

One of the biggest challenges in mobile distributed systems
is preserving data consistency in the face of process mobility,
failures, and constraints emerging as a major hurdle. A typical
remedy is an atomic broadcast protocol, especially valuable
for realizing fault-tolerant services through software-based
replication [4]. This foundational technique ensures that all
accurate service replicas receive and apply identical updates
in a uniform sequence, thus upholding service coherence
effectively.

B. Atomic Broadcast

Atomic broadcast is, also, known as a typical example of
agreement problems encountered in the design and imple-
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mentation of fault-tolerant distributed systems. An agreement
problem, involves a set of processes, is characterized by the
fact that these processes have to agree on a common value.
For example, in the atomic broadcast problem, processes have
to agree on a single delivery order for a set of messages [5],
[6].

However, solving the agreement problems, respectively the
atomic broadcast problem in asynchronous systems is impos-
sible. This is due to the difficulty of distinguishing a crashed
process from an extremely slow process. The problem is
known as the FLP ! impossibility [7], [8]. In their seminal
paper [9], the authors proposed a solution to this problem by
augmenting the system with modules that give information
about the processes states (i.e., if they are correct or crashed).
Hence, the notion of unreliable failure detectors is introduced.

In addition to the definition of unreliable failure detectors,
their classification, and their classes, the authors also proposed
solutions to different agreement problems such as consen-
sus, reliable broadcast, and atomic broadcast. Moreover, they
showed that agreement problems could be solved by reduction.
In other words, at first, a solution to an agreement problem
is provided and then this solution is reduced to solve another
agreement problem. Similarly, atomic broadcast and consensus
could be solved by reduction.

Therefore, a solution to the consensus problem could be
reduced to a solution to the atomic broadcast problem and
vice versa. Furthermore, an agreement problem solution can
be used as a building block of another agreement problem
solution.

C. Motivation

Several solutions to the atomic broadcast problem have been
proposed according to the reduction property (as a transfor-
mation solution or as a building block). Since consensus is
the most basic agreement problem [10], [11] many consensus-
based atomic broadcast protocols have been presented.

The first consensus-based atomic broadcast protocol has
been introduced in [9]. The protocol shows that the atomic
broadcast can be, easily, reduced to consecutive executions of
the consensus. Each consensus execution tries to define and
reaches a sequence of broadcast messages to be atomically de-
livered by all the processes. Therefore, the idea of consensus-
based atomic broadcast has been investigated more in other
works and generates more efficient protocols in different
ways. The contribution of these solutions is twofold. All the
communication patterns are encapsulated in a box named the
consensus. Then, processes in the atomic broadcast protocol
do not have to cope directly with tasks other than the messages
transmission. Furthermore, the failure detection mechanism is
also managed implicitly by the consensus box.

However, consensus-based atomic broadcast protocols have
many drawbacks. Since the consensus is the building block
of the messages sequence definition, then the performance
of the atomic broadcast protocol is directly related to the
performance of the underlying consensus protocol [12] [13].
Moreover, the performance includes also the performance of

The impossibility result of Fisher, Lynch, and Paterson.
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the underlying failure detector. Moreover, some consensus-
based atomic broadcast protocols require specific consensus
protocols which are neither practical nor efficient in some
environments.

This paper presents a new atomic broadcast protocol in mo-
bile asynchronous systems. The approach used is completely
different from the already presented approach. Processes have
to cooperate, in consecutive asynchronous rounds, to agree on
the sequence of messages to be atomically delivered without
requiring any further building blocks. The protocol tolerates
f < n/2 crash failures (where f denotes the maximum
number of processes that may crash and n denotes the total
number of processes) and requires the unreliable failure de-
tector .S [9]. Therefore, it is considered efficient in addition
to its simplicity. Moreover, the protocol benefits from the
ultimate output of the <»S failure detector to choose the leader
of the round (i.e., the coordinator of the round). Hence, the
processes have only to agree on the coordinator proposition in
a decentralized scheme. As a result, the protocol performance
is significantly impacted.

The contributions of this paper can be summarized as
follows:

o anew atomic broadcast protocol designed specifically for
mobile asynchronous systems.

e a cooperative mechanism allowing processes to agree on
message ordering without relying on additional building
blocks.

o fault-tolerance supporting up to f < n/2 crash failures.

o utilization of the unreliable failure detector S to ensure
both efficiency and simplicity.

« a decentralized leader selection mechanism based on the
ultimate output of S.

« improved performance compared to existing approaches
due to reduced coordination overhead.

These contributions collectively demonstrate the novelty, ef-
ficiency, and practical relevance of the proposed protocol,
while the limitations highlighted above justify the need for
an alternative that avoids consensus dependency; the next
section reviews existing approaches in detail to position our
contribution within the current state of the art.

The rest of the paper is organized as follows. It is composed
of seven main sections. Section II presents the works in rela-
tion to our topic. Section III defines the system model, the class
$S of failure detectors, the consensus, the reliable broadcast,
and the atomic broadcast problems. Then, Section IV exhibits
the atomic broadcast protocol. Section V gives the correctness
proof of the proposed protocol. Section VI discusses and
analyses the protocol cost, and compares it with other related
works. Finally, Section VII concludes the paper.

II. RELATED WORK

Consensus-based atomic broadcast approach has been in-
troduced for the first time in [9] (subsequently denoted as
CCBABP)due to the reduction property. The authors showed
that it is possible to reduce the atomic broadcast problem to
a sequence of consensus executions. In each consensus invo-
cation, processes try to reach an agreement on the sequence
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of messages to be atomically delivered. Since then, several
solutions have been proposed according to this approach in
different system models. In [14] (subsequently denoted as
DCBABP), authors exploit the same approach in the same
system model, but in a different way. They rely on the
consensus module only in specific scenarios; i.e., when the
processes are not enabled to agree on the same set of messages
but they could share the same prefix of this set. Hence, the
prefix will be the entry of the consensus module and the
processes have to agree on this entry. Both protocols are
compatible with any consensus protocol.

The atomic broadcast protocol of [9] is transformed in
[15] to support the indirect consensus module. In the indirect
consensus, processes have to agree on the set of messages
identifiers. In other words, processes exchange the messages
identifiers instead of the complete messages. Hence, the
consensus module is totally dissociated from the messages
sizes. Other solutions have been proposed to cope with the
messages ordering in other system models. [16] and [17] use
the reduction approach in the crash recovery system where the
processes may recover after crashes. In a probabilistic system,
authors of [18], [19], [20] decide, through the consensus
module, optimistically or conservatively on the sequence of
messages to be delivered according to the satisfaction or
not of some order properties. However, in these solutions,
the atomic broadcast protocols can not function with any
consensus module. Hence, they require specific consensus
protocols to handle the systems properties. In [21], authors
present solutions to the atomic broadcast problem in fully
anonymous distributed systems, where processes have no
identifiers.

Although the reduction approach relieves the atomic
broadcast protocol of the management of failures and
consensus task (i.e., the communication task between the
processes in order to reach a decision about the sequence
of messages to be delivered), it has many drawbacks. The
dependency between the consensus protocol and the atomic
broadcast protocol in some works makes the atomic broadcast
problem unsolvable in some -circumstances. Also, since
the atomic broadcast protocol is based on the consensus
protocol, the performance of the former is heavily related
to the performance of the latter (and the performance of
the underlying failure detector). In [12], [13], and [22], the
authors show the impact of the performance of the underlying
consensus on the atomic broadcast protocol performance.
Therefore, the choice of the underlying consensus protocol
may increase or decrease the atomic broadcast protocol
performance in terms of message complexity and latency.
Hence, the protocol throughput is affected. In the current
paper, we use a consensus-free approach that relieves the
atomic broadcast protocol from the overhead caused by the
consensus protocol in the previous works.

Recent research on byzantine atomic broadcast explores
both consensus-based and consensus-free protocols, particu-
larly in blockchain systems. Otter [23] uses sharded BFT
consensus with Abortable Fork Detection to support scal-
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able atomic broadcast across hundreds of processes. Other
approaches, like Fides [24] and TenderTee [25], rely on trusted
components or asynchronous DAG structures to reduce con-
sensus overhead while preserving reliability. These protocols
are designed for high-throughput, fault-tolerant blockchain ar-
chitectures. The trend reflects a move toward modular, efficient
atomic broadcast in decentralized environments [26], [27].

More recently, several studies have advanced this direction
by improving atomic broadcast efficiency under asynchronous
or partially synchronous conditions. Sony et al. [28] proposed
a committee-based optimal asynchronous byzantine agreement
protocol that reduces message complexity while maintaining
robustness. Sui et al. [29] introduced a signature-free atomic
broadcast achieving optimal O(n?) message cost and constant
expected latency, representing a major step toward scalable
reliable broadcast in large networks. Gupta et al. [30] explored
novel tail-carrying mechanisms in consensus pipelines to re-
duce latency in broadcast execution, while Amores-Sesar et al.
[31] designed a DAG-based consensus framework leveraging
asymmetric trust for efficiency in heterogeneous environments.

Complementary to these works, Ruchel et al. [32] proposed
a leaderless hierarchical atomic broadcast protocol that elimi-
nates leader bottlenecks and scales efficiently across large sys-
tems. Bravo et al. [33] introduced a vertical atomic broadcast
that separates ordering from replication, improving scalability
in modular architectures. The recent work of Amores-Sesar
et al. [34] investigated latency reduction using DAG-based
message ordering without common-coin primitives, offering
new perspectives for asynchronous message sequencing.

To better highlight the novelty of our approach with respect
to existing work, Table I summarizes key properties of rep-
resentative atomic-broadcast solutions discussed above. The
table focuses on the system model, fault model, whether the
approach is consensus-based, mobility support, key assump-
tions (or failure-detector requirements), and brief notes on
limitations or distinguishing traits.

Having examined the limitations of consensus-based meth-
ods, we now turn to formalizing the system assumptions and
building blocks used throughout the paper.

III. SYSTEM MODEL AND UNDERLYING BLOCKS

In this section, we define the system model and present the
underlying building blocks used throughout the paper.

A. System Model

We consider a mobile asynchronous distributed system
composed of a finite set of processes II = {p1,p2,...,pn}
(Fig. 1). Processes communicate with each other by exchang-
ing messages through reliable channels. A reliable channel
does not create or duplicate messages, and every message sent
is eventually received. Processes can fail only by crashing: a
process behaves correctly according to its specification until it
(possibly) crashes. The system tolerates f < n/2 crash failures
and requires any unreliable failure detector of the class {S.
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TABLE I
COMPARISON OF THE PROPOSED PROTOCOL WITH REPRESENTATIVE EXISTING ATOMIC-BROADCAST APPROACHES
Work (ref) System model Fault model Consensus- Mobility support Main assumptions / Notes
based?
Consensus-based atomic  Async Crash Yes No (static model in origi- Reduces atomic broadcast to a se-
broadcast (CCBABP) [9] (reduction nal) quence of consensus instances; per-
to  repeated formance depends on the underly-
consensus) ing consensus and failure detector.
DCBABP [14] Async Crash Partially No (static) Uses consensus only when pro-
(consensus cesses cannot agree locally; relies
used as on consensus on a prefix to ensure
a module progress. Compatible with any con-
in specific sensus protocol.
scenarios)
Indirect-consensus transfor- ~ Async Crash Yes (indirect No (static) Exchanges message identifiers in-
mation [15] consensus on stead of full messages so consensus
identifiers) is independent of message sizes;
decouples consensus from message
payloads.
Crash-recovery variants ~ Crash-recovery Crash- Yes No (static) Adapt reduction approach to recov-
[16], [17] model (processes  recovery (reduction- ery semantics; require consensus
may recover) based) protocols designed for crashes +
recovery.
Probabilistic approaches  Probabilistic / ran-  Crash (prob-  Yes (opti-  No (typically static) Use consensus optimistically or
[18], [19], [20] domized models abilistic guar-  mistic/conservative conservatively depending on order
antees) consensus properties; often require special-
choices) ized consensus and do not inter-
operate with arbitrary consensus
modules.
Anonymous systems [21] Fully anonymous  Crash Varies / spe- No Solutions for systems without iden-
networks (no IDs) cialized tifiers; require different techniques
and are not directly comparable
with ID-based protocols.
Blockchain / BFT systems  Large-scale Byzantine Mostly Typically No (designed  Target high-throughput, Byzantine
(Otter [23], Fides [24], Ten- / blockchain consensus- for static / large decentral-  fault-tolerance; often rely on shard-
derTee [25], etc.) (often partially based (BFT ized networks) ing, trusted components, DAG
synchronous or variants, structures, or specialized primitives
specialized async) sharded to reduce consensus overhead.
BFT, trusted
components)
Recent BFT / asynchronous ~ Async or partially  Crash or Varies: BFT  Mostly No (focus on scal-  Advances include signature-free
improvements (Sony [28], sync, heterogeneous Byzantine or optimized ing / latency) constructions, optimal O(n?) mes-
Sui  [29], Gupta [30], settings (paper- agreement sage cost claims, DAG-based or-
Amores-Sesar  [31], [34], dependent) protocols dering, leaderless hierarchies, and
Ruchel [32], Bravo [33]) pipeline/tail-carry mechanisms to
reduce latency and improve scala-
bility.
This paper Async mobile dis- Crash Consensus- Yes (mobile) Uses &S (weak failure
tributed system free detector), rotating coordinator,

tolerates f < n/2. Eliminates
consensus  overhead—improved
modularity and potential
performance/throughput benefits in
mobile settings.

1) Design Assumptions: the design of the proposed proto-

col relies on the following explicit assumptions:

o the system is fully asynchronous, meaning there are

process that is never suspected by others. This enables

the rotating-coordinator scheme and guarantees progress

no bounds on message transmission delays or process

execution speeds.

o communication channels are reliable, delivering all mes-
sages exactly once without reordering or duplication.
o failures are restricted to crash failures, with crashed

processes not I‘CCOVCI'iIlg.

o a majority of correct processes is assumed (i.e., f < n/2)
to ensure that at least one correct process participates
in each round and that a majority of proposals can be

collected.

o the protocol relies on the unreliable failure detector
S, which eventually identifies at least one correct

despite asynchrony.

B. Underlying Blocks

In this paper, we present a solution to the atomic broadcast

problem that relies on the unreliable failure detector {:S' and

the reliable broadcast primitives. In the following, we define

the underlying concepts.
1) Unreliable Failure Detectors:
Toueg introduced the notion of unreliable failure detectors.

In [9], Chandra and

Depending on two abstract properties, namely Completeness

property and Accuracy property, they define eight classes
of failure detectors. In this paper, we consider the class of
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Fig. 1. The system model.

—_—

failure detectors denoted <»S. This class has been proven
to be sufficient and, also, the weakest to solve the atomic
broadcast problem in an asynchronous system prone to even
one failure [35]. The class includes all the failure detectors
satisfying the two following properties:

o strong Completeness: eventually, every process that
crashes is permanently suspected by every correct pro-
cess.

o eventual Weak Accuracy: there is a time after which some
correct process is never suspected by correct processes.

C. The Consensus

In the consensus problem, a group of processes has to agree
on a common value. This value was previously proposed by
one of the processes.

The consensus problem is defined by the following properties
[91, [71:

o validity: if a process decides a value v then v was

proposed by at least one process.

 integrity: each process decides at most once.

e agreement: two correct processes should not decide dif-

ferently.

o termination: each correct process eventually decides a

value.

1) The Reliable Broadcast: guarantees reliable delivery
of messages to processes (a message sent is received by
all correct processes or by any of them) [36]. It respects
the policy of “all or nothing”. The implementation of the
reliable broadcast can be achieved through two primitives,
namely, R_broadcast and R_deliver. The first primitive allows
a process to send a message to the whole set of processes.
The second primitive allows a process to deliver a message
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sent by the invocation of R_broadcast.
The reliable broadcast is defined by the following properties:

« validity: if a correct process R_broadcasts a message m,
then it eventually R_delivers m.

o integrity: for any message m, every process R_delivers
m at most once.

o agreement: if a correct process R_delivers a message m,
then all correct processes eventually R_deliver m.

2) The Atomic Broadcast: is an extension of the reliable
broadcast problem. It is defined by two primitives, namely,
A_broadcast and A_deliver. The first primitive allows a
process to send a message to the whole set of processes. The
second primitive allows a process to deliver a message sent
by the invocation of A_broadcast.

The atomic broadcast problem is defined, in addition to the
reliable broadcast properties, by the fotal order property that
ensures that processes deliver the same sequence of messages
[36]:

o total order: if two correct processes p; and p; A_deliver
two messages m and m/, then p; A_delivers m before
m’ if and only if p; A_delivers m before m/'.

With these definitions established, we are now ready to
present the proposed consensus-free atomic broadcast protocol
(CFABP) and describe its operations.

IV. THE ATOMIC BROADCAST PROTOCOL
This section is devoted to CFABP and its description.

A. The Protocol Overview

Algorithm 1 solves the atomic broadcast in asynchronous
mobile systems using any failure detector of the class {S. In
other words, it works with any failure detector that satisfies
strong completeness and eventual weak accuracy. Moreover, it
tolerates a majority of correct processes (n > 2f + 1).

The accuracy property of S failure detector states that
there exists a correct process and a time after which this
process is never suspected by any other correct process. To
benefit from this property, the rotating coordinator principle
is employed.

Algorithm 1 uses the rotating coordinator paradigm [9] and
proceeds in asynchronous consecutive rounds (processes do
not necessarily execute the same round at a given time). In
each round and for all processes, the coordinator is chosen
according to the current round number. Hence, all processes
have a priori knowledge of the current coordinator identity. By
”current coordinator”, we mean that the role of the coordinator
rotates through all processes during the algorithm execution
rounds.

Algorithm 1 behaves in a decentralized scheme. In other
words, the current coordinator is only used as a launcher
of the round. Therefore, it tries to impose its message se-
quence proposition on processes as A _delivered. Then, the
processes have to cooperate to reach a decision on the message
sequence. Therefore, they share their received coordinator
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proposal, if any. They do so by exchanging the coordinator
proposal sequence of messages. Moreover, they exchange the
appropriate set of messages in case they do not suspect the
current coordinator to be crashed (by requesting their .S
failure detectors); otherwise, this set is empty. Hence, once
a correct process receives a majority of messages (more than
f/2) handling the coordinator proposal (i.e., the set is not
empty), it decides accordingly to A_deliver the underlying
message sequence. In addition, it shares its decision with all
other correct processes.

B. The Protocol Workflow

To clarify Algorithm 1 execution, we provide a step-by-step
description of how it operates. The protocol progresses through
asynchronous rounds during which each process performs four
main tasks:

1) collection of newly delivered messages: Each process
maintains the set R_delivered, containing messages
reliably broadcast but not yet atomically delivered. At
the beginning of each round, the process gathers the
messages that still need ordering.

2) coordinator proposition: the process designated as the
coordinator of the current round (based on the rotating
rule) proposes a message set composed of all messages
in (R_delivered — A_delivered). This set represents
the process’s view of undelivered messages that must
be ordered.

3) exchange and validation of proposals: all processes
exchange their coordinator’s proposal. According to the
&S failure detector, if a process does not suspect the
coordinator, it adopts the received proposal; otherwise,
it keeps an empty set. Each process waits until it receives
a majority of proposals for the same round.

4) decision and delivery: when a correct process receives
more than (n — f) identical proposals, it decides on
that set. It then broadcasts a DEL(seq, S) message and
atomically delivers the proposed messages according
to their sequence numbers. This guarantees agreement
among all correct processes.

C. The Protocol Variables

For readability, we briefly define the main variables used
by each process:

e R_delivered;: a set of messages received via reliable
broadcast but not yet atomically delivered.

o A_delivered;: a set of messages already atomically de-
livered.

o seq_num: a local sequence number used to impose total
order among message sets.

e coord_prop: the current coordinator’s proposed set of
messages.

o msg_prop: the set of pending messages locally available
for ordering.

o 7;: a local round counter for process p;.

e MSG(r,S): a message used to disseminate a proposal S
for round 7.

o DEL(seq,S): message used to notify the final decision
on sequence S with sequence number seq.
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D. The Protocol Description

The complete atomic broadcast protocol is described in
Algorithm 1. To solve the atomic broadcast problem, a process
goes through different independent tasks. Therefore, processes
may execute the same task at the same time without any con-
flict or overlap. Moreover, the protocol begins by invoking the
atomic broadcast primitive A_broadcast(m) at line 6 and ends
by executing the atomic broadcast primitive A_deliver(m) at
line 9. Upon invoking A_broadcast(m), a process p; executes
the reliable broadcast primitive R_broadcast(m), and m is
received by all correct processes due to the agreement property
of the reliable broadcast. Hence, the message m is added to
the set of reliably delivered messages R_delivered; at line 11.
Thus, the set R_delivered is destined to be the coordinator
proposal for an unknown future round.

The main task of the protocol is expressed by lines 18 to 34.
As mentioned previously, Algorithm 1 proceeds in consecutive
asynchronous rounds. Each process manages different local
variables (initialized in lines 1 to 5) in addition to a spe-
cial variable that represents the current coordinator proposal
coord_prop. For a given round r, the process p; chooses the
coordinator round at line 19 (i.e., it becomes the p.). The
processes, then, exchange their coord_prop set associated with
the current round number. Therefore, any other old rounds
messages are automatically excluded.

Moreover, only processes that do not suspect the current
coordinator update their coord_prop sets, the others keep them
empty. This is due to the fact that a process that doesn’t have
the coordinator in its failure detector list has already received
the coordinator proposal messages set (i.e., one technique used
to implement unreliable failure detectors in asynchronous sys-
tems). Hence, it updates its own set coord_prop accordingly.
In this task, a given process p; has three blocking instructions.

The process p; can be blocked at line 20 until it has
some R_delivered messages but not yet A_delivered ones.
Also, p; has to wait at line 24 until it receives the current
coordinator proposal set or receives a suspicion message of
the current coordinator from its associated <> failure detector.
According to the message p; received, it may update its
coord_prop set. Finally, p; has to wait for the reception of
a majority of M SG(r,coord_prop) messages at line 28. If
the set coord_prop is not empty (i.e., it is the correct current
coordinator proposal set), then p; decides to A_deliver all
the messages in the set coord_prop (lines 15 to 17) according
to sequence numbers associated with them after broadcasting
its decision at line 31 to ensure the protocol safety. In this
situation, there is a majority of processes that do not suspect
the current coordinator to be failed. Otherwise, p; proceeds to
a new round.
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Algorithm 1 Every process p; executes the following:

1: Initialization

2: R_delivered; + 0;
3: A_delivered; + 0;
4: seq_num; < 0;

5 ri < 0;

upon A-broadcast(m):
R — broadcast(m);

2o

8: upon A-deliver(m):
9: return(m);

10: upon R-deliver(m):

11: R_delivered; < R_delivered; U {m};

12: upon receiving DEL(seq_num,msg_prop) from p;:

13: if (seq_num = seq_num;) then

14: Vk # j: send DEL(seq_num,msg_prop) to pg ;

15: A_delivered; < A_delivered; U msg_prop;

16: seq_num; < seq_num; + 1;

17: Vm € A_delivered;: A — deliver(m);

18: While true do

19: ¢ < (r; mod n)+ 1; coord_prop; + 0;

20: wait until ((R_delive'redi — A_delivered;) # 0);

21: msg_prop; < (R_delivered; — A_delivered;);

22: if (i = ¢) then coord_prop; < msg_prop;;

23: else if (i # ¢) then

24: wait until ((MSG(r;,msg_prop) is received from p.) V
(pc € Dy, ) )

25: if (M SG(r;,msg_prop) has been received) then

26: coord_prop; <— msg_prop;

27: Vj: send MSG(r;, msg_prop;) to p; ;

28: wait until(M SG(r;, coord_prop)
has been received from (n-f) processes);

29: Let rec_msg; = {(coord_prop)|MSG(r;,msg_prop) is re-
ceived from pj;};

30: if (rec_msg; = {coord_prop}) then

31: Vj do send DEL(seq_num;, msg_prop;) to p; ;

32: else

33: ri <1+ 1;

34: endWhile

Finally, lines 12 to 17 are executed when a participating
process p; receives an A_delivery message from another
process p;. It means that p; has already decided on the
coordinator sequence of messages at line 14 or at line 31.
Hence, p; broadcasts, in its turn, the A_delivery message
and A_delivers the messages sequence if possible (i.e.,
depending on the appropriate sequence number). This task
ensures the agreement property of the protocol. In other
words, if one correct process A_delivers a message, then all
correct processes eventually A_deliver it.

Algorithm 1 must be proven correct. The following section
provides the formal proof that it satisfies all atomic broadcast
properties.

V. CORRECTNESS PROOF

In this section, we prove that our protocol satisfies the
validity, agreement, integrity, and total order properties of
the atomic broadcast algorithm. The proof assumes a majority
of correct processes (i.e., f < m/2), also, the system is
augmented with S failure detector.

1) validity:

Lemma V.1. If a correct process A_broadcasts a message
m, then it eventually A_delivers m.
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Proof. When a process p; A_broadcasts a message m at line
7, then m is automatically added to the set R_delivered of
all processes at line 11, according to the agreement property
of the reliable broadcast. Hence, the coordinator of the round
has m in its R_delivered set. Thus, m obviously belongs to
the messages proposition of the current coordinator at line 21,
since it has not been A_delivered yet.

Then, after some time ¢, a correct process p. will be trusted
by all the correct processes, according to the eventual weak
accuracy of the {5 failure detector. Hence, a process p; will
eventually receive a majority of messages trusting the current
coordinator at line 28 and decides, accordingly, to A_deliver
the coordinator proposition set at line 17. Therefore, m is
A_delivered. However, before A_delivering m, p; broad-
casts its decision at line 31. The process p; receives p; decision
at line 12 and A_delivers m. O

2) Agreement:

Lemma V.2. If a correct process A_delivers a message m,
then all correct processes eventually A_deliver m.

Proof. A process p; A_delivers a message m at line 17. In
this case and to ensure the protocol safety, p; broadcasts the
DEL(—,—) message (and also for itself), which contains the
messages sequence including m and the appropriate sequence
number. By the agreement property of the reliable broadcast,
all processes eventually receive the DEL(—,—) message,
respectively, m. Thus, they eventually A_deliver m at line
17. Moreover, by Lemma V.1, each process _delivers its own
broadcast messages. O

3) integrity:

Lemma V.3. For any message m, every process A_delivers
m at most once.

Proof. At the beginning of each new round, the current
coordinator p. must ensure that the set (R_delivered. —
A_delivered,) is not empty. It means that every message m
in this set msg_prop. (line 21) has been R_delivered but not
yet A_delivered.

When deciding on a messages sequence, a process p; assigns
a sequence number seq_num to this messages sequence.
The sequence number is (1) initialized to zero at line 4, (2)
automatically incremented after each sequence assignment (at
line 16) and has to be unique. Thus, the uniqueness of the
sequence number ensures the message integrity. Then, the
process p; broadcasts the DE L(—, —) message with seq_num
as a parameter. Every process p; that receives p; message
can only A_deliver m if it has the same sequence number
seq_num as p;. O

4) Total Order:

Lemma V.4. If two correct processes p; and p; A_deliver
two messages m and m/’, then p; A_delivers m before m’ if
and only if p; A_delivers m before m/'.

Proof. According to Lemma V.3, each message is
A_delivered in a predefined order following a sequence
number assigned by a certain process. Let’s consider two



170

messages m and m’ with their assigned sequence numbers
seq_numl and seq_num2, respectively.

If seq_numl is equal to seq_num2, then m and m’ belong to
the same messages sequence. Then, p; and p; A_deliver m
and m’ according to their positions in the messages sequence
A_delivered (line 17).

If m and m’ belong to different messages sequence, then either
(seq_numl < seq_num?2 ) or (seq_numl > seq_num?2
). When seq_numl < seq_num?2, p; and p; A_deliver m
before m’, otherwise, they A_deliver m’ before m. O

VI. SIMULATION AND PERFORMANCE EVALUATION

In this section, we assess the performance of the pro-
posed CFABP and draw comparisons with two state-of-the-art
consensus-based protocols, namely CCBABP and DCBABP
( [9] and [14], respectively). These protocols ensure the
total order delivery of broadcast messages within a mobile
distributed system. All three protocols depend on unreliable
failure detectors to ensure fault-tolerance, and they share
the common requirement of a majority of correct processes.
However, while CCBABP and DCBABP are consensus-based,
CFABP diverges as a consensus-free approach.

A. Simulation

In order to evaluate the performance of our CFABP proto-
col, we employed the C++ programming language. Table II
specifies the parameters used in the simulation, including
mobility model (random waypoint), topology (mesh), number
of processes (5-50), and the number of broadcast messages.
Figures Fig. 2, Fig. 3, and Fig. 4 depict the executions of the

TABLE II
SIMULATION PARAMETERS

Parameter value
Number of processes Variable
Number of broadcast messages  Variable
Mobility model Random
Topology Mesh

protocols (for a system of 5 processes).
In order to illustrate the impact of the consensus protocol

1 —>|
Processes
deliver
atomically
the
broadcast
messages

P2 —>|

Once the set of messages to be atomically delivered is decided
and broadcast by the round i , all to all icati

is established between processes to exchange this set (in two com-
munication steps).

Processes
broadcast
messages

Ps —>|

P1—>f

Pl

Fig. 2. The CFABP execution.

on the efficiency of the performance of the atomic broadcast
protocol, we incorporate two distinct consensus protocols:
the Chandra-Toueg consensus algorithm (CCP), based on a
centralized communication pattern [9] and the Mostefaoui-
Raynal consensus algorithm (DCP), based on a decentralized
communication pattern [37], within our comparative analysis.
The operational executions of these two protocols are depicted
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Fig. 3. The CCBABP execution.
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Fig. 4. The DCBABP execution.

through figures Fig. 5 and Fig. 6 respectively (for a system of
5 processes).
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Fig. 5. The CCP execution.
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Fig. 6. The DCP execution.

In the evaluation of the protocols, the main parameter is
the system size n (indicating the number of processes in the
system). Additionally, we explore two distinct scenarios: the
first corresponds to a free failure context (no failure or wrong
suspicion (f=0)), while the second scenario accounts for a
single failure context (f=1). We assume that the failure pertains
to the coordinator of the first round.

B. Performance Evaluation

This section presents a comparative performance evaluation
of CFABP against two well-established atomic broadcast pro-
tocols from the literature: CCBABP, based on the approach of
Mostéfaoui et al. [14], and DCBABP, derived from Chandra et
al. [9]. The comparison aims to assess the effect of removing
the consensus dependency on the overall protocol efficiency.

The evaluation focuses on two key performance metrics:
time complexity and message complexity. Each protocol is
tested under two distinct scenarios: a failure-free environment
(f = 0) and a single-process failure scenario (f = 1). For
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fairness, both CCBABP and DCBABP are analyzed under two
consensus variants—CCP and DCP—to ensure a consistent
comparison baseline. The results are obtained through simu-
lation and are summarized in the following subsections.

1) Time Complexity: the time complexity is denoted by
the number of communication steps mandated by each pro-
tocol to reach the agreement (Table III). Under conditions

TABLE III
COMMUNICATION STEPS
CCBABP DCBABP
Protocol CFABP CCP T DCP | CCP T DCP
Communication steps ( f=0) 3 4 3 3 3
Communication steps ( f=1) 3% 4% 3% 7%2 7%2

of no failures, our CFABP aligns its outcomes with those of
DCBABP, considering its two consensus protocols, and with
CCBABP using the DCP protocol. These protocols require
three communication steps to establish agreement on the
message sequence. This arises from their reliance on all-to-
all communication, obviating the need for a dedicated process
(the coordinator) to decide on the order of the messages.
However, in the case of CCBABP using CCP protocol,
the involvement of the coordinator as the round manager,
endowed with the authority for the initial proposition and
ultimate decision, increases the requisite communication
steps. Conversely, in the alternate scenario (allowing for
a single failure), our CFABP yields optimal outcomes,
particularly in conjunction with CCBABP relying on DCP
protocol. The outcomes related to DCBABP are rationalized
by the additional demand of the consensus protocol, in
addition to the existing all-to-all communication paradigm.

The results in Table III show that CFABP achieves a min-
imal and stable number of communication steps across both
normal and faulty executions. This reflects the efficiency of
eliminating repeated consensus invocations — a known bottle-
neck in [14]- and [9]-based solutions. In CFABP, coordination
occurs only once per round, which makes latency predictable
and decoupled from the number of failures. In contrast, the
traditional protocols exhibit step inflation as soon as failures or
coordinator changes occur. This highlights that CFABP scales
better in dynamic environments while preserving atomicity.

Another significant point to consider is that in cases where
the system experiences frequent process failures, our CFABP
demonstrates superior performance when compared to both
CCBABP and DCBABP, using both consensus protocols. This
advantage comes from the design of our CFABP, which
employs the rotating coordinator solely once at the outset
to distribute the message set. In contrast, the other proto-
cols employ the rotating coordinator twice initially for the
same purpose and subsequently at the end to make the final
determination regarding the message sequence. Consequently,
the occurrence of frequent failures in the rotating coordinator
substantially impacts the execution time of these protocols.

2) Message Complexity: in this section, we are interested
in the number of messages exchanged to attain agreement
regarding the sequence of messages, all within the context
of the two predefined scenarios. It is worth noting that this

complexity is quantified with respect to the total number of
processes within the system (Table IV). The results presented

TABLE IV
NUMBER OF MESSAGES
Protocol CFABP C CE CBAB]I?)CP C C]I?CBABIl;CP
Message
complexity O(n?) O(n) O(n?) O(n?) | O(n?)
Number nZ+ 2 % n? 2 % n? 2 xn?
of messages 2%xn 4%n +n +n +n
=0
Number (n? (n? (2xn? | 3xn?
of messages | +2*mn) | (4%xn) | +2xn) +5n) +3n)
(f=1) *2 *2 *2 *2 *2

in Table IV were proven by simulation as follows:

The illustrations presented in Fig. 7 and Fig. 8 investigate
a scenario where CCBABP and DCBABP rely on CCP as
their fundamental component in both predefined situations:
the failure-free context (f=0) and the single failure scenario
(f=1), respectively. These figures illustrate that CCBABP
consistently outperforms the other two protocols due to the
superior performance of CCP.

In the f=0 scenario, both CFABP and DCBABP require all-
to-all communication among processes to achieve agreement,
leading to a quadratic number of exchanged messages. Despite
DCBABP not employing the consensus block (only in this
case), CCBABP performance is enhanced significantly due to
the integration of one-to-all and all-to-one communications
within CCP. Notably, CCBABP relies exclusively on consen-
sus invocation, with no inter-process communication prior to
consensus, in contrast to DCBABP.

The above results reveal that CFABP maintains a con-
sistent O(n?) message complexity, which is expected for
atomic broadcast protocols that use all-to-all communication.
However, the constant factors are significantly lower than in
DCBABP because CFABP avoids multiple consensus phases.
The contrast with CCBABP (CCP variant) highlights a fun-
damental design difference: CFABP eliminates unnecessary
message coordination rounds, leading to more predictable
scalability when 7 increases. This is particularly relevant for
systems like blockchain or replicated state machines, where
the number of participants is large and message overhead is
critical.

8,000
7,000
6,000

5,000 —— DCBABP with CCP

4,000 — CFABP

3,000 —— CCBABP with CCP

Number of messages

2,000

1,000

0 u u T T T T ¥ + + +
5 10 15 20 25 30 35 40 45 50 55 60

Number of processes (n)

Fig. 7. Message complexity with CCP(f=0).
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1 —— DCBABP with CCP
CFABP

—— CCBABP with CCP

Number of messages
)
%

5 10 15 20 25 30 35 40 45 50 55 60

Number of processes (n)

Fig. 8. Message complexity with CCP(f=1).

Figures Fig. 9 and Fig. 10 illustrate the scenario where
CCBABP and DCBABP both employ DCP as their founda-
tional component in both scenarios: the failure-free context
(f=0) and the single failure scenario (f=1), respectively. No-
tably, CFABP consistently outperforms both CCBABP and
DCBABP in terms of performance. Additionally, CCBABP
performance surpasses that of DCBABP. These outcomes can
be attributed primarily to the implementation of the DCP
protocol within CCBABP and DCBABP.

Furthermore, DCP employs an all-to-all communication
approach across two phases, resulting in a substantial decrease
in the overall protocol performance. As a consequence, both
CCBABP and DCBABP performances are impacted nega-
tively. Particularlyy, DCBABP exhibits suboptimal behavior
when faced with a single process crash. In such a scenario,
the processes require the invocation of the DCP protocol in
addition to the protocol standard all-to-all communication.
This extra overhead contributes to the observed unsatisfactory
results.

The DCP-based results emphasize the resilience advantage
of CFABP. By design, CFABP’s atomic delivery mechanism
tolerates failure without re-invoking costly agreement subrou-
tines. This makes it not only faster under f > 0, but also more
predictable — a property that simplifies fault management in
asynchronous distributed environments. The clear separation
between message dissemination and agreement decision in
CFABP is what enables this performance stability.
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6,000

5,000 + = DCBABP with DCP

4,000 — CFABP

3,000 = CCBABP with DCP

Number of messages

2,000 —

1,000 +

0 + + + + + + + + + +
5 10 15 20 25 30 35 40 45 50 55 60

Number of processes (n)

Fig. 9. Message Complexity with DCP (f=0).
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Fig. 10. Message complexity with DCP(f=1).

C. Optimizations

The following two points present optimizations that can be
applied to CFABP presented in Algorithm 1:

« using message identifiers instead of transmitting complete
messages leads to a reduction in the message size, sub-
sequently alleviating the system contention.

« the coordinator role can be bypassed, opting for direct all-
to-all communication to exchange initial proposals and
final decision on messages delivery. This decreases the
number of communication steps required for the delivery
decision, ultimately diminishing CFABP execution time.
Moreover, during the second all-to-all communication
phase, transmitting only a prefix of the messages set
(a subset of messages containing the minimum shared
proposed messages) further optimizes the execution time,
resulting in improved protocol performance. This strategy
amalgamates efficiency enhancements by minimizing the
communication load and reducing the number of com-
munication steps.

D. Results and Discussion

The simulation results show that our CFABP consistently
demonstrates favorable outcomes in terms of time complexity
across all scenarios, consequently leading to a notable re-
duction in energy consumption. Additionally, the deployment
of the rotating coordinator as a message-set proposer for
atomic delivery—while maintaining no influence over the
final decision—endows the protocol with decentralization and
symmetry, and optimizes the distribution of system workloads,
thus contributing to improved load balancing. This design
choice effectively prevents the coordinator from becoming a
bottleneck, thereby enhancing overall throughput and preserv-
ing stable energy levels across processes.

The performance assessment clearly underscores that the
selection of the consensus mechanism significantly affects
the overall behavior of atomic broadcast protocols. From
the obtained results, it is evident that CFABP outperforms
both [14] and [9] atomic broadcast protocols in terms of
efficiency, particularly under process-crash conditions. By
avoiding explicit consensus invocation, CFABP achieves faster
message ordering and fewer communication steps. Despite
its simplicity, the protocol preserves identical reliability and
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atomicity guarantees as the compared models.

Overall, CFABP achieves:

« lower latency in message delivery under both failure-free
and failure scenarios.

o reduced communication overhead due to consensus-free
coordination.

o comparable fault-tolerance with simpler recovery han-
dling.

Hence, the proposed protocol provides a substantial im-
provement in performance and scalability for asynchronous
mobile environments, validating its effectiveness as a
lightweight alternative to classical consensus-based atomic
broadcast algorithms.

Furthermore, the obtained results align with the recent re-
search direction emphasizing energy-aware and coordination-
minimized designs for distributed systems [30], [32], [34].
These works highlight the need for adaptive fault-tolerance
and low-overhead broadcast mechanisms in dynamic environ-
ments such as mobile ad hoc networks and edge computing
infrastructures. CFABP fits naturally within this trajectory by
demonstrating that atomic broadcast can remain both reliable
and efficient without depending on heavy consensus rounds
or centralized control. This positions CFABP as a forward-
compatible model for future distributed frameworks where
scalability, resilience, and energy efficiency must coexist.

These observations highlight the practical benefits of the
proposed approach. We now conclude by summarizing the
contributions and outlining the protocol’s applicability.

VII. CONCLUSION

This paper presents a new atomic broadcast protocol that
addresses atomic messages delivery in mobile distributed
systems. In contrast to existing consensus-based solutions, the
proposed protocol takes an alternative route by eliminating the
dependency on consensus mechanisms; i.e., it is consensus-
free. It operates through consecutive asynchronous rounds,
during which processes collaborate to establish agreement on
the message delivery sequence, without necessitating supple-
mentary architectural components. The protocol is designed to
tolerate a majority of correct processes and requires the S
failure detector.

Simulation results underscore the efficiency of our protocol,
particularly in relation to time complexity and, in certain
scenarios, message complexity. Furthermore, the simulations
highlight that consensus-free atomic broadcast protocols ex-
hibit superior efficiency in environments characterized by fre-
quent failures and pressing demand for swift message delivery.

Given the good performance and reliability of our atomic
broadcast protocol, it proves well-suited for distributed envi-
ronments like blockchain. Its ability to ensure total order and
fault-tolerant message delivery directly supports the require-
ments of consensus. This positions it as a practical and efficient
foundation for building consensus protocols. Therefore, it can
serve as a solid core for blockchain systems.
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