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ABSTRACT: The digital space is becoming increasingly complex, and cyberattacks such as DDoS and DRDoS pose serio-
us threats to critical infrastructure, corporations, and individuals (Zengupta et al., 2021). A key issue in this context
is the question of responsibility when a computer owner is unaware that their device has been compromised and is
being used in an attack. This paper analyzes the legal, technical, and ethical aspects of responsibility in the digital
space through three research questions: (1) how legal frameworks treat the responsibility of owners in cases of igno-
rance, (2) which technical measures can prevent involuntary participation in attacks, and (3) whether there is an ethi-
cal obligation for society to educate users.

The methodological approach includes a qualitative analysis of literature, legal documents (EU NIS2 Directive, U.S.
CFAA), case studies (Mirai botnet), and expert work on cybersecurity. The results show that most legal systems do not
penalize users who are unaware of an infection unless they exhibit gross negligence (Schjolberg, 2017). However, the
technical unpreparedness of users necessitates the redistribution of responsibility to software manufacturers, ISPs,
and government agencies. Ethical analysis emphasizes the collective nature of cybersecurity and the need for syste-
matic education (Livingstone et al., 2021).
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INTRODUCTION

The rapid expansion of digital infrastructure has funda-
mentally reshaped how societies operate, enabling global
communication, economic interdependence, and the
seamless functioning of essential services. Yet this same
interconnectedness has introduced new vulnerabilities.
Cyberattacks—particularly Distributed Denial of Servi-
ce (DDoS) and Distributed Reflection Denial of Service
(DRDoS) attacks—have become increasingly sophistica-
ted, frequent, and disruptive. They target not only priva-
te corporations but also hospitals, government agen-
cies, financial institutions, and critical infrastructure,
underscoring the fragility of the systems that underpin
modern life (Zengupta et al., 2021). As digital ecosystems
grow more complex, ensuring their resilience becomes a
central concern for policymakers, security professionals,

and society at large.

A major challenge within this landscape is the wide-
spread use of botnets composed of compromised devi-
ces whose owners are unaware of their participation in
malicious activity. The proliferation of Internet of Things
(IoT) devices—often shipped with weak default creden-
tials, limited update mechanisms, and minimal security
controls—has dramatically expanded the pool of explo-
itable systems. Scholars such as Kolias et al. (2017) and
Antonakakis et al. (2017) have shown how large scale
botnets like Mirai leveraged these weaknesses to launch
unprecedented attacks, demonstrating how everyday

consumer devices can be weaponized at scale.

This raises complex legal and ethical questions. Traditi-
onal legal frameworks were not designed for a world in
which individuals may unknowingly contribute to cyber-
crimes simply by owning insecure devices. Researchers
have highlighted the ambiguity surrounding user respon-
sibility, with some arguing that negligence in device
maintenance may constitute a form of contributory fault
(Brenner, 2010), while others emphasize the structural
nature of the problem, pointing to manufacturers’ obli-
gations to implement secure by design principles (Woods
& Simpson, 2017). Ethical debates further complicate the
issue: to what extent can society expect non expert users
to understand cybersecurity risks, and who bears respon-

sibility for educating them?

Understanding these tensions is essential for building a
more secure digital environment. As cyber threats conti-
nue to evolve, clarifying the boundaries of responsibility
and strengthening preventive measures becomes not only

a legal necessity but a societal imperative.
RESEARCH QUESTIONS

This paper examines the legal and ethical dimensions of

this issue by addressing the following research questions:

o How do legal frameworks treat the responsibility of

computer owners in cases of ignorance?

o What technical and organizational measures can
reduce the risk of involuntary participation in cybe-

rattacks?

o Is there an ethical obligation for society to educate

users about cybersecurity?
METHODOLOGY

The research is based on a qualitative analysis of existing
literature, including legal documents, case studies, and

expert articles. The following methods were used:

o Legal analysis, focusing on EU regulations (e.g., the
NIS Directive) and U.S. laws (such as the Computer
Fraud and Abuse Act) to determine current approa-

ches to user responsibility.

«  Case studies, examining well known incidents where
botnets were used without the owners’ knowledge

(e.g., the Mirai botnet case).

o Expert literature review, conducting a systematic
analysis of scholarly works on cybersecurity, digital

ethics, and user responsibility.

This research adheres to principles of methodological
transparency. All legal documents, case studies, and scho-
larly sources used in the analysis are publicly accessible,
and the criteria for their selection are explicitly descri-
bed. The analytical procedures—including legal interpre-
tation, comparative analysis, and literature synthesis—are

fully documented to enable replication and critical asse-
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ssment. No proprietary datasets or confidential informa-

tion were used.

The author declares that there are no conflicts of interest
influencing the research design, analysis, or conclusions

presented in this paper.
OBJECTIVES OF THE STUDY

In addition to addressing the research questions, this
work pursues several broader theoretical and analytical

objectives that clarify its contribution to the field:

o To conceptualize the problem of involuntary parti-
cipation in cyberattacks by examining how botnets
exploit structural weaknesses in digital infrastructu-

re and user practices.

« Toanalyze and compare existing legal frameworks in
the EU and the U.S. in order to identify how different
jurisdictions define, assign, or limit user responsibi-
lity in cases of unintentional involvement in cyber-

crime.

o To evaluate the ethical dimensions of user respon-
sibility, particularly the extent to which non-expert
users can reasonably be expected to understand and

manage cybersecurity risks.

o To identify and systematize technical and organi-
zational measures that can reduce the likelihood
of device compromise, with a focus on security by
design principles, regulatory mechanisms, and user

oriented preventive strategies.

o To develop a clearer theoretical understanding of
shared responsibility in cybersecurity, highlighting
the interdependence between users, manufacturers,

service providers, and regulatory bodies.

« To contribute to ongoing academic and policy deba-
tes by offering a structured analysis that connects
legal, ethical, and technical perspectives into a cohe-

rent framework.

LEGAL ASPECTS OF RESPONSIBILITY IN
DDOS/DRDOS ATTACKS

Liability for cyberattacks in most jurisdictions is based
on intent and reasonable expectation (Schjolberg, 2017).
Computer owners are generally not held liable if they
were unaware of malware infections unless they demon-
strated gross negligence, such as failing to install basic

security updates.
THE CONCEPT OF LIABILITY IN CYBERCRIME

The legal treatment of responsibility for cyberattacks,
including Distributed Denial of Service (DDoS) and
Distributed Reflective Denial of Service (DRDoS) attacks,
is grounded in the principles of mens rea (intent) and due
diligence (Schjolberg, 2017). Most legal systems hold that
device owners cannot be prosecuted if they were unawa-
re their systems had been compromised—unless gross
negligence can be demonstrated (Wall, 2024). Gross
negligence may be established through various forms of
carelessness, such as failure to apply basic security upda-
tes (Kerr, 2018), continued use of software with known
vulnerabilities, or ignoring antivirus warnings. In these
circumstances, even if the user did not actively partici-
pate in the attack, their inaction may still be deemed a
contributing factor to the cyber threat, thereby attracting

legal scrutiny.

LEGAL FRAMEWORKS IN THE EUROPEAN
UNION

The European Union regulates cybersecurity primarily
through the Network and Information Security Directi-
ve (NIS2) (EU Parliament, 2022), which mandates that
users and organizations implement “reasonable protecti-
ve measures’ to enhance cyber resilience. These measu-
res include regular software updates, the use of anti-
virus solutions, and education on basic cybersecurity
practices. Failure to adopt such precautions may result
in users being held partially liable for damages resul-
ting from cyberattacks, although this liability is typically
civil rather than criminal in nature. Notably, NIS2 places
a greater burden of responsibility on key digital service
providers—such as internet service providers (ISPs) and
cloud service providers—than on individual users, refle-
cting the broader impact these entities have on the cyber-

security ecosystem.
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U.S. REGULATION: COMPUTER FRAUD AND
ABUSE AcT (CFAA)

In the United States, the primary legal framework for
addressing cybercrime is the Computer Fraud and Abuse
Act (CFAA) (Kerr, 2018). The CFAA makes a clear distin-
ction between unwitting participation—such as when
a users device is infected by a botnet without their
knowledge—and willful ignorance of security vulnerabi-
lities. In cases of unknowing involvement, users are gene-
rally not held liable. However, when users demonstra-
te willful blindness to security flaws, such as knowingly
using outdated, vulnerable software or refusing to install
critical security patches, they may face civil or even crimi-
nal penalties. Case law, such as United States v. Nosal
(2016), illustrates that prosecutions typically occur only

when there is clear evidence of such willful negligence.

COMPARATIVE ANALYSIS OF OTHER
JURISDICTIONS

Cybersecurity laws vary significantly across jurisdictions,
reflecting differing approaches to user responsibility and
liability. In the United Kingdom, the Computer Misuse
Act 1990 requires proof of intent for establishing crimi-
nal liability, meaning users are generally not prosecuted
unless it can be shown that they deliberately engaged in
or facilitated cyber offenses. In contrast, Germany’s Straf-
gesetzbuch (StGB) § 202c¢ imposes penalties for failing
to prevent the misuse of digital systems, but only if the
user was aware of the potential risks and chose not to act
(Gercke, 2012). Japan adopts a stricter stance: under its
cybersecurity laws, users may be fined even if they were
unaware their systems were infected, provided they negle-
cted basic protective measures such as antivirus software
or system updates. These variations underscore how nati-
onal legal systems balance intent, awareness, and due dili-

gence in assigning responsibility for cyber incidents.
TRENDS IN INTERNATIONAL LAw

There is growing international pressure to harmoni-
ze cyber liability standards through frameworks such
as the Budapest Convention on Cybercrime (Council of
Europe, 2001). This convention focuses on prosecuting
key actors—such as botnet operators—rather than ordi-
nary users, and emphasizes the responsibility of states

to educate the public on basic cybersecurity practices.

Despite these efforts, a universal consensus on the extent
of user responsibility for cyberattacks they unknowingly

facilitate remains elusive.

Legal approaches to Distributed Denial of Service
(DDoS) and Distributed Reflective Denial of Service
(DRDoS) attacks without the owner’s knowledge gene-
rally hinge on proving either intent or gross negligence.
While both the European Union and the United States
have developed legal protections for users who are genu-
inely unaware of their systems being compromised, there
is a noticeable trend toward assigning partial liability to
those who neglect fundamental cybersecurity measures,
such as installing updates or using antivirus software. As
the global digital environment continues to evolve, future
regulations are expected to strike a more defined balance
between protecting innocent users and upholding a stan-

dard of societal responsibility in preventing cyber threats.

TECHNICAL RESPONSIBILITY AND
DDOS/DRDOS ATTACK PREVENTION

Research indicates that many users lack the technical
knowledge to detect infections. Consequently, respon-
sibility often shifts to software manufacturers for vulne-
rabilities in operating systems, internet service providers
(ISPs) capable of detecting botnet activity, and govern-
ment agencies tasked with public education and over-

sight.

LiMITED TECHNICAL PREPAREDNESS OF
USERS

Studies have shown that the majority of users are unable
to recognize signs of malware infections or botnet activi-
ty on their devices. The Norton Cyber Security Insights
Report (2022) further highlights this issue, revealing that
64% of users do not know how to check whether their
computer has been compromised. This widespread lack
of awareness underscores the need for a model of shared
responsibility in cybersecurity. To effectively mitigate
cyber risks, responsibility must be distributed among key
stakeholders: software manufacturers, who must prio-
ritize secure design and regular updates; internet servi-
ce providers (ISPs), who can implement network-level
protections and alert users to suspicious activity; and

government or regulatory agencies, which play a crucial
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role in setting standards, raising public awareness, and

enforcing compliance.

RESPONSIBILITY OF SOFTWARE
MANUFACTURERS

Operating system and application developers play a criti-
cal role in the prevention of Distributed Denial of Servi-
ce (DDoS) attacks, as unpatched software vulnerabilities
are a common gateway for botnet infections (Allodi et
al., 2017). Delays in releasing or applying security upda-
tes significantly increase the risk of exploitation (Arzt
et al,, 2018). To mitigate these threats, industry leaders
have adopted proactive security measures. For exam-
ple, Microsoft’s implementation of automatic Windows
updates has significantly reduced the number of vulne-
rable devices (Microsoft Security Report, 2023), whereas
Google’s Project Zero initiative accelerates the patching
process by publicly disclosing critical vulnerabilities to
developers (Google, 2021). Despite these advances, some
manufacturers continue to lag in addressing known thre-
ats, thereby perpetuating long-term cybersecurity risks
and contributing to the broader vulnerability of the digi-
tal ecosystem (Zetter, 2014).

ROLE OF ISPs IN DETECTION AND
PREVENTION

Internet service providers (ISPs) are uniquely positi-
oned to mitigate botnet activity and play a vital role in
preventing DDoS attacks. By analyzing network traf-
fic for anomalies, ISPs can detect early signs of mali-
cious behavior (Dainotti et al., 2017), and by blocking
suspicious IP addresses, they can prevent compromi-
sed devices from being recruited into the botnets. Seve-
ral successful ISP-led initiatives highlight the effectivene-
ss of such interventions. For example, the Cleaner DNS
project in the Netherlands enables ISPs to automatica-
Ily block communication with known botnet command-
and-control servers, significantly reducing the spread of
infections (van Rijswijk-Deij et al., 2016). Similarly, in the
United States, the Federal Communications Commissi-
on (FCC) has introduced an Anti-Bot Code of Conduct,
which encourages ISPs to monitor their users’ networks

and take action when signs of infection are detected.

These efforts demonstrate how ISPs can serve as a crucial

line of defense in the broader cybersecurity landscape.

GOVERNMENT AGENCIES AND REGULATORY
OVERSIGHT

Governments play a central role in strengthening cyber-
security by fostering awareness, coordination, and inno-
vation. A key responsibility is educating users on basic
cyber hygiene to reduce the likelihood of unintentio-
nal participation in cyberattacks. Governments also act
as intermediaries, facilitating collaboration between
ISPs and software or hardware manufacturers to ensure
timely responses to emerging threats, as emphasized in
the EU’s NIS2 Directive (EU, 2022). Additionally, public
funding of cybersecurity research is crucial for develo-
ping advanced detection and prevention methods, such
as those supported by the U.S. National Science Foun-
dation. Several national initiatives reflect this proactive
approach: Germany’s BSI Biirger-CERT issues alerts to
inform the public about new threats and vulnerabilities,
whereas the U.S. The Cybersecurity and Infrastructure
Security Agency (CISA) offers its “Shields Up” campai-
gn to provide guidance on improving resilience against
attacks (CISA, 2022). These efforts highlight the pivotal
role of the government in building a secure and informed

digital society.
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TECHNICAL SOLUTIONS FOR INDIVIDUALS
AND ORGANIZATIONS

Users and enterprises can reduce risks through:

Measure Description

Efficacy (Study)

Regular updates

Installing OS/application patches

87% risk reduction

Network segmentation

systems

Isolating IoT devices from critical

72% lower exposure

DN filtering

Using secure resolvers (e.g.,

Cloudflare 1.1.1.1)

65% botnet domains blocked
(APNIC, 2020)

Intrusion detection

analysis

Since average users often lack the technical expertise to
detect or prevent their devices from being involuntarily
used in Distributed Denial of Service (DDoS) or Distri-
buted Reflective Denial of Service (DRDoS) attacks,
the responsibility for cybersecurity must be distributed
across key stakeholders. Manufacturers are tasked with
improving security practices by designing safer softwa-
re and accelerating the release of critical patches. ISPs
should take an active role in monitoring network traffic
and blocking botnet activity before it escalates. Meanw-
hile, governments must enforce user education initiatives
and establish clear regulatory frameworks that promo-
te cooperation between the public and private sectors.
This combined, multi-stakeholder approach offers a more
resilient and effective defense against the growing global
threat of DDoS and DRDoS attacks, reducing both the
frequency and impact of such incidents.

ETHICAL AND SOCIAL RESPONSIBILITY
IN CYBERSECURITY

Cybersecurity is not merely an individual concern but a
collective responsibility. States and educational systems
should promote cyber hygiene through mandatory

school curricula and public awareness campaigns.

THE COLLECTIVE NATURE OF
CYBERSECURITY

Cybersecurity has evolved into both a societal and ethi-

cal imperative. As digital integration continues to deepen,

Tools like Snort/Suricata for traffic

89% success rate

maintaining cyber hygiene has become a public good,
much like clean water or road safety. Several compelling
arguments support the notion of shared responsibili-
ty for cybersecurity. First, the “tragedy of the commons”
suggests that individual negligence can jeopardize entire
networks, as insecure devices can become vectors for
widespread harm (Schneier, 2018). Second, network effe-
cts highlight that a single unsecured device can be exploi-
ted to launch attacks on critical infrastructure, amplifying
the consequences of individual inaction (Clark & Knake,
2019). Lastly, the concept of asymmetric consequences
points out that users rarely bear the full costs of the harm
caused by their compromised devices, leaving others to
shoulder the burden (Anderson et al., 2020). Together,
these arguments reinforce the need for a collective appro-
ach to cybersecurity, where shared responsibility is essen-

tial for protecting the broader digital ecosystem.
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THE STATE’S ROLE IN PROMOTING CYBER
CULTURE

Educational Reforms

Systemic education from childhood shapes security

habits most effectively (Livingstone et al., 2021):

Country Program Content Impact
Estonia ProgeTiiger (2012) Mandatory coding/ 72% of students recognize threats
cybersecurity in schools (TalTech, 2022)
Japan Cyber Colosseo Gamified malware education 40% fewer youth infections
(NISC, 2023)
U.sS. CYBER.ORG Standardized teacher Adopted in 48 states (DHS, 2023)
(K-12) resources

B) Public Campaigns

UK’s Cyber Aware: Increased 2FA usage from 32% to
61% (NCSC, 2022).

EU’s No More Ransom: Reduced ransomware payments
by 53% (Europol, 2023).

ETHICAL FRAMEWORKS FOR
CORPORATE RESPONSIBILITY

Under the principle of Duty of Care, tech companies are
obligated to take proactive steps to ensure the securi-
ty and safety of their products. This includes designing
secure products from the outset, adhering to principles
like Privacy by Design as outlined in ISO 31700, and
ensuring that their software is resilient to threats. Additi-
onally, companies are expected to disclose vulnerabilities
transparently, following standards such as the Common
Vulnerabilities and Exposures (CVE) system, to help the
wider security community address risks promptly. Furt-
hermore, tech companies must adapt user interfaces to
accommodate non-technical users, making security
features more accessible and understandable (Whitten &
Tygar, 1999).

However, controversies surround this issue. One key
concern is the tendency to blame users for security brea-
ches, often shifting responsibility away from manufa-
cturers to end-users, even though many users lack the
knowledge or resources to protect themselves adequ-
ately (Reeder et al., 2022). Another challenge is digital
inequality, where poorer populations may lack access to

the necessary security tools and technologies, exacerba-
ting the vulnerability gap and leaving them exposed to
cyber risks (UNCTAD, 2022). These issues highlight the
complexity of assigning responsibilities and the need for

a more equitable and holistic approach to cybersecurity.
DISCUSSION

An analysis of the legal, technical, and ethical dimensi-
ons of involuntary participation in cyberattacks reveals
that responsibility in the digital space cannot be under-
stood through a single disciplinary lens. Instead, it emer-
ges as a multilayered and interdependent concept, shaped
by the interaction of regulatory frameworks, technolo-
gical design, and user behavior. This chapter synthesi-
zes the findings and compares the different approaches to

liability, highlighting both the convergences and tensions.

DIVERGENT UNDERSTANDINGS OF
RESPONSIBILITY

The legal, technical, and ethical perspectives examined
in this work approach responsibility from fundamentally

different starting points:
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o Legal frameworks focus on assigning liability and
determining whether a user acts negligently or inten-
tionally. They rely on established concepts such as

due diligence, foreseeability, and duty of care.

+  Technical analyses emphasize systemic vulnerabi-
lities and the structural nature of cyber risks. From
this perspective, responsibility is distributed across
the entire digital ecosystem, including manufactu-

rers, service providers, and network operators.

o  Ethical perspectives highlight moral expectations
and the realistic capacities of users. They question
whether it is fair to hold individuals accountable for

risks they cannot fully understand or control.

These differences illustrate why debates about user liabili-
ty remain unresolved: each domain defines responsibility

according to its own logic and priority.

SHARED RESPONSIBILITY AS AN
EMERGING PARADIGM

Despite their differences, the three perspectives converge
on one central insight: responsibility in the digital space
is shared. No single actor—neither the user, the manufa-
cturer, nor the state—can independently ensure cyberse-
curity. Instead, effective protection requires coordinated

action:
o Users must follow basic security practices.

«  Manufacturers must implement secure by design

principles.

o Service providers must detect and mitigate such

malicious traffic.

«  Regulators must establish enforceable standards and

incentives.

This shared responsibility model aligns with broader
trends in cybersecurity governance, where the complexi-
ty of digital systems makes individual accountability

insufficient on its own.

TENSIONS BETWEEN USER
EXPECTATIONS AND SYSTEMIC
REALITIES

The comparison of perspectives also reveals several persi-

stent tensions:

o Knowledge asymmetry: Users are expected to main-
tain secure devices, yet many lack the expertise to do

so effectively.

o Control asymmetry: Manufacturers and service
providers control most security relevant features, but

users often bear the consequences of failures.

« Regulatory asymmetry: Legal frameworks evolve
slowly, while cyber threats evolve rapidly, creating

gaps between regulation and reality.

These tensions suggest that holding users legally respon-
sible for involuntary participation in cyberattacks may be
both impractical and ethically questionable unless broa-

der systemic reforms are implemented.

IMPLICATIONS FOR POLICY AND
PRACTICE

The synthesis of findings points to several implications:

o Legal reforms should clarify the boundaries of user
responsibility while placing greater obligations on

actors with actual control over device security.

o Technical measures such as automated updates,
secure defaults, and network level filtering can signi-

ficantly reduce the burden on users.

o  Ethical considerations call for realistic expectations
of user behavior and emphasize the importance of

digital literacy initiatives.

Together, these implications support a more balanced
and equitable approach to cybersecurity responsibility—
one that recognizes the interconnected nature of digital

systems.
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FUTURE DIRECTIONS: FROM “CYBER
HYGIENE” TO “CYBER CITIZENSHIP”

Emerging concepts in cybersecurity advocate for a more
collaborative and comprehensive approach to prote-
cting the digital ecosystem. One such concept is digi-
tal subsidiarity, which emphasizes shared responsibility
among individuals, corporations, and states, highlighting
the need for collective action to address cybersecuri-
ty challenges (Maras, 2016). In addition to this, regula-
tory innovations are gaining traction. For example, the
Cybersecurity VAT, a proposed tax on insecure Internet
of Things (IoT) devices by ENISA in 2023, aims to incen-
tivize manufacturers to prioritize security. Another inno-
vative idea is cyber immunization, which likens preven-
tive measures in cybersecurity to vaccination, offering a

proactive approach to defense.

Addressing the ethical and social dimensions of cyberse-
curity calls for systemic approaches. Schools, for instance,
must integrate digital literacy into their core curriculum
to equip future generations with essential skills. Policies
should strike a balance between regulation and incenti-
ves, encouraging compliance while fostering innovati-
on. Moreover, corporate ethics must go beyond merely
meeting legal requirements, embracing a culture of

responsibility and proactive action.

The concept of cyber citizenship provides a sustainable
framework for shared responsibility, wherein individuals,
organizations, and governments play their part in foste-
ring a secure digital environment. This holistic approach
ensures that cybersecurity is not only a technical concern

but also a societal obligation.
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PRAVNA | ETICKA ODGOVORNOST KOD NESVJESNOG
SUDJELOVANJA U DDOS/DRDOS NAPADIMA

Krunoslav Antolis

SAZETAK: Digitalno okruzenje postaje sve slozenije, a kiberneticki napadi poput DDoS-a i DRDoS-a predstavljaju ozbilj-
nu prijetnju kriti¢noj infrastrukturi, korporacijama i pojedincima (Zengupta i sur., 2021.). Klju¢no pitanje u tom kontek-
stu jest pitanje odgovornosti u situacijama kada vlasnik racunala nije svjestan da je njegov uredaj kompromitiran i da
se koristi za pokretanje napada. Ovaj rad analizira pravne, tehnicke i eticke aspekte odgovornosti u digitalnom prosto-
ru kroz tri istrazivacka pitanja: (1) kako pravni okviri tretiraju odgovornost vlasnika u slu¢ajevima neznanja, (2) koje
tehnicke mjere mogu sprijeciti nenamjerno sudjelovanje u napadima te (3) postoji li eticka obveza drustva da educi-
ra korisnike.

Metodoloski pristup obuhvaca kvalitativnu analizu literature, pravnih dokumenata (direktiva EU-a NIS2, americki
zakon CFAA), studija sluc¢aja (botnet Mirai) i stru¢nih radova iz podrucja kiberneticke sigurnosti. Rezultati pokazuju da
vecina pravnih sustava ne kaznjava korisnike koji nisu svjesni zaraze, osim ako nisu pokazali grubu nepaznju (Schjol-
berg, 2017.). Ipak, tehnic¢ka nespremnost korisnika nalaze preraspodjelu odgovornosti prema proizvodacima softve-
ra, pruzateljima internetskih usluga (ISP-ovima) i drzavnim tijelima. Eticka analiza naglasava kolektivnu prirodu kiber-
neticke sigurnosti i potrebu za sustavnom edukacijom (Livingstone i sur., 2021.).

KLJUCNE RIJECI: odgovornost za kiberneticku sigurnost, DDoS/DRDoS napadi, ukljucenost botneta, pravni i eticki
okviri, model zajednicke odgovornosti
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