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Summary — In today’s world, as electricity demand continues 
to rise, one of the major challenges faced by power utilities is power 
theft. This not only results in significant revenue losses but also stra-
ins the power infrastructure, leading to inefficiencies and potential 
outages. Addressing this issue has become a critical priority for utility 
companies and governments. This project develops an IoT-enabled, 
LoRa-based power theft detection system that monitors electricity 
usage in real-time to identify unauthorized consumption. The system 
uses two ESP32 microcontrollers, two SCT013B current sensors, a 
ZMPT101B voltage sensor, and LoRa communication modules. The-
se components are deployed in two setups: the Pole Side Setup and 
the Home Side Setup (Rx). The Pole Side Setup, placed at the electri-
city pole, includes an ESP32 microcontroller, an SCT013B current 
sensor, and a LoRa module. It measures the current flowing through 
the electrical line and wirelessly transmits this data to the Home Side 
Setup. The Home Side Setup, located at the consumer’s premises, 
uses another ESP32, an SCT013B current sensor, a ZMPT101B vol-
tage sensor, and a LoRa module. This setup compares the pole’s tran-
smitted current with the local current and voltage readings to detect 
discrepancies that might indicate theft. If unauthorized consumption 
is identified (e.g., when the pole’s current exceeds the home’s), the 
system logs the event and transmits the data to a Google Spreadsheet 
for easy monitoring. This provides utility companies with real-time 
alerts and detailed logs for quick response and analysis. The LoRa 
technology ensures long-range, low-power communication, making 
this system especially suitable for rural or remote areas where wired 
communication is impractical. The solution reduces manual inspecti-
ons and operational costs by automating theft detection and offering 
real-time insights into electricity usage. In the future, the system can 
be enhanced by improving data security, integrating with smart me-
ters, and expanding its coverage. The project represents a scalable, 
cost-efficient approach to combating electricity theft and optimizing 
power distribution.
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I. Introduction

The energy sector in Pakistan plays a crucial role in suppor-
ting national economic development and ensuring societal 
well-being. However, the sector continues to face persistent 

challenges, including inadequate infrastructure, supply–demand 
imbalances, and inefficiencies in energy consumption. These 
issues have created a pressing need for modernized energy ma-
nagement solutions that enhance operational efficiency and pro-
mote sustainability. Conventional energy metering systems have 
proven insufficient in addressing these challenges due to several 
inherent limitations. Traditional meters generally lack the capabi-
lity for real-time monitoring, detailed data acquisition, and remote 
accessibility [1], which restricts the ability to analyze consumption 
trends and respond promptly to irregularities [2]. Manual meter re-
ading further introduces human error, leading to inaccurate billing 
and inefficient energy utilization [5]. The maintenance and large-
scale deployment of these systems are both resource-intensive and 
costly.

Pakistan’s energy distribution network also experiences signifi-
cant losses due to transmission inefficiencies, technical faults, and 
widespread electricity theft [4]. These issues reduce the financial 
sustainability of utility providers and compromise overall grid re-
liability. To address these problems, the implementation of advan-
ced technological solutions has become essential.

This section reviews prior work relevant to IoT-based energy 
metering, long-range wireless telemetry, and automated power-
theft detection. Each cited work is described succinctly to highli-
ght methods, technologies, and findings that motivated the present 
prototype.

In [1], an ESP32-based electric energy consumption meter is 
presented; the work demonstrates feasibility of low-cost micro-
controller platforms for real-time measurement and cloud-enabled 
logging of voltage, current, active power, and cumulative energy. 
In [2] reports an IoT energy-monitoring prototype that leverages 
a Wi-Fi microcontroller and MQTT-style data forwarding to 
achieve remote accessibility and basic dashboarding for voltage 
and current metrics. The prototype in [3] implements a postpaid 
electricity and water usage monitoring system, showing practical 
integration of utility metering with remote billing and monitoring 
workflows. In [4], an IoT prototype for smart home automation 
is presented, illustrating how distributed sensors and actuators can 
be integrated into a single management framework for residential 
energy control. Work in [5] develops a smart energy meter that 
compares grid and solar generation, demonstrating multi-source 
metering and cost-analysis capabilities for hybrid energy systems. 
The comparative study in [6] analyses the working principles of 
the ESP32 and other low-cost microcontrollers, providing perfor-
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mance and suitability guidance for embedded IoT metering appli-
cations. Reference [7] document software tooling and IDE usage 
(Arduino IDE) for rapid firmware development and deployment in 
embedded IoT projects.

Long-range, low-power telemetry and its application to energy 
monitoring are addressed in several studies. In [8], a LoRa-ba-
sed IoT system for industrial energy consumption monitoring is 
described, emphasizing reliable long-distance telemetry in harsh 
environments. The viability of LoRa-based networks for theft 
detection and wide-area monitoring is further examined in [9], 
which evaluates LoRa network design and performance metrics 
specific to energy-theft applications. The benefits of integrating 
LoRa with IoT sensing for enhanced power monitoring are dis-
cussed in [10], focusing on improved coverage and resilience. Lo-
Ra-based frameworks for rural energy monitoring are developed 
and benchmarked in [11] and [12], where network architecture and 
deployment trade-offs are explored. Multi-hop LoRaWAN designs 
for urban energy monitoring are proposed in [13], demonstrating 
methods to extend coverage in built-up areas.

Automated theft detection and analytics using IoT data streams 
are explored in [14] and [15]; these works outline system archi-
tectures and microcontroller-based detection mechanisms that re-
duce reliance on manual inspection. Challenges and taxonomy of 
theft-detection problems are summarized in [16], which identifies 
practical obstacles and operational constraints faced by utilities. 
Machine learning and deep-learning approaches for anomaly de-
tection in energy consumption are surveyed and demonstrated in 
[17] and [18], where feature extraction and classifier design are 
used to improve detection accuracy and reduce false positives. 
Real-time analytics architectures for smart grids that incorporate 
streaming data processing and anomaly detection are presented in 
[19].

Security, data integrity, and tamper-evidence are addressed by 
blockchain and secure-framework studies. In [20], a blockchain-
enabled smart energy meter architecture is proposed to provide 
tamper detection and immutable logging of meter readings. The 
combination of LoRa with blockchain for secure, decentralized 
energy monitoring is explored in [21], showing how distributed 
ledgers can augment trust in wide-area IoT deployments. Fog and 
edge computing strategies to reduce latency and enhance local de-
tection while preserving cloud connectivity are discussed in [22], 
which proposes architectures that place computation closer to the 
meter for faster theft detection and reduced network load.

Reviews and infrastructure-level perspectives complement 
system-level studies. An overview of advanced metering infra-

structure (AMI) and smart-grid communication requirements is 
provided in [23], framing interoperability and scalability challen-
ges. Integration of next-generation cellular (5G) connectivity with 
IoT for low-latency energy monitoring is analyzed in [24], highli-
ghting potential gains in responsiveness for critical grid applicati-
ons. Finally, comparative and implementation-focused works such 
as [11], [12], and [10] collectively provide practical guidance on 
selecting radio hardware, network topology, and deployment stra-
tegies for large-scale monitoring.

The surveyed literature collectively demonstrates that low-cost 
microcontrollers (ESP32/ESP8266), LoRa/LPWAN communica-
tions, cloud analytics, and ML-based anomaly detection form a 
viable technology stack for scalable energy monitoring and theft 
detection. However, gaps remain in (i) practical end-to-end pro-
totypes that combine non-invasive sensing, LoRa telemetry, cloud 
logging, and real-time ML inference in a single, field-tested packa-
ge; (ii) lightweight yet secure data-integrity mechanisms suited to 
constrained LoRa payloads; and (iii) systematic field evaluations 
that quantify detection accuracy, communication reliability, and 
power/maintenance trade-offs across rural and urban deployments. 
These gaps motivate the current work, which integrates ESP32-
based sensing, LoRa RA-02 telemetry, cloud logging (Google 
Sheets), and rule-based theft detection into a compact prototype 
aimed at validating feasibility, range, and detection performance 
under realistic conditions.

In Pakistan, the effective management of energy resources 
poses significant challenges due to outdated monitoring methods 
and inefficient data-handling processes. Traditional approaches to 
energy meter data monitoring often involve manual entry, leading 
to inaccuracies, delays, and limited insights into energy consump-
tion patterns. This manual approach hampers decision-making 
processes and undermines efforts to optimize energy usage, reduce 
costs, and promote sustainability.

A. Comparative analysis with Existing IoT-Based 
Power Theft Detection System

To evaluate the significance and practical contribution of the 
proposed system, a comparative analysis was conducted with 
previously reported IoT- and LoRa-based power theft detection 
approaches available in the literature. Table 1 summarizes the com-
parison in terms of communication technology, cloud integration, 
theft detection capability, monitoring functionality, deployment 
suitability, and overall system complexity.

Table: 1  
Comparative Analysis of Proposed System with Existing Approaches

Reference Communication 
Technology

Cloud 
Monitoring

Theft Detection 
Method

Real-Time 
Monitoring

Long-Range 
Communication

Deployment 
Cost

Key Limitation

Ref. [9] LoRa No Current threshold 
comparison

Partial Yes Moderate Limited cloud 
integration

Ref. [14] Wi-Fi Yes Smart meter 
monitoring

Yes No Moderate Short communication 
range

Ref. [15] GSM/Wi-Fi Partial Raspberry Pi-ba-
sed monitoring

Partial Limited High Higher system 
complexity

Ref. [17] Smart Grid Network Yes Deep neural 
network

Yes Depends on 
infrastructure

High Computational 
complexity

Ref. [18] Smart Grid Network Yes Deep reinforce-
ment learning

Yes Depends on 
infrastructure

High Requires large datasets

Proposed 
System

LoRa + Wi-Fi Yes Dual-side current 
comparison

Yes Yes Low Fixed-threshold 
limitation
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This research contributes directly to several United Nations 
Sustainable Development Goals (SDGs) by promoting innovation, 
sustainability, and transparency in energy management. It supports 
SDG 7 (Affordable and Clean Energy) by enhancing the accu-
racy and efficiency of energy metering to minimize losses due to 
theft, and SDG 8 (Decent Work and Economic Growth) through 
the creation of opportunities in the technology and energy sectors. 
The integration of IoT and LoRa technologies aligns with SDG 9 
(Industry, Innovation, and Infrastructure) by fostering resilient and 
intelligent energy systems, while SDG 11 (Sustainable Cities and 
Communities) is addressed through improved access to reliable 
electricity and efficient urban energy management. Furthermore, 
the system promotes SDG 12 (Responsible Consumption and Pro-
duction) by encouraging efficient energy use, and SDG 16 (Peace, 
Justice, and Strong Institutions) by ensuring transparency, accoun-
tability, and fairness in energy distribution and monitoring.

Main objective of the research:

•	 To develop an IoT-based system for monitoring energy meter 
data.

•	 To implement a theft detection mechanism. 

•	 To test and verify the complete prototype system.

The present research introduces an Internet of Things (IoT)-
based energy monitoring and theft detection system designed to 
overcome the limitations of conventional metering infrastructure. 
The proposed framework employs an ESP32 microcontroller inte-
grated with current and voltage sensors to facilitate real-time data 
acquisition, analysis, and remote accessibility. The system utilizes 
secure communication protocols and data encryption techniques to 
ensure accurate, reliable, and tamper-resistant energy monitoring. 
This approach provides an efficient, low-cost, and scalable soluti-
on aimed at improving transparency, optimizing energy usage, and 
mitigating electricity theft in Pakistan’s power sector.

II. Research Methodology
The research methodology is designed to ensure a systematic, 

structured, and efficient execution of each project phase to meet 
the defined objectives. The process began with the system desi-
gn phase, where the overall architecture was developed to enable 
real-time monitoring of electrical energy consumption and wi-
reless transmission of data to a centralized cloud platform using 
Google Sheets. The architecture incorporated core components, 
including the ESP32 microcontroller, SCT013B current sensors, 
ZMPT101B voltage sensor, LoRa RA-02 communication modu-
les, and a cloud-based data storage interface for real-time analysis 
and visualization. Component selection was carried out based on 
factors such as performance efficiency, compatibility, cost-effecti-
veness, and reliability. The ESP32 microcontroller was chosen for 
its powerful dual-core processing capabilities, built-in Wi-Fi and 
Bluetooth functionalities, and seamless interfacing with analog 
and digital sensors. The LoRa RA-02 module was selected for its 
long-range, low-power communication characteristics, making it 
ideal for wide-area monitoring and data transmission in distributed 
energy systems. The SCT013B current sensors and ZMPT101B 
voltage sensor were integrated for accurate, non-invasive measure-
ment of current and voltage, ensuring safety and ease of installation.

Following the design and selection stages, hardware deve-
lopment was carried out by assembling all components onto a 
custom-designed printed circuit board (PCB). The current and 
voltage sensors were interfaced with the ESP32 microcontroller 
for continuous data acquisition, while the LoRa module facilita-
ted long-distance wireless communication between the pole-side 
and home-side units. To protect the components from environmen-

tal exposure and mechanical damage, the assembled circuit was 
enclosed in a weather-resistant casing. Software development 
was conducted using the Arduino Integrated Development Envi-
ronment (IDE), enabling efficient communication between the 
sensors, microcontroller, and cloud database. The ESP32 micro-
controller was programmed to read real-time current and voltage 
data, process the acquired measurements, and transmit them via 
the LoRa module to the receiver unit. The receiver unit, also based 
on the ESP32, was configured to receive the transmitted data, per-
form comparative analysis between the pole and home readings, 
and upload the processed information to Google Sheets through 
Wi-Fi connectivity. This configuration enabled automatic cloud 
logging, remote monitoring, and theft detection based on discre-
pancies between transmitted and received data.

Upon successful integration of hardware and software compo-
nents, the complete prototype underwent comprehensive testing 
and validation to ensure functional accuracy and system reliability. 
The system was evaluated under multiple operational scenarios, 
including no-load, normal load, and simulated theft conditions. 
The performance of the prototype was compared with conven-
tional energy meters to validate accuracy and consistency. The 
communication performance of the LoRa modules was examined 
by varying the distance between transmitter and receiver units to 
confirm long-range stability and data integrity. The testing phase 
provided valuable feedback for refining system calibration, optimi-
zing sensor response, and improving transmission reliability.

The data collected during experimental testing were analyzed 
to identify anomalies, communication delays, or measurement 
deviations. Based on the analytical results, iterative adjustments 
were implemented in both the hardware and software to enhance 
precision, reduce latency, and improve real-time responsiveness. 
The processed data also provided meaningful insights into energy 
consumption behavior, supporting efficient load management and 
theft detection strategies. The adopted methodology ensured the 
development of a robust, scalable, and cost-effective IoT-based 
prototype capable of real-time monitoring and automatic detection 
of unauthorized energy consumption. The integration of LoRa-
based communication, cloud data management, and non-invasive 
sensing technologies resulted in a reliable solution for enhancing 
transparency, operational efficiency, and sustainability within mo-
dern energy distribution networks.

A. Working Principle
The working principle of the IoT-based Reading Monitoring 

and Theft Detection Mechanism is grounded in the seamless inte-
gration of real-time energy monitoring, wireless communication, 
and advanced theft detection technologies. The system operates 
by continuously collecting data from electrical circuits using spe-
cialized sensors connected to an ESP32 microcontroller. These 
sensors, which measure both current and voltage, are strategically 
positioned to monitor energy consumption across various circuits. 
The ESP32 microcontroller acts as the brain of the system, proce-
ssing the incoming data to calculate power usage. But this system 
doesn’t just stop at monitoring; it’s also designed to detect any ano-
malies that might indicate unauthorized energy use. By analyzing 
fluctuations in current and voltage, the system can identify patterns 
that suggest theft, such as sudden spikes in energy consumption or 
irregular power draws that deviate from normal usage.  Once the 
data is processed, it’s prepared for transmission through a LoRa 
RA-02 module, chosen for its ability to send data over long distan-
ces with minimal power consumption. This wireless transmission 
capability is crucial for ensuring that the data reaches a centrali-
zed server or cloud platform, where it can be securely stored and 
accessed by users in real time. The system’s design allows for a 
responsive approach to theft detection; if any suspicious activity is 
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detected, an immediate alert is generated and transmitted as a pri-
ority signal. This proactive feature ensures that users can respond 
quickly to potential energy theft, minimizing losses and enhancing 
overall security. On the receiving end, another ESP32 microcon-
troller is responsible for processing the incoming data and uploa-
ding it to a Google Spreadsheet cloud via a Wi-Fi connection. This 
cloud-based storage solution not only secures the data but also 
makes it accessible from virtually anywhere, allowing users to 
monitor their energy consumption and any potential theft attempts 
through a web interface, smartphone, or laptop. The system’s user 
interface is designed to be intuitive, providing clear visualizations 
of energy usage patterns and highlighting any detected anomalies. 
Furthermore, the system is built with scalability in mind. It can be 
easily expanded to monitor additional circuits or integrated with 
other IoT devices, making it versatile enough to adapt to different 
environments, whether residential or commercial. This flexibility 
is complemented by the system’s robust data handling capabilities, 
with cloud storage ensuring that even large volumes of data can 
be managed efficiently. In essence, this IoT-based mechanism not 
only empowers users with real-time insights into their energy con-
sumption but also equips them with the tools needed to detect and 
prevent energy theft, ultimately contributing to more efficient and 
secure energy management practices.

Fig. 1. Block diagram of the Prototype Development Project

Figure 1 is the block diagram of the prototype development of 
the project. The main controller is ESP32 with sensors that help 
with reading monitoring and detecting theft.

Fig. 2. Project methodology flow chart

The flowchart in Figure 2 outlines the process of detecting 
energy theft in an IoT-based monitoring system. It begins with 
powering on the system, which then measures the power flow from 
the meter by capturing the current values on both the pole side (C1) 
and the load side (C2). These readings are continuously observed 
and compared to detect any discrepancies. If the system finds no 
significant difference between C1 and C2, it continues monitoring 
without further action. However, if a change is detected, indicating 
a possible theft, the system flags this as a theft event. The incident 
is then logged and updated on a Google Spreadsheet for remote 
monitoring and record-keeping. The process is designed to loop 
continuously, ensuring real-time monitoring and quick detection of 
unauthorized energy use.

B. ESP32 Microcontroller
The ESP32 microcontroller (shown in Figure 3) functions as 

the core processing unit, handling data collection from connected 
sensors and wireless communication. The sensors are connected 
to GPIO pins 33 and 34, where they continuously monitor para-
meters like current and voltage. Pin 34 is designated for reading 
the voltage sensor data, while Pin 33 captures readings from the 
current sensor.

The dual-core Tensilica Xtensa LX6 processor within the 
ESP32 efficiently handles multitasking, allowing it to process the 
incoming sensor data and manage communication protocols si-
multaneously. The built-in Wi-Fi is used to transmit data to cloud 
storage or a local network, enabling real-time monitoring. The 
Bluetooth functionality is available for low-power communication 
with nearby devices when required. In Table 1 shows specification 
of ESP32 microcontroller. 

The ESP32 communicates with LoRa modules to send sen-
sor readings wirelessly over long distances, making it essential for 
energy monitoring and theft detection.

Table I. 
Specifications for ESP32 Microcontroller

Specification SCT-013 Input Current

Input Current 0-30A AC 0-5A AC

Output Signal DC 0-1 V

Non-linearity 2-3 %

Built-in sampling resistance (RL) 62 Ω Turn Ratio

Turn Ratio 1800:1 G

Resistance Grade Grade B

Working Temperature 25 °C~+70 °C

Dielectric Strength 1000 V AC / 1 min 5 mA

Fig. 3. ESP32 Microcontroller
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without further action. However, if a change is 
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designated for reading the voltage sensor data, while 
Pin 33 captures readings from the current sensor. 

The dual-core Tensilica Xtensa LX6 processor within 
the ESP32 efficiently handles multitasking, allowing 
it to process the incoming sensor data and manage 
communication protocols simultaneously. The built-in 
Wi-Fi is used to transmit data to cloud storage or a 
local network, enabling real-time monitoring. The 
Bluetooth functionality is available for low-power 
communication with nearby devices when required. In 
Table 1 shows specification of ESP32 microcontroller.  

The ESP32 communicates with LoRa modules to send 
sensor readings wirelessly over long distances, 
making it essential for energy monitoring and theft 
detection. 

Table 1. Specifications for ESP32 Microcontroller 

Specification SCT-013 Input Current 
Input Current 0-30A AC 0-5A AC 
Output Signal DC 0-1 V 
Non-linearity 2-3 % 
Built-in sampling 
resistance (RL) 

62 Ω Turn Ratio 

Turn Ratio 1800:1 G 
Resistance Grade Grade B 
Working Temperature 25 °C~+70 °C 
Dielectric Strength 1000 V AC / 1 min 5 mA 

 

 

Fig. 3. ESP32 Microcontroller 

2.3 SCT-013 Current Transformer  

The SCT-013 (shown in Figure 4) is a non-invasive 
AC sensor that plays a key role in this project. It is 
used to measure up to 5A of alternating current (AC) 
by utilizing its split-core design, which allows it to 
clamp around live or neutral wires without the need for 
high-voltage rewiring. The current transformer (CT) 
in the sensor converts the AC flowing through the 
primary winding into a small, safe-to-handle current 
that flows through the secondary winding. In this 
project, the SCT-013 sensor is connected to the ESP32 
microcontroller via GPIO pins 33. The specifications 
are mentioned in the Table 2. 

The sensor continuously measures the AC current 
flowing through the monitored power lines, providing 
real-time data that the ESP32 processes and transmits 
wirelessly via LoRa to the monitoring system. The 
sensor’s data is crucial for calculating energy 
consumption and detecting potential energy theft by 
analyzing current patterns. 

 Table 2. Specifications for SCT-013 Current Transformer 

 

Specification Details 
Operating Voltage 2.2 to 3.6 V 
GPIO Ports 3 
ADC Ports 14 
DAC Ports 2 
Flash Memory 16 Mbyte 
SRAM 250 Kbyte 
Clock Speed Up to 240 MHz 
Wi-Fi 2.4 GHz 
Sleep Current 2.5 µA 
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C. SCT-013 Current Transformer
The SCT-013 (shown in Figure 4) is a non-invasive AC sensor 

that plays a key role in this project. It is used to measure up to 5A 
of alternating current (AC) by utilizing its split-core design, which 
allows it to clamp around live or neutral wires without the need 
for high-voltage rewiring. The current transformer (CT) in the 
sensor converts the AC flowing through the primary winding into 
a small, safe-to-handle current that flows through the secondary 
winding. In this project, the SCT-013 sensor is connected to the 
ESP32 microcontroller via GPIO pins 33. The specifications are 
mentioned in the Table 2.

The sensor continuously measures the AC current flowing 
through the monitored power lines, providing real-time data that 
the ESP32 processes and transmits wirelessly via LoRa to the mo-
nitoring system. The sensor’s data is crucial for calculating energy 
consumption and detecting potential energy theft by analyzing cu-
rrent patterns.

 Table II. 
Specifications for SCT-013 Current Transformer

Specification Details

Operating Voltage 2.2 to 3.6 V

GPIO Ports 3

ADC Ports 14

DAC Ports 2

Flash Memory 16 Mbyte

SRAM 250 Kbyte

Clock Speed Up to 240 MHz

Wi-Fi 2.4 GHz

Sleep Current 2.5 µA

Fig. 4. SCT-013 Current Transformer

D. ZMPT101B AC Voltage Sensor
A high-precision ZMPT101B (shown in Figure 5) voltage 

transformer is the foundation of the ZMPT101B AC Single Phase 
voltage sensor module, which is used to detect precise AC voltage. 
With an ESP32 can be measure AC voltage quite effectively using 
this method. The analog output of the ZMPT101B sensor can be 
adjusted in response to the sensor’s ability to measure voltage up 
to 250V AC. The specifications are mentioned in table 3. The mo-
dule contains a multi-turn trim potentiometer for calibrating and 
adjusting the ADC output, and it is simple to use. In the prototy-
pe, the voltage signal is being measured and sent to the ESP32 
microcontroller.

Table III. 
Specifications for ZMPT101B Sensor

Specification ZMPT101B Sensor

Output Signal 0-5v

Operating Voltage DC 5V-30V

Measure within 250V AC.

Rated input current 2mA

Size 49.5 mm x 19.4 mm

Operating temperature 40ºC ~ + 70ºC

Fig. 5. ZMPT101B Sensor

E. LM2596 Buck Converter
The LM2596 (shown in Figure 6) power supply module is a 

step-down (buck) DC-DC converter designed to regulate voltage. 
It can efficiently handle loads of up to 3A while ensuring consistent 
regulation even when dealing with changes in input and output 
conditions. This module is available in different variants, offering 
fixed output voltages like 3.3V, 5V, and 12V, and it also includes 
an adjustable output version for flexibility. Notably, the LM2596 
series operates at a switching frequency of 150 kHz, making it a 
versatile and adaptable choice for various applications. The cha-
racteristics are shown in Table 4. In this project, it has been used to 
convert 12V DC to 5V DC to give an input source to the desired 
components, such as relay module, BTS7960, esp32nodemcu con-
troller, proximity sensor, and limit switches. The operating voltage 
of the system is 12V DC, so a converter is required for those com-
ponents that can only operate at 5V to convert the input from 12V 
to 3.3V to provide a power source. Specifications of buck conver-
ters are given below.

Table IV.  
Specifications of the LM2596 Buck Converter

Specification Value

Model LM2596 Buck Converter

Input Voltage Range 3.3V to 40V

Output Voltage Range 1.25V to 37V (adjustable)

Output Current Up to 3A

Switching Frequency 150 kHz (typical)

Efficiency Up to 92%

Output Ripple 50mV to 100mV (depending on load)

Load Regulation ±0.5%

Voltage Regulation ±2%

Operating Temperature -40°C to +125°C

Dimensions 45 mm x 20 mm x 14 mm
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2.5 LM2596 Buck Converter

The LM2596 (shown in Figure 6) power supply
module is a step-down (buck) DC-DC converter
designed to regulate voltage. It can efficiently handle
loads of up to 3A while ensuring consistent regulation
even when dealing with changes in input and output

conditions. This module is available in different
variants, offering fixed output voltages like 3.3V, 5V,
and 12V, and it also includes an adjustable output
version for flexibility. Notably, the LM2596 series
operates at a switching frequency of 150 kHz, making
it a versatile and adaptable choice for various
applications. The characteristics are shown in Table 4.
In this project, it has been used to convert 12V DC to
5V DC to give an input source to the desired 
components, such as relay module, BTS7960,
esp32nodemcu controller, proximity sensor, and limit
switches. The operating voltage of the system is 12V
DC, so a converter is required for those components
that can only operate at 5V to convert the input from
12V to 3.3V to provide a power source. Specifications
of buck converters are given below.

Table 4. Specifications of the LM2596 Buck Converter
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2.6 Ra-02 Lora Module

The LoRa RA-02 (shown in Figure 7) module was
utilized to enable long-range, low-power wireless
transmission of current and voltage data from the
energy meter to the central monitoring system. LoRa,
an abbreviation for Long Range, is a low-power wide-
area network (LPWAN) communication technology 
that facilitates data transmission over several
kilometers, making it well-suited for distributed
energy monitoring applications. The specifications are

Specification Value
Model LM2596 Buck Converter
Input Voltage Range 3.3V to 40V
Output Voltage Range 1.25V to 37V (adjustable)
Output Current Up to 3A
Switching Frequency 150 kHz (typical)
Efficiency Up to 92%

Output Ripple 50mV to 100mV (depending
on load)

Load Regulation ±0.5%
Voltage Regulation ±2%
Operating Temperature -40°C to +125°C
Dimensions 45 mm x 20 mm x 14 mm
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In this project, it has been used to convert 12V DC to
5V DC to give an input source to the desired 
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switches. The operating voltage of the system is 12V
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that can only operate at 5V to convert the input from
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2.6 Ra-02 Lora Module

The LoRa RA-02 (shown in Figure 7) module was
utilized to enable long-range, low-power wireless
transmission of current and voltage data from the
energy meter to the central monitoring system. LoRa,
an abbreviation for Long Range, is a low-power wide-
area network (LPWAN) communication technology 
that facilitates data transmission over several
kilometers, making it well-suited for distributed
energy monitoring applications. The specifications are

Specification Value
Model LM2596 Buck Converter
Input Voltage Range 3.3V to 40V
Output Voltage Range 1.25V to 37V (adjustable)
Output Current Up to 3A
Switching Frequency 150 kHz (typical)
Efficiency Up to 92%

Output Ripple 50mV to 100mV (depending
on load)

Load Regulation ±0.5%
Voltage Regulation ±2%
Operating Temperature -40°C to +125°C
Dimensions 45 mm x 20 mm x 14 mm
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Fig. 6. Buck converter

F. Ra-02 Lora Module
The LoRa RA-02 (shown in Figure 7) module was utilized 

to enable long-range, low-power wireless transmission of current 
and voltage data from the energy meter to the central monitoring 
system. LoRa, an abbreviation for Long Range, is a low-power 
wide-area network (LPWAN) communication technology that fa-
cilitates data transmission over several kilometers, making it well-
suited for distributed energy monitoring applications. The speci-
fications are describes in Table 5. The RA-02 module serves as 
the primary medium for collecting data from the sensing units and 
transmitting it to the receiver node for analysis. This configuration 
provides continuous updates on energy usage and supports the de-
tection of anomalies indicative of potential energy theft. 

Table V. 
Specifications of the Lora RA-02 module

Specification Value
Module Model Ra-02
Frequency Range 410-525MHz
Communication Range Up to 10 km (in open areas)
Modulation Lora Modulation Technique
Interface SPI
Programmable bit rate 300Kbps
Antenna IPEX
Max Transmit Power 18±1dBm
Power(Typical Values) 433MHz:TX:93mARX:12.15mAS-

tandby:1.6mA 470MHZ: 
TX:97mARX:12.15mAStandby:1.5mA

Power Supply 2.5~3.7V Typical3.3V
Operating  Temperature- -40°C to +85°C
Weight 0.45g

Fig. 7. Lora ra02 Module with Antenna7 
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2.5 LM2596 Buck Converter 

The LM2596 (shown in Figure 6) power supply 
module is a step-down (buck) DC-DC converter 
designed to regulate voltage. It can efficiently handle 
loads of up to 3A while ensuring consistent regulation 
even when dealing with changes in input and output 

conditions. This module is available in different 
variants, offering fixed output voltages like 3.3V, 5V, 
and 12V, and it also includes an adjustable output 
version for flexibility. Notably, the LM2596 series 
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2.6 Ra-02 Lora Module 

The LoRa RA-02 (shown in Figure 7) module was 
utilized to enable long-range, low-power wireless 
transmission of current and voltage data from the 
energy meter to the central monitoring system. LoRa, 
an abbreviation for Long Range, is a low-power wide-
area network (LPWAN) communication technology 
that facilitates data transmission over several 
kilometers, making it well-suited for distributed 
energy monitoring applications. The specifications are 

Specification Value 
Model LM2596 Buck Converter 
Input Voltage Range 3.3V to 40V 
Output Voltage Range 1.25V to 37V (adjustable) 
Output Current Up to 3A 
Switching Frequency 150 kHz (typical) 
Efficiency Up to 92% 

Output Ripple 50mV to 100mV (depending 
on load) 

Load Regulation ±0.5% 
Voltage Regulation ±2% 
Operating Temperature -40°C to +125°C 
Dimensions 45 mm x 20 mm x 14 mm 
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describes in Table 5. The RA-02 module serves as the 
primary medium for collecting data from the sensing 
units and transmitting it to the receiver node for 
analysis. This configuration provides continuous 
updates on energy usage and supports the detection of 
anomalies indicative of potential energy theft.  

Table 5. Specifications of the Lora RA-02 module 

Specification Value 
Module Model Ra-02 
Frequency Range 410-525MHz 
Communication Range Up to 10 km (in open areas) 
Modulation Lora Modulation Technique 
Interface SPI 
Programmable bit rate 300Kbps 
Antenna IPEX 
Max Transmit Power 18±1dBm 
 
Power(Typical Values) 

433MHz:TX:93mARX:12.15
mAStandby:1.6mA 470MHZ: 
TX:97mARX:12.15mAStand
by:1.5mA 

Power Supply 2.5~3.7V Typical3.3V 
Operating  
Temperature- -40°C to +85°C 

Weight 0.45g 
 

 

Fig. 7. Lora ra02 Module with Antenna 

The integration of LoRa technology minimizes the 
need for complex wiring infrastructure, thereby 
reducing installation costs and improving system 
scalability. Its strong resistance to interference and 
robust signal propagation ensure consistent data 
transmission even in challenging environments. 
Furthermore, the low power consumption of the RA-
02 module enhances the operational efficiency of the 
system, allowing long-term, maintenance-free 
deployment in remote or rural areas. 

 

2.7 Hardware System Architecture 

Figure 8 presents the complete circuit diagram of the 
proposed IoT-enabled power theft detection system. 
The design consists of two integrated units: the Pole-
Side Setup and the Home-Side Setup, which 
communicate wirelessly using LoRa RA-02 modules. 
Both units are based on ESP32 microcontrollers, 
ensuring efficient data processing, wireless 
communication, and real-time synchronization of 
current and voltage measurements. 

Fig. 8. Circuit Diagram of Project
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Fig. 8. Circuit Diagram of Project 

 

Pole-Side Setup: The pole-side unit serves as the 
primary data acquisition node. It comprises an ESP32 
microcontroller, an SCT013B current sensor, and a 
LoRa RA-02 module. The SCT013B sensor measures 
the current flowing through the distribution line, 
generating an analog signal proportional to the load. 
This signal is processed by the ESP32, which converts 
it into digital form and transmits it wirelessly to the 
home-side unit via the LoRa module. 

The entire circuit is enclosed within a protective 
casing and mounted on the distribution pole. The setup 
is powered by AA batteries for energy efficiency, and 
a manual switch is provided to control system 
operation. The pole-side unit continuously monitors 
the current flow and acts as the transmitting node, 
enabling reliable, long-range, low-power 
communication with the home-side receiver. 

Home-Side Setup: The home-side unit functions as 
the receiver and analytical node of the system. It 
incorporates an ESP32 microcontroller, an SCT013B 
current sensor, a ZMPT101B voltage sensor, and a 
LoRa RA-02 module. The LoRa module receives 
current readings from the pole-side transmitter, while 
the local sensors measure the home’s current and 
voltage in real time. The ESP32 compares the received 
and measured current values to detect discrepancies 
that may indicate unauthorized power consumption. 

When a difference between the pole-side and home-
side readings exceeds the predefined threshold, the 

system identifies this as a potential theft event. The 
data, including date, time, voltage, current, power, and 
theft status, are then transmitted to a cloud-based 
Google Spreadsheet for real-time monitoring and 
record keeping. The home-side setup also provides 
serial output for on-site diagnostics and verification. 

This two-node architecture ensures synchronized data 
measurement, long-range wireless communication, 
and real-time cloud integration. The hardware–
software co-design provides a robust, scalable, and 
low-cost framework for continuous energy monitoring 
and accurate power theft detection.  

 

2.8 Software Used for Programming Microcontrollers  

The Arduino Integrated Development Environment 
(IDE) (shown in Figure 9) was employed to program 
both ESP32 (NodeMCU) microcontrollers used in the 
prototype development of the project. The IDE was 
selected for its versatility, hardware compatibility, and 
integrated debugging environment, which facilitated 
efficient embedded system development. The software 
provides a comprehensive interface consisting of a 
code editor, compiler, message console, and serial 
monitor, enabling real-time code verification and 
communication diagnostics. All embedded programs, 
referred to as sketches, were developed and compiled 
within the IDE using the .ino file extension. The 
environment supports structured programming 
through syntax highlighting, search, and automated 
error detection features. Configuration of the 
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The integration of LoRa technology minimizes the need for 
complex wiring infrastructure, thereby reducing installation costs 
and improving system scalability. Its strong resistance to interfe-
rence and robust signal propagation ensure consistent data tran-
smission even in challenging environments. Furthermore, the low 
power consumption of the RA-02 module enhances the operatio-
nal efficiency of the system, allowing long-term, maintenance-free 
deployment in remote or rural areas.

G. Hardware System Architecture
Figure 8 presents the complete circuit diagram of the proposed 

IoT-enabled power theft detection system. The design consists of 
two integrated units: the Pole-Side Setup and the Home-Side Se-
tup, which communicate wirelessly using LoRa RA-02 modules. 
Both units are based on ESP32 microcontrollers, ensuring efficient 
data processing, wireless communication, and real-time synchroni-
zation of current and voltage measurements.

Pole-Side Setup: The pole-side unit serves as the primary 
data acquisition node. It comprises an ESP32 microcontroller, 
an SCT013B current sensor, and a LoRa RA-02 module. The 
SCT013B sensor measures the current flowing through the distri-
bution line, generating an analog signal proportional to the load. 
This signal is processed by the ESP32, which converts it into di-
gital form and transmits it wirelessly to the home-side unit via the 
LoRa module.

The entire circuit is enclosed within a protective casing and 
mounted on the distribution pole. The setup is powered by AA 
batteries for energy efficiency, and a manual switch is provided 
to control system operation. The pole-side unit continuously mo-
nitors the current flow and acts as the transmitting node, enabling 
reliable, long-range, low-power communication with the home-si-
de receiver.

Home-Side Setup: The home-side unit functions as the recei-
ver and analytical node of the system. It incorporates an ESP32 
microcontroller, an SCT013B current sensor, a ZMPT101B vol-
tage sensor, and a LoRa RA-02 module. The LoRa module re-
ceives current readings from the pole-side transmitter, while the 
local sensors measure the home’s current and voltage in real time. 
The ESP32 compares the received and measured current valu-
es to detect discrepancies that may indicate unauthorized power 
consumption.

When a difference between the pole-side and home-side rea-
dings exceeds the predefined threshold, the system identifies this as 
a potential theft event. The data, including date, time, voltage, cu-
rrent, power, and theft status, are then transmitted to a cloud-based 
Google Spreadsheet for real-time monitoring and record keeping. 
The home-side setup also provides serial output for on-site diagno-
stics and verification.

This two-node architecture ensures synchronized data me-
asurement, long-range wireless communication, and real-time 
cloud integration. The hardware–software co-design provides a 
robust, scalable, and low-cost framework for continuous energy 
monitoring and accurate power theft detection. 

H. Software Used for Programming 
Microcontrollers 

The Arduino Integrated Development Environment (IDE) 
(shown in Figure 9) was employed to program both ESP32 (No-
deMCU) microcontrollers used in the prototype development of 
the project. The IDE was selected for its versatility, hardware com-
patibility, and integrated debugging environment, which facilitated 

efficient embedded system development. The software provides a 
comprehensive interface consisting of a code editor, compiler, me-
ssage console, and serial monitor, enabling real-time code verifica-
tion and communication diagnostics. All embedded programs, re-
ferred to as sketches, were developed and compiled within the IDE 
using the .ino file extension. The environment supports structured 
programming through syntax highlighting, search, and automated 
error detection features. Configuration of the development setup 
included the installation of ESP32-specific libraries via the Board 
Manager and the integration of required dependencies for LoRa 
communication and cloud connectivity. The serial monitor was 
utilized to validate data transmission between the ESP32, sensors, 
and cloud interface. The Arduino IDE’s open-source flexibility and 
extensive hardware support enabled seamless coordination betwe-
en hardware and software components, ensuring reliable data 
acquisition, processing, and real-time transmission for the IoT-ba-
sed energy monitoring and theft detection system.

Fig. 9. Arduino IDE software

ESP32 with LoRa TX
The transmitter (pole-side) ESP32 microcontroller was pro-

grammed using the Arduino IDE to acquire current measurements 
from the SCT013B current sensor and transmit them via the LoRa 
RA-02 module. The program defines LoRa pin mapping accor-
ding to ESP32 GPIO assignments to ensure proper communication 
between the devices. A correction factor was applied to calibrate 
sensor readings for improved accuracy. During initialization, the 
system configured the serial interface and LoRa communication 
module, halting operation if initialization failed. The main loop 
continuously read current values from the SCT013B sensor, appli-
ed the correction factor, and transmitted the calibrated data wire-
lessly through the LoRa link. Each transmission cycle included a 
short delay to prevent data congestion and ensure stable commu-
nication. This program enabled reliable long-range data transfer of 
current measurements from the pole-side setup to the receiver unit.

ESP32 with LoRa RX
The receiver (home-side) ESP32 combined Wi-Fi, LoRa, and 

sensor interfaces for real-time monitoring and data logging. The 
system established a Wi-Fi connection to transmit data to a Go-
ogle Spreadsheet via HTTP GET requests, while simultaneously 
initializing LoRa for receiving current data from the transmitter. 
The ZMPT101B voltage sensor and SCT013B current sensor were 
configured to measure RMS voltage and current, respectively. 
Power and energy consumption were calculated by multiplying 
voltage and current values, with accumulated readings logged to 
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development setup included the installation of ESP32-
specific libraries via the Board Manager and the 
integration of required dependencies for LoRa 
communication and cloud connectivity. The serial 
monitor was utilized to validate data transmission 
between the ESP32, sensors, and cloud interface. The 
Arduino IDE’s open-source flexibility and extensive 
hardware support enabled seamless coordination 
between hardware and software components, ensuring 
reliable data acquisition, processing, and real-time 
transmission for the IoT-based energy monitoring and 
theft detection system. 
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was programmed using the Arduino IDE to acquire 
current measurements from the SCT013B current 
sensor and transmit them via the LoRa RA-02 module. 
The program defines LoRa pin mapping according to 
ESP32 GPIO assignments to ensure proper 
communication between the devices. A correction 
factor was applied to calibrate sensor readings for 
improved accuracy. During initialization, the system 
configured the serial interface and LoRa 
communication module, halting operation if 
initialization failed. The main loop continuously read 
current values from the SCT013B sensor, applied the 
correction factor, and transmitted the calibrated data 
wirelessly through the LoRa link. Each transmission 
cycle included a short delay to prevent data congestion 
and ensure stable communication. This program 
enabled reliable long-range data transfer of current 
measurements from the pole-side setup to the receiver 
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2.8.2 ESP32 with LoRa RX 
The receiver (home-side) ESP32 combined Wi-Fi, 
LoRa, and sensor interfaces for real-time monitoring 
and data logging. The system established a Wi-Fi 
connection to transmit data to a Google Spreadsheet 
via HTTP GET requests, while simultaneously 

initializing LoRa for receiving current data from the 
transmitter. The ZMPT101B voltage sensor and 
SCT013B current sensor were configured to measure 
RMS voltage and current, respectively. Power and 
energy consumption were calculated by multiplying 
voltage and current values, with accumulated readings 
logged to the cloud for continuous monitoring. 

Incoming LoRa packets containing current readings 
from the pole-side setup were decoded and compared 
with local current measurements. If the difference 
between the transmitted and local current values 
exceeded a defined threshold, the system identified the 
event as potential theft and updated the theft status in 
the Google Spreadsheet. The program’s functions 
ensured synchronized data acquisition, processing, 
and wireless communication, enabling accurate 
detection and real-time reporting of unauthorized 
energy usage. 
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Script was utilized for real-time data logging and 
visualization of energy parameters. The ESP32 
microcontroller transmitted measured voltage, current, 
power, units, and theft status values to the cloud via 
HTTP GET requests. The Google Apps Script, 
deployed as a Web App, handled incoming requests, 
extracted parameters, and dynamically updated 
corresponding columns in the spreadsheet, enabling 
automatic data entry and confirmation of successful 
transmission. The real-time logging ensured accurate 
synchronization between the pole-side and home-side 
setups. 

 

Fig.10. Google spreadsheets Interface 

Figure 10 illustrates the Google Spreadsheet interface 
used for monitoring system performance. The 
spreadsheet automatically records parameters in 
structured columns date, time, voltage, current, power, 
units, and theft status allowing continuous observation 
and analysis. The integrated system architecture, 
comprising two ESP32 microcontrollers, two 
SCT013B current sensors, one ZMPT101B voltage 
sensor, and two LoRa RA-02 modules, was divided 
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the cloud for continuous monitoring.

Incoming LoRa packets containing current readings from the 
pole-side setup were decoded and compared with local current me-
asurements. If the difference between the transmitted and local cu-
rrent values exceeded a defined threshold, the system identified the 
event as potential theft and updated the theft status in the Google 
Spreadsheet. The program’s functions ensured synchronized data 
acquisition, processing, and wireless communication, enabling 
accurate detection and real-time reporting of unauthorized energy 
usage.

Google Spreadsheet Integration and Interface
A Google Spreadsheet integrated with Google Apps Script was 

utilized for real-time data logging and visualization of energy para-
meters. The ESP32 microcontroller transmitted measured voltage, 
current, power, units, and theft status values to the cloud via HTTP 
GET requests. The Google Apps Script, deployed as a Web App, 
handled incoming requests, extracted parameters, and dynamically 
updated corresponding columns in the spreadsheet, enabling auto-
matic data entry and confirmation of successful transmission. The 
real-time logging ensured accurate synchronization between the 
pole-side and home-side setups.

Fig.10. Google spreadsheets Interface

Figure 10 illustrates the Google Spreadsheet interface used for 
monitoring system performance. The spreadsheet automatically 
records parameters in structured columns date, time, voltage, cu-
rrent, power, units, and theft status allowing continuous observa-
tion and analysis. The integrated system architecture, comprising 
two ESP32 microcontrollers, two SCT013B current sensors, one 
ZMPT101B voltage sensor, and two LoRa RA-02 modules, was 
divided into a pole-side and a home-side setup. The pole-side mo-
dule measured current at the distribution line and transmitted the 
readings wirelessly via LoRa to the home-side unit. The receiver 
simultaneously measured local voltage and current, comparing 
both datasets to identify discrepancies indicative of power theft.

All readings were continuously logged and visualized in the 
Google Spreadsheet, providing a reliable, cloud-based platform 
for real-time monitoring and record maintenance. This integration 
effectively combined IoT sensing, long-range communication, and 
cloud computing to achieve automated energy tracking and theft 
detection with high efficiency and accessibility.

I. Project Hardware Interface
The prototype comprises two primary units: the transmitter 

(pole-side) and the receiver (home-side). The pole-side unit, as 
shown in Figure 11, is enclosed within a circuit box mounted on 

the electricity pole and contains the complete electronic assembly, 
including the ESP32 microcontroller, SCT013B current sensor, 
and LoRa RA-02 communication module. This unit continuo-
usly measures the current flow and transmits the data wirelessly 
to the receiver module. The receiver side, depicted in figure 12, 
is installed at the consumer’s premises and incorporates another 
ESP32, current and voltage sensors, and a LoRa module. This 
setup receives the transmitted data, compares it with the locally 
measured values, and identifies any discrepancies indicative of 
unauthorized power usage. Together, these interconnected units 
demonstrate the seamless integration of hardware and software 
components for efficient, real-time monitoring and theft detection 
within the proposed IoT framework.

Fig. 11. Transmitter side

Fig. 12. Receiver side

3. Results and Discussion
The experimental evaluation of the proposed model was con-

ducted (see table 6) to validate the performance and functionality 
of the developed IoT-based power theft detection system. Figure 
13 presents the complete prototype used during testing. The system 
architecture comprises two primary modules: the Pole-Side Setup 
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into a pole-side and a home-side setup. The pole-side 
module measured current at the distribution line and 
transmitted the readings wirelessly via LoRa to the 
home-side unit. The receiver simultaneously measured 
local voltage and current, comparing both datasets to 
identify discrepancies indicative of power theft. 

All readings were continuously logged and visualized 
in the Google Spreadsheet, providing a reliable, cloud-
based platform for real-time monitoring and record 
maintenance. This integration effectively combined 
IoT sensing, long-range communication, and cloud 
computing to achieve automated energy tracking and 
theft detection with high efficiency and accessibility. 

2.9 Project Hardware Interface 

The prototype comprises two primary units: the 
transmitter (pole-side) and the receiver (home-side). 
The pole-side unit, as shown in Figure 11, is enclosed 
within a circuit box mounted on the electricity pole 
and contains the complete electronic assembly, 
including the ESP32 microcontroller, SCT013B 
current sensor, and LoRa RA-02 communication 
module. This unit continuously measures the current 
flow and transmits the data wirelessly to the receiver 
module. The receiver side, depicted in figure 12, is 
installed at the consumer’s premises and incorporates 
another ESP32, current and voltage sensors, and a 
LoRa module. This setup receives the transmitted 
data, compares it with the locally measured values, 
and identifies any discrepancies indicative of 
unauthorized power usage. Together, these 
interconnected units demonstrate the seamless 
integration of hardware and software components for 
efficient, real-time monitoring and theft detection 
within the proposed IoT framework. 
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and a LoRa RA-02 module enclosed within a 
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3.1 Quantitative Experimental Analysis 

To evaluate the performance of the proposed IoT-
based power theft detection system, multiple 
experiments were conducted under different operating 
conditions, including no-load, normal-load, and 
simulated theft scenarios. The measured parameters 
included voltage, pole-side current, home-side current, 
calculated power, current mismatch, and theft 
detection status. 

The experiments were performed using a 220–230 V 
AC single-phase supply and a 200 W incandescent 
bulb as the test load. The current mismatch was 
calculated using: 

∆𝐼𝐼𝐼𝐼 = �𝐼𝐼𝐼𝐼𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝 − 𝐼𝐼𝐼𝐼ℎ𝑝𝑝𝑝𝑝𝑜𝑜𝑜𝑜𝑝𝑝𝑝𝑝� 

A theft condition was triggered when: 

∆> 0.20 

where 0.20 A was selected experimentally to avoid 
false triggering caused by sensor noise and minor load 
fluctuations. 
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and the Home-Side Setup (Receiver). The pole-side configuration 
includes an ESP32 microcontroller, an SCT013B current sensor, 
and a LoRa RA-02 module enclosed within a protective circuit ho-
using mounted on the distribution pole.

A. Quantitative Experimental Analysis
To evaluate the performance of the proposed IoT-based power 

theft detection system, multiple experiments were conducted un-
der different operating conditions, including no-load, normal-load, 
and simulated theft scenarios. The measured parameters included 
voltage, pole-side current, home-side current, calculated power, 
current mismatch, and theft detection status.

The experiments were performed using a 220–230 V AC sin-
gle-phase supply and a 200 W incandescent bulb as the test load. 
The current mismatch was calculated using:

A theft condition was triggered when:

where 0.20 A was selected experimentally to avoid false trigge-
ring caused by sensor noise and minor load fluctuations.

Table VI 
Experimental Results under Different Conditions

Test 
Condition

Voltage 
(V)

Pole 
Current 
(A)

Home 
Current 
(A)

Calcu-
lated 
Power 
(W)

Cu-
rrent 
Diffe-
rence 
(A)

Theft 
Status

System 
OFF

0 0.00 0.00 0 0.00 No Theft

No Load 228 0.00 0.00 0 0.00 No Theft

Normal 
Load 
(200W 
Bulb)

227 0.88 0.85 193 0.03 No Theft

Theft 
Conditi-
on 1

226 1.34 0.82 185 0.52 Theft 
Detected

Theft 
Conditi-
on 2

229 1.52 0.91 208 0.61 Theft 
Detected

The current measurements obtained from the proposed system 
were compared with a conventional clamp meter to evaluate sen-
sor accuracy.

The percentage error was calculated using:
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Table 6: Experimental results under different conditions 

Test Condition Voltage (V) Pole Current 
(A) 

Home Current 
(A) 

Calculated 
Power (W) 

Current 
Difference (A) 

Theft Status 

System OFF 0 0.00 0.00 0 0.00 No Theft 

No Load 228 0.00 0.00 0 0.00 No Theft 

Normal Load 
(200W Bulb) 

227 0.88 0.85 193 0.03 No Theft 

Theft Condition 1 226 1.34 0.82 185 0.52 Theft Detected 

Theft Condition 2 229 1.52 0.91 208 0.61 Theft Detected 

 

The current measurements obtained from the proposed 
system were compared with a conventional clamp 
meter to evaluate sensor accuracy. 

The percentage error was calculated using: 

% 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 =
�𝐼𝐼𝐼𝐼𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑝𝑝𝑝𝑝𝑚𝑚𝑚𝑚 − 𝐼𝐼𝐼𝐼𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑟𝑟𝑟𝑟𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑝𝑝𝑝𝑝�

𝐼𝐼𝐼𝐼𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑟𝑟𝑟𝑟𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑝𝑝𝑝𝑝
× 100 

 

Table 7: Accuracy comparison with standard meter 

Load 
Condition 

Prototype 
Current (A) 

Reference 
Meter (A) 

Error 
(%) 

100 W Load 0.44 0.43 2.32 
200 W Load 0.88 0.86 2.33 
300 W Load 1.31 1.28 2.34 

 

From conclusion of table 7 the average current 
measurement error of the ystem was approximately 
2.33% demonstrationg acceptable accuracy for low-
cost IoT-Based monitoring applications.

 

Fig. 13. Complete prototype of a project 
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Table 7: Accuracy comparison with standard meter 

Load 
Condition 

Prototype 
Current (A) 

Reference 
Meter (A) 

Error 
(%) 

100 W Load 0.44 0.43 2.32 
200 W Load 0.88 0.86 2.33 
300 W Load 1.31 1.28 2.34 

 

From conclusion of table 7 the average current 
measurement error of the ystem was approximately 
2.33% demonstrationg acceptable accuracy for low-
cost IoT-Based monitoring applications.

 

Fig. 13. Complete prototype of a project Fig. 13. Complete prototype of a project
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Table VII 
 Accuracy Comparison with Standard Meter

Load Condition Prototype Current 
(A)

Reference Meter 
(A)

Error (%)

100 W Load 0.44 0.43 2.32

200 W Load 0.88 0.86 2.33

300 W Load 1.31 1.28 2.34

From conclusion of table 7 the average current measurement 
error of the ystem was approximately 2.33% demonstrationg accep-
table accuracy for low-cost IoT-Based monitoring applications.

This unit measures the current flowing through the electri-
cal line and transmits the acquired data wirelessly via the LoRa 
network. The home-side setup, equipped with another ESP32 
microcontroller, an SCT013B current sensor, a ZMPT101B vol-
tage sensor, and a corresponding LoRa module, receives the tran-
smitted current readings and simultaneously measures local cu-
rrent and voltage values. The comparison between the transmitted 
and locally measured data enables real-time identification of dis-
crepancies indicative of unauthorized energy consumption. The 
system performance was evaluated under four distinct operating 
conditions: (i) system off, (ii) system on with no load, (iii) normal 
load condition (200 W bulb), and (iv) theft condition.

B. Project off Condition 
The implementation of the proposed power theft detection 

system was carried out using a combination of ESP32 microcon-
trollers, SCT013B current sensors, a ZMPT101B voltage sensor, 
and LoRa RA-02 communication modules. The observations and 
results obtained from these experiments are presented below.

		  (a)			    (b)
Fig. 14(a, b). When the system was off

Figure 14 (a, b) illustrates the system behavior when powe-
red off. In this state, no data transmission occurred between the 
pole-side and home-side setups. The current sensors on both ends 
recorded zero readings, confirming the absence of current flow and 
verifying that the system remained in an idle, non-transmitting sta-
te. This baseline test established the accuracy and stability of the 
sensors and confirmed that the system operates only under active 
load conditions.

C. Project on Condition (No Theft) 
Figure 15 (a, b) illustrates the system’s operational state imme-

diately after power-up. In this condition, the pole-side setup began 
measuring the current flow through the electrical line and tran-
smitted the readings to the home-side setup via the LoRa RA-02 
communication link. The communication reliability of the LoRa 
RA-02 modules was evaluated by increasing the separation distan-
ce between the transmitter and receiver units.

Table VIII 
LoRa Communication Performance 

Distance (m) Packet Success Rate (%) Average Delay (ms)

10 100 120

0 100 135

100 99 148

250 98 170

500 96 210

The table 8 results confirmed stable communication with mi-
nimal packet loss over moderate transmission distances, validating 
the suitability of LoRa technology for distributed energy monito-
ring application. The ESP32 microcontrollers on both sides succe-
ssfully exchanged data, confirming that the wireless communicati-
on channel was functional.

			   (a) 				  

			   (b)
Fig. 15. System on Condition
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Fig. 14(a, b). When the system was off 
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occurred between the pole-side and home-side setups. 
The current sensors on both ends recorded zero 
readings, confirming the absence of current flow and 
verifying that the system remained in an idle, non-
transmitting state. This baseline test established the 
accuracy and stability of the sensors and confirmed 
that the system operates only under active load 
conditions. 
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Figure 15 (a, b) illustrates the system’s operational 
state immediately after power-up. In this condition, 
the pole-side setup began measuring the current flow 
through the electrical line and transmitted the readings 
to the home-side setup via the LoRa RA-02 
communication link. The communication reliability of 
the LoRa RA-02 modules was evaluated by increasing 
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Table 8: LoRa Communication Performance  

Distance (m) Packet Success 
Rate (%) 

Average Delay 
(ms) 

10 100 120 

0 100 135 

100 99 148 

250 98 170 

500 96 210 

 

The table 8 results confirmed stable communication 
with minimal packet loss over moderate transmission 
distances, validating the suitability of LoRa 
technology for distributed energy monitoring 
application. The ESP32 microcontrollers on both sides 
successfully exchanged data, confirming that the 
wireless communication channel was functional. 
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Fig. 15(a, b). System on Condition
As shown in Figure 16, during the no-load condition, 
the current readings on both sides remained zero, 
indicating no energy flow and verifying that the 
sensors were accurately calibrated. The results 
validated the system’s stability, readiness, and ability 
to perform real-time monitoring without false 
detections under no-load or non-theft conditions. 

 

Fig. 16. No Theft 

 

3.4 Project Normal Load Condition (200W Bulb, No 
Theft) 

A 200W bulb was connected as the load in the 
experimental setup (see Figure 17(a, b)). The Pole 
Side Setup detected the current flow corresponding to 
the 200W bulb and transmitted this data to the Home 
Side Setup. The data received at the Home Side Setup 
was logged into the Google Sheet, written in columns, 
a,b,c,d,e,f, and g, respectively Date, time, voltage, 
current, power, units, and theft detection showing the 
expected readings based on the load. 
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As shown in Figure 16, during the no-load condition, the cu-
rrent readings on both sides remained zero, indicating no energy 
flow and verifying that the sensors were accurately calibrated. The 
results validated the system’s stability, readiness, and ability to per-
form real-time monitoring without false detections under no-load 
or non-theft conditions.

Fig. 16. No Theft

D. Project Normal Load Condition (200W Bulb, 
No Theft)

A 200W bulb was connected as the load in the experimental se-
tup (see Figure 17(a, b)). The Pole Side Setup detected the current 
flow corresponding to the 200W bulb and transmitted this data to 
the Home Side Setup. The data received at the Home Side Setup 
was logged into the Google Sheet, written in columns, a,b,c,d,e,f, 
and g, respectively Date, time, voltage, current, power, units, and 
theft detection showing the expected readings based on the load.

		  (a) 			   (b)
Fig. 17. Normal Load Condition (200W)

The system performed as expected under normal load conditi-
ons. The current sensor accurately measured the current correspon-
ding to the 200W bulb, and the data was correctly transmitted and 
recorded. This result confirms that the system is capable of moni-
toring legal electricity usage and logging it for further analysis. The 
absence of theft detection alerts indicated that the system correctly 
identified this as a normal operating condition.

E.  Theft Detected Condition
Figure 18 illustrates the system behavior under a simulated 

theft condition, where an unauthorized connection was created by 
tapping into the electrical line. During this scenario, the pole-side 
setup recorded an abnormal increase in current that did not corres-
pond to the readings from the home-side setup. This discrepancy 
was automatically identified by the system as an anomaly. The 
data were transmitted to the home-side unit, where a theft alert was 
generated and logged in the cloud-based Google Spreadsheet for 
immediate visualization and record keeping.

Fig. 18. Theft Detected Condition

As shown in Figure 19, the serial monitor output confirmed 
successful detection of unauthorized energy usage. The system 
accurately identified the imbalance between transmitted and re-
ceived current values, triggering the theft detection algorithm. The 
event was recorded in real time, providing clear digital evidence of 
the theft occurrence. These results validate the system’s capability 
to detect, flag, and report unauthorized power consumption with 
high reliability and minimal latency, demonstrating its effectivene-
ss for real-time monitoring and theft prevention applications.

Fig. 19. Serial Monitor

F. Output on Google Spreadsheet       
Figure 20 presents the Google Spreadsheet interface used for 

real-time data monitoring. The spreadsheet automatically updates 
with each transmitted data packet, displaying parameters such as 
date, time, voltage, current, power, energy units, and theft status. 
All readings are logged dynamically, ensuring accurate and conti-
nuous tracking of electricity consumption and system status.
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As shown in Figure 19, the serial monitor output 
confirmed successful detection of unauthorized 
energy usage. The system accurately identified the 
imbalance between transmitted and received current 
values, triggering the theft detection algorithm. The 
event was recorded in real time, providing clear digital 
evidence of the theft occurrence. These results validate 
the system’s capability to detect, flag, and report 
unauthorized power consumption with high reliability 
and minimal latency, demonstrating its effectiveness 
for real-time monitoring and theft prevention 
applications. 
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3.6 Output on Google Spreadsheet        

Figure 20 presents the Google Spreadsheet interface 
used for real-time data monitoring. The spreadsheet 
automatically updates with each transmitted data 
packet, displaying parameters such as date, time, 
voltage, current, power, energy units, and theft status. 
All readings are logged dynamically, ensuring 
accurate and continuous tracking of electricity 
consumption and system status. 
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Figure 20 presents the Google Spreadsheet interface 
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automatically updates with each transmitted data 
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accurate and continuous tracking of electricity 
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Fig. 20. View electricity consumption on Google spreadsheet

4. Conclusion
The proposed IoT-enabled, LoRa-based power theft detection 

system represents a significant advancement toward efficient and 
reliable energy monitoring. The integration of ESP32 microcon-
trollers, SCT013B current sensors, a ZMPT101B voltage sensor, 
and LoRa communication modules enables accurate, real-time 
monitoring of power consumption at both the pole and consu-
mer ends. The system’s cloud-based data logging through Google 
Sheets facilitates continuous observation, rapid anomaly detection, 
and transparent record management for utility operators.

The experimental results validate the system’s capability to 
detect power theft accurately by comparing current discrepancies 
between the pole-side and home-side readings. Under normal ope-
rating conditions, consistent current measurements confirm system 
reliability, while any deviation indicates unauthorized consump-
tion. This automated detection mechanism minimizes manual 
inspection efforts and enhances the responsiveness of theft iden-
tification processes. The utilization of LoRa technology ensures 
long-range, low-power communication, making the system highly 
suitable for deployment in rural or remote regions where wired 
networks are infeasible. The cloud integration further improves 
accessibility and scalability, allowing utilities to monitor energy 
usage remotely and in real time.

The developed prototype provides a cost-effective, scalable, 
and energy-efficient solution for addressing electricity theft and 
improving grid reliability. Future enhancements will focus on in-
corporating artificial intelligence and cybersecurity frameworks to 
further strengthen system accuracy, resilience, and adaptability in 
smart grid environments.

5. Future Work
Future development of the proposed IoT-based energy moni-

toring and theft detection system will focus on the following key 
areas:

1.	 Employ artificial intelligence and machine learning algo-
rithms to detect anomalies, predict power theft, and optimize 
energy usage patterns.

2.	 Implement advanced encryption and blockchain-based frame-
works to ensure secure, tamper-proof data transmission within 
the IoT network.

3.	 Extend the system architecture for seamless integration with 
modern smart grid infrastructure and utility management 
systems.

4.	 Utilize 5G communication and edge processing to enable 
ultra-low latency, high-speed data handling, and real-time 
decision-making.

5.	 Develop user-oriented mobile and cloud platforms for remote 
monitoring, analytics, and control of energy systems.

6. Limitations
1.	 The proposed system employs a fixed-threshold current com-

parison method for theft detection, which may generate false-
positive or false-negative results under dynamic load condi-
tions and sudden current fluctuations.

2.	 The experimental validation was conducted under controlled 
laboratory conditions with limited load configurations; there-
fore, the results may not fully represent the complexity of 
large-scale real-world power distribution networks.

3.	 The performance of the system depends on stable LoRa com-
munication and sensor calibration. Environmental interfer-
ence, signal attenuation, and sensor drift may affect measure-
ment accuracy and communication reliability.

4.	 The current prototype utilizes a rule-based detection mecha-
nism and limited cybersecurity features, lacking advanced 
machine-learning algorithms, adaptive detection techniques, 
and robust data security frameworks for large-scale smart-grid 
deployment.
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