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Abstract

The protection of national critical infrastructure plays a central role in maintaining national security,
economic stability, and public welfare. This research investigates perception of regulatory pressure and
the requirements for operational resilience and risk management under current regulatory frameworks
among 55 companies within national critical infrastructure sectors. Methodology combines an
anonymous online survey with semi-structured interviews to capture both quantitative trends and
qualitative insights. Descriptive statistics were used to analyse survey responses, while interviews offered
a deeper understanding of sector-specific practices and organizational attitudes. The results show
significant differences in perception of regulatory pressure and establishment of risk management
priorities among the sectors of critical infrastructure, and also highlight the persistent gap between
regulatory intent and organizational behavior.
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1. INTRODUCTION

National critical infrastructure (NCI) forms the backbone of a country s security, economic stability,
and public welfare. Its uninterrupted functioning is essential for maintaining societal continuity, and
disruptions can have wide-ranging economic and social consequences. The European Union (EU)
has emphasized the protection of critical infrastructure through Critical Entities Resilience Directive
from which establishes a framework for identifying European critical infrastructures and assessing
the need to enhance their protection. Croatia has implemented these principles through the Law on
Critical Infrastructure (Republic of Croatia, 2025). Associated regulations, including the Decision on
the Designation of Sectors and Lists of Priority Sectors of Critical Infrastructure (Republic of Croatia,
2013) still remain to be written to reflect the new law. Complementary guidance, such as the Ministry
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of the Interior s Regulation on the Methodology for Conducting Risk Analyses of Critical
Infrastructure Operations (Republic of Croatia, 2016), aligned with 1ISO 31000:2009 (International
Organization for Standardization, 2009), provides structured procedures for identifying, assessing,
and mitigating risks. Together, these instruments aim to ensure continuity of operations, minimize
the impact of disruptions, and protect the population and the economy of the nation.

Risk assessment for NCI typically combines quantitative and qualitative methods (Renda,
2010). Quantitative approaches estimate the probability and potential impact of disruptions, while
qualitative methods address less tangible threats, such as cyberattacks, political instability, or social
unrest (Barker et al., 2025). Recent research has shifted focus toward resilience, defined as the ability
of NCI systems to maintain operations during and after disruptive events. Corporate operators are
pivotal in safeguarding NCI, particularly since many critical assets are privately owned, while
regulatory oversight rests with government agencies. Some companies view compliance with legal
frameworks as a means to strengthen resilience and risk management, while others see it as an
administrative or financial burden. The aim of this article is to analyse the perception of regulatory
pressure among organizations within national critical infrastructure sectors and to assess its
influence on the development of risk management practices and operational resilience, with
particular attention to sectoral differences and the alignment between regulatory frameworks and
organizational behavior (Pokrajci¢, 2025). The article is structured as follows: After the
introductionary chapter, chapter 2 examines the critical infrastructure of the Republic of Croatia,
with particular emphasis on the specific features of risk management and resilience within NCI.
Chapter 3 presents the methodological framework and the results of the empirical research,
including both quantitative and qualitative findings across NCI sectors. Finally, Chapter 4 offers
concluding remarks and discusses the key implications of the research.

2. CRITICAL INFRASTRUCTURE OF THE REPUBLIC OF CROATIA

Critical infrastructure encompasses the systems, networks, and assets that are essential for the
functioning of the state and society as a whole (Akrap, 2019). At its foundation, it consists of systems,
networks, and facilities that maintain societal stability and continuity by supporting key sectors such
as the economy, security, and public services. According to Alcatraz and Zaedally (2015), critical
infrastructure includes both physical and logical components that are vital for the minimum
functioning of government administration and economic systems.

In Croatia, NCl includes essential systems, facilities, and services whose failure would have
serious repercussions for national security, the economy, public health, or citizen safety. Recognized
as a cornerstone of national prosperity, Croatia’s critical infrastructure was first formally defined and
regulated under the Law on Critical Infrastructure (Republic of Croatia, 2013; Republic of Croatia,
2022), while the new law was published on 13 June 2025 (Republic of Croatia, 2025).

Through its legal framework, the Republic of Croatia seeks to ensure adequate protection of
NCI, promote cooperation among various stakeholders, and enhance the resilience of critical
infrastructure sectors against diverse threats and challenges. This legal framework represents a key
instrument for strengthening national security and stability. In Croatia, in addition to the legislative
framework previously described, the Regulation on the Methodology for Conducting Risk Analyses
of National Critical Infrastructure Operations (Republic of Croatia, 2016) establishes guidelines,
criteria, and metrics for identifying critical infrastructure and conducting risk analyses. This
document specifies the responsibilities of the risk analysis owners and defines the procedures for
carrying out risk assessments, which form an integral part of the overall risk management process.
These guidelines and criteria for risk analysis are aligned with the ISO 31000:2009 risk management
standard, and it is expected that the new version will be aligned with the updated I1SO 31000:2018
(International Organization for Standardization, 2018).
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As part of the regulation, a decision on numerical and descriptive indicators for intersectoral
criteria for risk analysis and critical infrastructure identification was issued (Trut, 2021:198). The
regulation states that the owners responsible for conducting sectoral risk analyses must collaborate
and exchange data with risk analysis owners from other sectors and with infrastructure
owners/operators. This is essential for understanding interdependencies, associated risks, and
vulnerabilities across different critical infrastructure sectors.

2.1. Specific Features of Risk Management in Subjects within the NCI

Security risk management within the NCl segment is high priority, as these systems are increasingly
exposed to a wide range of threats. Despite significant advances in protective measures, NCl
continues to face several challenges in effective risk management.

One of the primary challenges is the growing complexity of infrastructure systems. As
infrastructure becomes more technologically advanced, it also becomes more interconnected and
interdependent. According to Wells et al. (2022), the integration of physical and cyber systems has
created a highly complex environment where threats affecting one sector can cascade into others.
Modern infrastructure often includes legacy systems that were not designed to withstand
contemporary security threats. Challenges in upgrading these systems — due to costs, regulatory
constraints, and technical limitations — further complicate security risk management (Avery &
Ranganathan, 2016). Additionally, the lack of standardized security protocols across different
infrastructure sectors adds complexity, as agencies and private operators may have varying levels of
preparedness and response capabilities.

Since NCI is largely privately owned and operated, while government agencies oversee
regulatory compliance and national security, a significant challenge lies in the insufficient
collaboration between public and private sectors. Mayer & Lu (2025) note that private companies
often hesitate to share sensitive information regarding vulnerabilities or incidents due to concerns
over reputational damage, legal consequences, or financial losses. This lack of transparency can
delay threat identification and mitigation, leaving infrastructure more vulnerable to attacks. On the
other side, public sector institutions may lack the resources or technical expertise necessary to fully
understand the specific risks faced by private companies. This disconnect between sectors hinders
the development of coherent and effective risk management strategies. Another significant
challenge is the complexity of regulatory and legal frameworks. National security is often governed
by a patchwork of laws and policies that differ across sectors and jurisdictions. Such fragmentation
can lead to inconsistencies in risk management standards and create uncertainties regarding
accountability in the event of security incidents (Barker et al,, 2025). Furthermore, the complexity of
managing security risks in the NCI segment requires a coordinated approach among numerous
organizations, agencies, and sectors. Bureaucratic inefficiencies, unclear roles and responsibilities,
and lack of inter-organizational coordination can disrupt effective risk management. Absence of
alignment, combined with poor communication and accountability, may delay responses to security
incidents and miss opportunities to prevent escalation (Wells et al., 2022).

In summary, security risk management in Croatia’s NCI faces numerous challenges arising
from the complexity of modern systems, lack of public-private collaboration, evolving threats,
fragmented regulatory and legal frameworks, human factors, and sectoral interdependencies
(Pederson et al., 2006:5). Addressing these challenges requires integrated, multidisciplinary
strategies that combine technological, organizational, and legal approaches to enhance resilience
and continuity of operations.
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2.2. Resilience of NCI

Resilience factors are critical to the ability of NCl to recover rapidly and adapt to changes. Rehak et
al. (2018:5) emphasize both technical resilience (robustness and recovery capability) and
organizational resilience (adaptability) across sectors such as energy, information and
communication technology, and transport, illustrating resilience through case studies under various
conditions. The main conclusions of Rehak et al. (2018:3) highlight the importance of investing in
NCl resilience, focusing on two key domains: technical resilience and organizational resilience. The
authors stress that technical factors (such as robustness and recoverability) and organizational
factors (such as adaptability and preparedness) jointly enhance a system’s ability to withstand
disruptions and recover quickly. Thamboo et al. (2022) provide a systematic review of models for
assessing critical infrastructure resilience, with a particular focus on natural disasters. Kramer (2021)
analyzed the impact of the COVID-19 pandemic on critical infrastructure resilience, recommending
adaptive frameworks that integrate crisis management across all NCl sectors. Yang et al. (2024),
examining resilience in healthcare and transport sectors, classify cascading impacts into four
scenarios, regardless of whether effects occur within or beyond a specific infrastructure system.
Tundys (2023) analysed implications and consequences of incidental disruptions and black swan
phenomena in the supply chains, arguing that being aware of the risks, it is necessary to take
measures to minimise the risk of their occurrence or to minimise the possible effects of, for ripple
effects (Thundys, 2023:167). The literature clearly indicates a consensus on the need for an integrated
approach to strengthening NCl resilience, combining technical protective measures with adaptive
risk management strategies to achieve long-term robustness (Kaaleva, 2025; Pokraj¢i¢ & Lazibat,
2025).

Understanding how companies within the NCI segment perceive legal obligations and
resilience requirements is essential for assessing the effectiveness of regulatory frameworks,
particularly in light of the new law. Research conducted across key NCI sectors focused on how
private and public companies interpret, prioritize, and implement compliance measures, as well as
how they integrate resilience into operational practices (Rehak et al., 2018; Thamboo et al., 2022;
Kramer, 2021).

Earlier research reported diverse perceptions of legal pressure arising from the lawmakers
and related regulations. While some organizations view compliance as a clear mandate and a driver
for structured risk management (Hemme, 2015), others perceive regulatory requirements as
complex, burdensome, or ambiguous, particularly where overlapping sectoral and cross-border
legislation exists (Yang et al., 2024). This divergence reflects differences in organizational resources,
experience with risk management, and sectoral exposure to threats (Avery & Ranganathan, 2016;
Pederson et al., 2006).

3. METHODOLOGY AND RESEARCH RESULTS

To explore how the 2025 Croatian Critical Infrastructure Law influences enterprise practices, this
article examined how companies from critical infrastructure sectors perceive legal obligations,
prioritize compliance, and implement resilience measures within their operational frameworks.

3.1. Methodological Approach

The research was conducted among 55 companies operating within sectors of Croatia s national
critical infrastructure. An anonymous online survey was employed to collect data on how companies
perceive legal obligations under the 2025 Croatian Critical Infrastructure Law and how they integrate
resilience measures into their operational practices. In addition to the survey instrument, a semi-
structured interview approach was conducted to collect qualitative insights. Respondents answers
were systematically recorded and categorized according to their respective NCI sectors, enabling
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sector-based comparison and interpretation of findings. The sample of companies was generated
using publicly available databases, including the Digital Chamber of Commerce service (HGK -
Croatian Chamber of Commerce) and info.BIZ (FINA - Financial Agency).

Respondents expressed their views using a 5-point Likert scale (1 = Strongly Disagree, 5 =
Strongly Agree) on statements related to perceived legal obligations.. For descriptive statistical
analysis, the arithmetic mean and standard deviation were used for interval-scale variables.
Distributions were further examined by determining minimum and maximum values, as well as
skewness and kurtosis coefficients. The normality of distributions was tested using the Kolmogorov-
Smirnov test, ensuring the appropriateness of subsequent statistical analyses. The distribution of the
total of 49 collected responses is shown in Table 1.

Table 1 The Distribution of Respondents in the Sectors of NCl

Digital Water Food . Public
Energy Infrastructure Transport gt management production Sy services
Number of 5 6 3 9 1 4 4
respondents

Source: Author

The perceived effect of regulatory pressure was measured using a set of statements adapted
from validated instruments developed by Bulgurcu et al. (2010), Siponen et al. (2007), and Straub
(1990). The statements captured multiple dimensions of regulatory pressure, including perceived
imposition of security risk management requirements, personal accountability toward supervisory
authorities, oversight intensity, and perceived consequences of non-compliance.

3.2. Quantitative Research Results

The results of the survey indicate variation in how companies perceive regulatory and legal pressures
related to the 2025 Critical Infrastructure Law. The arithmetic mean and standard deviations of
responses across sectors is summarized in Table 2.

Table 2 Arithmetic Means and Standard Deviations of Collected Results Across the Sectors

NCI Sector N M SD Interpretation of Perceived Regulatory Pressure

Very low perceived pressure; compliance seen as manageable and

Energy 7 B o integrated into operations.

Digital 5 180 0.84 Low perceived pressure; regulatory obligations are understood and
Infrastructure ’ ’ not seen as burdensome.

Moderate perceived pressure; mixed perceptions of compliance

Transportation 6 233 0.52 . R
complexity across organizations.
Healthcare 3 267 0.58 Mode'rate to somewhat high pressure; r'espon5|b.|I|t|'es for
compliance and risk management perceived as significant.
Water High perceived pressure; regulations viewed as demanding due to
9 3.22 0.44 . . .
Management interdependencies and technical challenges.
Food High perceived pressure; compliance considered substantial and
. 11 3.27 0.47 . .
Production impactful on operations.
Banking 4 150 0.58 Very low perceived pressure; obligations are glear, well-structured,
and well-supported by oversight.
Public Services 4 175 0.50 Low perceived pressure; strong regulatory culture and established

procedures reduce perceived burden.

Source: Author
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Companies in the energy sector reported the lowest perceived regulatory pressure, with
M=1.43 and SD=0.79. This suggests that respondents strongly disagree with the notion that
regulatory obligations are burdensome or imposed unnecessarily. It may reflect well-established
compliance procedures, structured risk management practices, and previous experience with
regulatory oversight, which allow these companies to integrate legal requirements smoothly into
operations. Similarly, companies in the digital infrastructure sector reported low perceived pressure
(M =1.80). Responses indicate that most respondents do not view compliance as overly demanding,
likely due to the sector s familiarity with cybersecurity regulations and continuous monitoring
frameworks. Transportation companies reported moderate perceived pressure (M=2.33, SD=0.52),
indicating a mixed perception of regulatory obligations. Healthcare sector respondents reported
slightly higher perceived pressure (M= 2.67, SD=0.58), suggesting a tendency toward viewing
regulations as moderately demanding. Given the sector s exposure to both operational and public
health risks, these companies may perceive higher responsibility and accountability for ensuring
compliance, contributing to a stronger sense of regulatory pressure. Water management companies
reported the highest perceived regulatory pressure,(M=3.22, SD=0.44). This indicates that
respondents agree that regulatory obligations potentially burdensome. This perception could result
from complex interdependencies with other sectors or limited resources. Similarly, the food
production sector showed a high mean (M=3.27, SD=0.47), reflecting that companies perceive
regulatory requirements as substantial and impactful on operations. This could be due to sector-
specific compliance standards, safety regulations, and risk mitigation obligations, especially given
the potential societal impact of disruptions. Banking sector respondents reported low perceived
regulatory pressure (M=1.50, SD=0.58), indicating that compliance is well-integrated within
operational procedures. This may be attributed to the longstanding regulatory culture and strictly
established frameworks in the financial sector. Companies providing public services also reported
low perceived pressure (M=1.75, SD=0.50), suggesting that they perceive regulatory obligations as
clear, well-structured, and not perceived as a pressure.

The survey highlights sector-specific differences in the perception of regulatory and legal
pressure. Sectors such as energy, digital infrastructure, banking, and public services perceive
minimal regulatory burden, whereas water management and food production report higher
perceived pressure. These variations may reflect differences in organizational resources, regulatory
complexity, interdependencies with other sectors, and the maturity of risk management practices
(Rehak et al., 2018; Thamboo et al., 2022; Kramer, 2021; Yang et al., 2024). The results suggest that
while the 2025 Croatian Critical Infrastructure Law establishes uniform obligations across sectors, the
subjective experience of regulatory pressure varies, with operational and resource-intensive sectors
reporting greater perceived demands.

3.3. Qualitative Research Results across the Sectors of NClI
3.3.1. Energy Sector

The energy sector represents one of the most critical components of NC|, as its stable operation and
resource availability directly condition the functionality of all other infrastructure sectors. Interview
participants from the energy sector consistently emphasized this interdependence, noting that
disruptions in energy supply would immediately propagate across transport, water supply,
telecommunications, healthcare, and emergency services. Croatia’s reliance on a diversified energy
mix was frequently cited by respondents as a strategic advantage, but also as a source of increased
system complexity and exposure to sector-specific risks.

Participants highlighted that the security dimension of the energy sector extends beyond
operational continuity to encompass both physical and organizational security measures. In line with
Alispahic et al. (2015:482), respondents described physical security as protection against terrorist
threats, natural disasters, technical failures, and human error.
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Respondents also demonstrated a high level of awareness of national strategic documents
and they acknowledged that the regulatory and institutional framework governing critical
infrastructure protection has contributed to greater awareness of security and resilience
requirements within the energy sector.

3.3.2. Digital Infrastructure Sector

Interviews with representatives from seven companies within the Digital Infrastructure sector
highlighted a generally low perception of regulatory pressure, consistent with the survey results.
Respondents frequently emphasized that compliance with the 2025 Croatian Critical Infrastructure
Law and related cybersecurity regulations is well-integrated into their standard operational
procedures. Several participants noted that regulatory requirements are clear and predictable,
allowing them to proactively align risk management and resilience measures without significant
disruption to daily operations.

A few respondents expressed that oversight from regulatory bodies, while present, is largely
supportive rather than punitive. For example, one IT infrastructure manager explained, “We receive
guidance and feedback from authorities, but there is no sense that compliance is an additional
burden; it's part of how we operate every day.” Another participant noted that their existing
cybersecurity frameworks and internal risk management practices often exceed legal requirements,
reducing the perception of external pressure.

Nonetheless, some interviewees mentioned challenges arising from rapid technological
changes and evolving cyber threats, which require constant adaptation. While the legal framework
itself is not seen as burdensome, companies highlighted that maintaining resilience in the face of
new threats sometimes demands investments in staff training, monitoring tools, and infrastructure
upgrades. These requirements are perceived as operational necessities rather than externally
imposed pressures, aligning with the sector’s overall low perceived regulatory burden.

3.3.3. Transportation Sector

Interviews with representatives from transportation companies revealed a moderate perception of
regulatory pressure, in line with the survey results. Respondents generally acknowledged the
importance of complying with the 2025 Croatian Critical Infrastructure Law and related safety and
risk management regulations, but many indicated that meeting these requirements can be complex
due to the sector’s operational and interdependent nature.

Several participants highlighted challenges related to coordination across multiple modes
of transport — road, rail, and ports — as well as the integration of new safety and cybersecurity
measures into existing infrastructure. Some respondents also reported that limited resources and
staff experience in risk management amplify the perceived complexity of compliance, particularly
for smaller companies within the sector.

Despite these challenges, interviewees generally recognized that regulatory oversight
encourages structured risk management practices, including regular audits, safety drills, and
contingency planning. The pressure is therefore perceived as a motivator for operational
improvement rather than an arbitrary requirement.

3.3.4. Healthcare Sector

Interviews with healthcare providers revealed a moderate to somewhat high perception of
regulatory pressure. Respondents recognized the critical role of compliance with the law, particularly
regarding patient safety, operational continuity, and cyber-physical security. A hospital IT manager
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stated, “We have multiple layers of compliance to meet — cybersecurity, data protection, and
operational continuity — and it often feels challenging to stay ahead.”

Participants highlighted that coordination between administrative, clinical, and technical
staff is necessary to implement regulations effectively, and this creates an additional operational
burden. Despite this, most respondents viewed the regulatory framework as an essential driver for
structured risk management and resilience planning, ensuring the hospital systems can continue
operating during disruptions or emergencies.

3.3.5. Water Management Sector

Respondents from water management organizations expressed higher perceived regulatory
pressure, reflecting both the criticality of water services and the technical complexity of
infrastructure. Interviewees emphasized that compliance requirements are extensive, covering
operational safety, emergency preparedness, and interdependencies with energy and
transportation sectors.

Participants od the interview indicated that regulations are strict, and non-compliance can
have serious consequences, not just for the company but for entire communities. Participants also
reported that small margins for error, aging infrastructure, and the need for rapid adaptation to
regulatory updates increase the perception of pressure.

3.3.6. Food Production Sector

Interviews with food production companies indicated high perceived pressure from regulatory
frameworks. Respondents acknowledged that compliance spans food safety, supply chain
continuity, and critical infrastructure obligations, which can be resource-intensive.

One respondent noted, “We have to balance production efficiency with multiple layers of
compliance. It feels like regulatory pressure is constant, but it also pushes us to improve our systems
and processes.” Interviewees also highlighted challenges in aligning internal processes with both
sector-specific regulations and cross-sector critical infrastructure requirements and
interdependency with transportation and energy sectors further which amplified the perception of
pressure.

3.3.7. Banking Sector

Banking sector representatives reported low perceived regulatory pressure, consistent with the
survey mean. Participants emphasized that compliance culture is well-established, and internal risk
management and resilience practices are largely aligned with regulatory expectations.

As per interview conclusions, banking sector already operates under strict regulations, so the
Critical Infrastructure Law doesn't feel like an additional burden, but it mostly confirms what they
already do. Some respondents noted that while compliance is rigorous, it is perceived as
manageable and integrated into daily operational practices.

3.3.8. Public Services Sector

Public service organizations also reported low perceived regulatory pressure. Respondents indicated
that clear guidance, structured oversight, and dedicated support from central authorities make
compliance straightforward and routine.

DIEM, Special Issue 2026




Overall, the responses from interview participants stated that the procedures are well-
documented, and there is a clear line of responsibility, and negated any pressure from the regulatory
bodies. Participants highlighted that the focus on resilience planning and risk management is well-
supported institutionally, reducing the perception of burden.

4. CONCLUSION

The findings of this research reveal that companies within Croatia’s NCl sectors perceive regulatory
pressure and resilience requirements in varying ways, influenced by sector-specific characteristics,
organizational resources, and exposure to potential threats. Sectors such as water management and
food production reported higher perceived regulatory pressure, reflecting the operational
complexity, interdependencies with other infrastructure sectors, and the potentially significant
societal impact of disruptions. In contrast, banking and public service organizations indicated
relatively lower perceived pressure, likely due to the integration of compliance measures into
existing risk management frameworks and strong institutional support.

The research also highlighted notable differences in the practical implementation of security
risk management. During interviews with representatives of NCI companies, it became clear that
authorities emphasize the prioritization of security risks over business risks. However, in practice, this
is not consistently observed. Companies remain primarily profit-driven, treating operational
business risks as higher priorities. Legislative mandates appear to be the main driver for formally
integrating security risk prioritization into operational practices.

These results underscore the need for tailored regulatory strategies, sector-specific
guidance, and stronger incentives for private companies to align operational priorities with national
security objectives. While the 2025 Croatian Critical Infrastructure Law provides a legal framework
for risk management and resilience, its effectiveness depends on how organizations incorporate
these requirements into daily decision-making, balancing legal obligations with practical business
considerations.

Future research should investigate mechanisms for bridging the gap between regulatory
intent and enterprise practice, including public-private collaboration, risk-awareness training, and
incentive-based compliance strategies. Addressing these challenges is essential for enhancing the

resilience of Croatia’s NCl sectors and ensuring the continuity of critical services under complex and
unpredictable threat scenarios.
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