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CYBER INSURANCE IN BUSINESS PROTECTION FUNCTION FROM
CYBERNETIC ATTACKS IN THE DIGITAL AGE

CYBER OSIGURANJE U FUNKCIJI ZASTITE POSLOVANJA OD
KIBERNETICKIH NAPADA U DIGITALNOM DOBU

GENzIC, Jasna; MEsic, Matea & AKMAcIC, Marko

Abstract: Cyber space is a determining feature of modern life and key area of the
global economy. Due to the dependence on information technology and electronic
communication, business subjects are becoming increasingly exposed to various
forms of cybercrime. This paper researches into the impact of cyber-attacks on
business and explains the concept of cyber insurance as one of the possible tools of
risk transfer. Cyber risk management is considered an essential proactive activity,
which especially relates to those businesses whose activity is closely related to online
business, and the assets of which are mostly intangible, i.e. in the form of data.
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SaZetak: Kiberneticki prostor odredujuce je obiljezje suvremenog Zivota i kljucno
podrucje svjetskog gospodarstva. Zbog ovisnosti o informatickoj tehnologiji i
elektronickim komunikacijama, poslovni subjekti postaju sve izloZeniji raznim
oblicima kibernetickog kriminala. Ovaj rad istrazuje utjecaj koji kiberneticki napadi
imaju na poslovanje te objasnjava pojam cyber osiguranja, kao jednog od mogucih
alata za prijenos rizika. Smatra se nuznim proaktivnim djelovanjem upravljati
kibernetickim rizicima, a narocito se to odnosi na one poslovne subjekte cije je
poslovanje usko povezano s radom na mrezi, a imovina je vecinski nematerijalna tj.
podatkovna.
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1. Introduction

Nowadays pretty much every business activity relays on digital data, information,
computers and other devices, which, as a result, makes organizations of all sizes and
industries susceptible to cyber-attacks. For a company to be susceptible to a cyber-
attack, its size is not of essence, but rather the attractiveness of the information that
company holds.[1] In the era of modern digitalization of almost all aspects of living,
security and safety, ease of living and safe business conducting are essential in daily
communication where all of the personal data and entire global commercial details
are prone to be accessed by malicious individuals and, not only make fraudulent
actions, but to disrupt local economy that would affect fiscal and monetary systems
and consequently affect security of people on a higher scale. With growth of
digitalization and new way of data “cloud” storing, mobile banking, networking, and
digital socialization as conveniently it may be, it has hidden threats that would have
irreversible immanent impact to our lives and future so it is of highest interest to find
adequate ways of stopping cybernetic attacks and find ways to secure not only our
assets, businesses and data but consequently our way of life itself. A cyber incident
can cause devastating damage to any business entity.

The most common consequences are: disruption of business, theft or loss of
customers' data, breach of customer data protection rules, damage to data or software,
damage to company reputation, shutdown and disruption of operating systems, loss or
theft of intellectual property, emotional distress of employees, extortion and demand
for ransom, potential business interruption with supply chains and physical damage to
property or employees. All of this leads to significant financial losses. Digital world
abounds in cyber-attacks of all kinds. Just to name a few: cyber fraud, cyber
espionage, cyber warfare, cyber terrorism, cyber-bullying, cyber data theft etc. Such
attacks are becoming more and more sophisticated and advanced.

Therefore, there is a constant risk of security oversights that can compromise the
functioning of a company.[2] Although the insurance policy alone cannot reduce the
risk of cyber-attacks, it is emerging as one of the solutions that acts as a risk-transfer
mechanism that protects companies from financial shock.

2. Cyber insurance in business protection function from cyber-attacks in the
digital age

Global concerns about digital security are reflected in the Global Economic Forum's
2019 Global Risk Report, which reports that cyber-attacks and massive data fraud
(theft) are among the top five biggest risks of the year, signaling their growing
importance in the near future.[3] The European Commission has also stressed the
iImportance of European cybersecurity rules, which are crucial for defending
European economies and citizens against cyber threats across the EU.
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Therefore, cybersecurity has, for the first time, become one of EU priorities, which
led to an important progress in this field.[4] Understanding cyber threats and how
cyber-attacks take place is only one piece of information-puzzle needed for
developing effective protection against these threats. When it comes to cyber -attacks,
it is really about trying to change the properties of a computer or about how will
computer react to some of the illegal activities that take place on-line, that is, as long
as the user is connected to the Internet. Cyber-attacks are greatly facilitated by human
behavior. Regardless of the degree of protection, if the user (employee) is not careful,
a cyber-attack could still happen, and their computer could be invaded.

Therefore, promoting awareness and educating employees is of key importance in
reducing the risk of cyber-attacks and thus minimizing the consequences of cyber-
attacks. In addition to human error, there are other significant threats, including
financially motivated ones, third parties with authorized access, malicious contractor
malpractice and an operational error in the system. Therefore, with the
aforementioned employee education and awareness raising, it is also necessary to do
the following: to introduce a more complex way to remotely access the network, to
develop a strategic plan for responding to cyber-attacks, to improve ways to detect
cyber-attacks and events, to implement data loss prevention solutions, to recognize
vulnerabilities in time and working constantly on prevention of unintended
consequences, to improve attack risk and liability insurance, and to encrypt
computers and laptops.

However, what happens when an attack occurs? Can companies protect their business
by contracting an appropriate insurance policy and how to do it? Are there any cyber
insurance policies and what do they include?

2.1. Cyber insurance market

Insurance plays an important role in managing a company’s risk because it acts as a
risk transfer mechanism and compensates companies for the losses that will
inevitably occur. Cyber insurance can cover various consequences of cyber risk, such
as identity theft, breach of data security, or malware insertion that can affect your
business. Unlike other types of insurance, there is no standard form under which the
insurance industry obtains cyber coverage. On one side, this fact could prove to be an
obstacle to buying cover, but on the other, it also allows more room for negotiating
terms of the policy than there is in the case of more standard types of cover. Most
cyber policies on the market (especially in the USA) offer some combination of
traditional liability coverage as protection against third party claims and first party
coverage as protection against losses suffered by policyholders. Thus, it can provide
coverage for damage to digital assets, business disruption, and incident response
costs.

In addition, some cyber insurance policies may provide services that help assess
potential exposure to risks and provide technical and legal assistance, for example in
public relations in the event of an incident.[5] The offer of the cyber policy depends
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on the needs of the customers, the type of cyber risks they are exposed to and their
level of digitization, as well as the size and type of services they provide.[6] Given
the lack of classic policy standardization, the aspect of communication between
insurers and policyholders is essential.

2.2. Cyber insurance market in the Republic of Croatia

Although neither companies nor institutions in the Republic of Croatia are immune to
cyber-attacks as such attacks are part of the everyday life (not only of private entities,
but also businesses) insurance companies in the Croatian insurance market do not yet
offer special cyber insurance in their service portfolio. The problem of the lack of
such insurance policies is extremely complex.

The first issue here is questionable cost-effectiveness of providing cyber insurance
policies in the Republic of Croatia due to the size of the market, followed by
convoluted assessments of potential losses arising from cyber incidents that tend to
be uncertain and complex, and the increase in the frequency and severity of cyber-
attacks just goes to show it.

2.3. Standardization problem cyber policies

The formation of the cyber insurance market is a continuous process that can only be
characterized as volatile. Due to the complexity of risk assessments and the
diversified needs of potential clients (companies), every standardization would
inevitably very quickly become obsolete. [7] Insurers usually model and create their
insurance policies by creating actuarial and historical data. With cyber risk, historical
data is scarce, while actuarial data is almost non-existent, with very little publicly
available data about cyber-attacks and consequential damage. Furthermore, some
losses are difficult or impossible to quantify, especially intangible losses, such as a
loss of business reputation, which is a frequent consequence of cyber-attacks.

3. Conclusion

A proactive approach to cyber security is crucial in the fight against various forms of
cyber-attacks, which includes investment in security infrastructure. The changes that
technological advances bring are constant and rapid. The same is true of hackers that
in many ways dictate the speed of change in the virtual world. One of possible
solutions would be to get some of the best of them on the side of the fight against
cybercrime and thus improve resistance to malicious attacks.

Despite the fact that the cyber risk exposure assessment is very complex, that it is not
easy to quantify losses and damage and that the cyber insurance market is still a
relatively new area and product, it needs to invest in developing cyber insurance
products and educate both employees and private entities about the dangers that
threaten in all virtual corners.



7TH INTERNATIONAL CONFERENCE “VALLIS AUREA” 2020 pp.0241-0245

4. References

[1]
[2]
[3]
[4]

[5]

[6]

[7]

Nanji, S., Cyber Insurance 2015: Guide for Small and Medium Sized
Businesses, Amazon Digital Services LLC, 2015.

Christian C., Cyber Insurance Basics: an Installment in the Building Blocks
Series of Insurance Content, Cricket Creations, 2014,

Weforum. World Economic Forum's Global Risk Report. Available at:
https://www.weforum.org/reports/the-global-risks-report-2019

Svijet Osiguranja. Nedostatak podataka o kibernetickim rizicima: glavna
prepreka razvoju trzista cyber osiguranja. Available at:
https://www.svijetosiguranja.eu/nedostatak-podataka-o-kibernetickim-rizicima-
glavna-prepreka-razvoju-trzista-cyber-osiguranja/

Marsh, UK Cyber Security: The Role of Insurance in Managing and Mitigating
the Risk, HM Government, Marsh Ltd., 2015. Available at:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/4
15354/UK_Cyber_Security Report_Final.pdf

Financial Times — Should individuals buy insurance against cyber attacks?.
Available at: https://www.ft.com/content/72el11ca6-98ad-11e7-8c5c-
c8d8fa6961bb

Woodruffsawyer. Get Ready: Cyber Insurance Underwriting is Changing.
Available  at:  https://woodruffsawyer.com/cyber-liability/cyber-insurance-
underwriting-changes/

0245


https://www.weforum.org/reports/the-global-risks-report-2019
https://www.ft.com/content/72e11ca6-98ad-11e7-8c5c-c8d8fa6961bb
https://www.ft.com/content/72e11ca6-98ad-11e7-8c5c-c8d8fa6961bb

‘Photo 026. Katedrala Sv. Terezja Avilske u Poéegl /

0246



	ANDRLIC, Berislav
	Photo 001
	Andrlić B. & Kuda LJ.
	Photo 002
	BAJIC, Suncica & BUDIMIR, Verica
	Photo 003
	BALOG, Nikolina; MIKIC, Ivana & SEKULIC, Katica
	Photo 004
	BARISIC, Veronika; LONCAREVIC, Ivana; PETROVIC, Jovana; FLANJAK, Ivana; JOZINOVIC, Antun; SUBARIC, Drago; BABIC, Jurislav; MILICEVIC, Borislav & ACKAR, Đurđica
	Photo 005
	BILAS, Vlatka & DERJANOVIC, Kreso
	Photo 006
	BJELIC GACESA Dragana & BLAZICEVIC Marija
	Photo 007
	BLAZEVIC, Ivona; KATOLIK KOVACEVIC, Andreja & COBOVIC, Mirko
	Photo 008
	BLAZICEVIC, Marija; BJELIC GACESA, Dragana & SKORIC, Dragana
	Photo 009
	BORZAN, Zeljka; IVANKOVIC, Darija & FILIPOVIC, Zvonimir
	Photo 010
	BOSNJAKOVIC, Mladen; VELJIC, Natasa & SOLDAN, Christian
	Photo 011
	BUDIC, Hrvoje; BANOZIC, Mario & FILIPOVIC, Filip
	Photo 012
	BUDIMIR, Verica
	Photo 013
	BUDIMIR, Verica; ZUPAN, Mario & ALABER, Mato
	Photo 014
	BULJUBASIC, Iva
	Photo 015
	CAUSEVIC, Mirza & VITEZ PANDZIC, Marijeta
	Photo 016
	CITA, Melita & PRSA, Darija
	Photo 017
	CORLUKA, Goran
	Photo 018
	CVETKO, Sandra; HUNJET, Anica & KOZINA, Goran
	Photo 019
	DADIC, Mario; PUPIC-BAKRAC, Lucija & RADAS, Ante
	Photo 020
	ĐOKIC, Kristian
	Photo 021
	ĐURCEVIC, Lorena & VULIC, Vesna
	Photo 022
	ĐURĐEVIC, Ljiljana; ĐURĐEVIC, Goran; FARMAN, Ali; CHEN, Haotian; KHUONG,Tran; GALLAGA, Emiliano & MLADENOVSKI, Mire
	Photo 023
	ERGOVIC RAVANCIC, Maja; OBRADOVIC, Valentina; SKRABAL, Svjetlana & MARCETIC, Helena
	Photo 024
	ERGOVIC RAVANCIC, Maja; OBRADOVIC, Valentina; SKRABAL, Svjetlana; MARCETIC, Helena & DROZĐEK, Melanija
	Photo 025
	GENZIC, Jasna; MESIC, Matea & AKMACIC, Marko
	Photo 026
	GONGETA, Sanja
	Photo 027
	HADROVIC ZEKIC, Blazenka; GRGURIC, Matija & CRNJAC MILIC, Dominika
	Photo 028
	HAK, Mario; PISMIS, Vjekoslav & SPEHAR, Lada
	Photo 029
	IVANKOVIC, Darija
	Photo 030
	JOSIC, Hrvoje
	Photo 031
	JUSIC, IVICA
	Photo 032
	KANTAR, Sandra & SVRZNJAK, Kristina
	Photo 033
	KERMC, Ino; NJAVRO, Filip; RELIC, Danko; MRAK, Maksimilijan; IVKOVIC, Jakov & VUKOJA, Ivan
	Photo 034
	KNEZEVIC, Matea; LETINIC, Svjetlana & ZUPAN, Mario
	Photo 035
	KOJIC, Nebojsa; ERGOVIC RAVANCIC, Maja & BAJT MANCE, Ivana
	Photo 036
	KOKOLEK, Natalija & JAKOVIC, Bozidar
	Photo 037
	LINK ,Bojana
	Photo 038
	LONCARIC, Ante; ALADIC, Krunoslav; JOZINOVIC, Antun; BABIC, Jurislav; JASIC, Midhat; JUKAN, Ajla & SUBARIC, Drago
	Photo 039
	MARCETIC, Helena; SKRABAL, Svjetlana; ERGOVIC RAVANCIC, Maja & OBRADOVIC, Valentina
	Photo 040
	MARIC IVANOVIC, Renata & MLAĐENOVIC, Jasmina
	Photo 041
	MARINAC, Antun; VULIC, Zrinka & URSIC, Daliborka
	Photo 042
	MARINCLIN, Antonija
	Photo 043
	MARTINCIC, Marina; STILIN, Anita & TOMLJENOVIC, Ljerka
	Photo 044
	MECEV, Dijana & SULJAK, Marin
	Photo 045
	MESIC, Josip; OBRADOVIC, Valentina; MILICEVIC, Borislav; SVITLICA, Brankica; SOLDO, Tomislav & DEMO, Robert
	Photo 046
	MEZAK MATIJEVIC, Mirela & CAUSEVIC, Mirza
	Photo 047
	MILANOVIC GLAVAN, Ljubica; DZAJO, Tina & MIHELJA ZAJA, Maja
	Photo 048
	MILETIC, Marko
	Photo 049
	MILICEVIC, Borislav; MESIC, Josip; LUKIC, Igor; SVITLICA, Brankica; JOZINOVIC, Antun & SUBARIC, Domagoj
	Photo 050
	MINDUM, Anita; PENAVA, Ariana & FLANJAK, Ivana
	Photo 051
	MISKULIN, Ivan
	Photo 052
	MLADINEO, Luka
	Photo 053
	MOSLAVAC, Tihomir; SARAVANJA, Martina; JOKIC, Stela; SUBARIC, Drago & JAKOBOVIC, Mario
	Photo 054
	MRGAN, Ana & ARIANA, Penava
	Photo 055
	OBRADOVIC, Valentina; ERGOVIC RAVANCIC, Maja; SKRABAL, Svjetlana; MARCETIC, Helena; DOMIC, Tajana & PENAVA, Ariana
	Photo 056
	OZURA, Marko; GRGINCIC, Ivan; ZABORSKI, Miroslav & RESANOVIC, Daniel
	Photo 057
	PEPUR, Petar & MIHANOVIC, Ante
	Photo 058
	PILJEK, Petar & KOTARSKI, Denis
	Photo 059
	PISKER, Barbara
	Photo 060
	PUPAVAC, Drago; LOVRIC, Ivana & DRASKOVIC, Mimo
	Photo 061
	RADMAN-FUNARIC, Mirjana
	Photo 062
	RAUKER KOCH, Marina; TOMLJENOVIC, Ljerka & BRUSIC, Antonio
	Photo 063
	RUSAC, Silvia; STAMBUK, Ana & VLASIC ILJKIC, Martina
	Photo 064
	SAMAL, Martina & VITEZ PANDZIC, Marijeta
	Photo 065
	SARIC, Edib
	Photo 066
	SKRABAL, Svjetlana; ERGOVIC RAVANCIC, Maja; OBRADOVIC, Valentina; MARCETIC, Helena & GRCIC, Marko
	Photo 067
	SOSTAR, Marko
	Photo 068
	STAVLIC, Katarina
	Photo 069
	STAZIC, Monika & STAVLIC, Katarina
	Photo 070
	STEFANAC, Karolina; JELEC-RAGUZ, Mirjana & HRGOVIC, Nikola
	Photo 071
	STIPANOVIC, Christian; RUDAN, Elena & ZUBOVIC, Vedran
	Photo 072
	STOJANOVIC, Slobodan
	Photo 073
	TANOVIC, Martina; JUKIC, Marko; LUKINAC CACIC, Jasmina; MILICEVIC, Dijana & AVDIC Gordan
	Photo 074
	VRETENAR COBOVIC, Maja ; COBOVIC, Mirko & GVOZDANOVIC, Mirjam
	Photo 075
	VUKOJA, Ana; VUKOJA, Ivan; VUJNOVIC, Matea; ANDRLIC, Berislav; MISKULIN, Ivan & GLAVIC, Zeljko
	Photo 076
	ZRINSCAK, Stanko; OBRADOVIC, Valentina & ĐOGAS, Katarina
	Photo 077
	Author_Index_Pozega 2020
	Photo 078
	Subject_Index_Pozega 2020
	Photo Index 2020

